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Exploring the Privacy-Security Antinomy:  

A Case Study of the Privacy-Privacy Trade-Offs in US Intelligence Policies   

 

1. Introduction 
 
The discussion of privacy values in our lives has heated in recent years. One cause for this are the ever-

growing cases of privacy scandals worldwide. The notorious scandal of Cambridge Analytica is one of 

the recent examples (e.g. Cadwalladr & Graham-Harrison, 2018; González, 2017; Obar & Oeldorf-

Hirsch, 2018). Moreover, a multifold of large companies have been accused of not taking privacy 

measures seriously into account, such as Facebook, Google and Microsoft (e.g. Parmar, 2018; Rosen, 

2012; Rubinstein & Good, 2013). The Snowden revelations of 2013 rekindled the public interest in 

privacy values. The disclosures exposed the occurrence of multiple privacy violations within the 

intelligence community, which is the topic this research deals with.  

It all started with an article of the Guardian in June 2013 which revealed that the National 

Security Agency (NSA) collected phone records (metadata) in-bulk from Verizon, one of the biggest 

telecommunication providers in the United States of America (US) (Greenwald, 2013). The Guardian 

obtained its information from one of the most famous whistleblowers of all times, Edward Snowden. 

Snowden eventually revealed, by leaking documents, massive surveillance of Internet traffic, social 

media posts, telephone calls, and emails executed by the NSA (Andregg, 2016). They gather and mine 

data from different firms and corporations, such as Internet and telephone companies (Lyon, 2014). 

An example is seen in the PRISM program; in this program, the NSA got direct access to different 

servers of Silicon Valley technology giants, including Apple, Facebook, Google, Yahoo, and Microsoft 

(Lyon, 2014).  

Although a lot of secrecy still exists, the way the intelligence agencies work has become more 

known to the public since the Snowden revelations of 2013, including what kind of data these agencies 

gather and their method doing so. In March 2017, Wikileaks revealed confidential documents of the 

Central Intelligence Agency (CIA) which showed that the agency hacks smartphones, (smart-)TVs, and 

PCs from US citizens (Wikileaks, 2017; Solon, 2017). In this way, it could, for example, listen to your 

conversations and quarrels with your wife or husband through the microphone in your smart TV.        

The privacy-security debate is generally divided along two sides. One side believes that the 

violation of privacy by these agencies is a necessary evil in order to protect the national security. One 

of the most repeated arguments from this side is “we must be willing to give up some privacy if it 

makes us more secure” (Solove, 2011, p.9). The other point of view is that the privacy of the civilians 

of a nation should not be compromised.  
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After 9/11, national security became the key matter in US policy. One and a half month after 

the attack, acting President George W. Bush signed the USA Patriot Act, which allowed greater leeway 

in domestic intelligence and law enforcement collection (Lowenthal, 2016). This resulted, for example, 

in permission for the collection of metadata from phone records, established in the Section 215 of the 

USA Patriot Act (Lyon, 2014). Former President Barack Obama responded to the growing privacy 

concerns, after the Snowden revelations, in the following way: “I have called for reforms that better 

safeguard the privacy and civil liberties of the American people while ensuring our national security 

officials retain tools important to keeping Americans safe. That is why, today, I welcome the Senate’s 

passage of the USA FREEDOM Act” (The White House, 2015, para. 1). The USA Freedom Act of 2015, 

which builds on the USA Patriot Act, makes it, for example, impossible for intelligence agencies to 

continue the bulk collection of phone records (GPO, 2015).   

Next to the heated public debate on privacy, scholars’ interest in this topic has been sparked 

as well, as privacy clashes with different social values in our lives. Different antinomies have been 

discussed in the academic debate, such as privacy vs security (e.g. Nissenbaum, 2010, p.108), privacy 

vs free speech (e.g. Rosen, 2012; Volokh, 2000), privacy vs technological innovation (e.g. Baker, 2013), 

and privacy vs efficiency (e.g. Nissenbaum, 2010, p.109).  

Of the aforementioned antinomies, the conflict between privacy and security stands out as 

one of the most debated topics among scholars and it is directly linked to the work and the power of 

the intelligence community. Posner and Vermeule (2007) see privacy and security, or civil liberties and 

security, as a zero-sum trade-off; this would mean that a loss in privacy automatically leads to a gain 

in security and the other way around. However, recently, this notion has been criticized by many 

scholars. Solove (2011) contends that this is an all-or-nothing fallacy: Privacy-security is not a zero-sum 

trade-off, and one does not have to sacrifice one for the other. An example is seen in the research by 

Lowenthal (2016) and described as the wheat versus chaff problem: more privacy violations in the form 

of collection by using surveillance techniques makes it only harder to find the needle in the haystack. 

Consequently, collecting more information about citizens does not per se increase the national 

security. Dragu (2011) adds that it is in the interest of the intelligence agencies to violate privacy, even 

if this would harm the national security, because more collection of information would give more 

money and power to the intelligence community.  

In response to the public and academic criticism, intelligence policies have been adapted to 

better incorporate privacy interests. While the goal of these policy amendments has been to protect 

privacy much better, unintended negative side-effects can happen. Pozen (2016) called this the 

phenomenon of privacy-privacy trade-offs: the impact of privacy measures on other sorts or forms of 

violations of privacy. These different aspects of privacy are based on the taxonomy of the concept of 

privacy made by Solove (2008). As it is very hard to define the concept of privacy, it is seen as an 
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umbrella term by most privacy theorists. Consequently, Solove (2008) made a taxonomy to try to cover 

most of the umbrella term. In this framework, sixteen broad categories of “privacy problems that have 

achieved a significant degree of social recognition” (Solove, 2008, p.101-102) have been identified. As 

a result of the broad concept of privacy, different categories of the concept can contradict each other. 

In this way, new intelligence policy to protect privacy could be counterproductive. An example is the 

following: surveillance and interrogation could both cause a violation of privacy. A decrease of financial 

resources or a tightening of rules for interrogation, could decrease privacy problems regarding 

interrogation. This, however, might lead to more surveillance to make up for the loss of data collection 

through interrogation and, as such, increase the privacy problems of surveillance (Pozen, 2016).   

Although scholars have studied in-depth the topic of privacy-security trade-offs, what is still 

lacking in the academic work is the in-depth application of the concept of privacy-privacy trade-offs on 

an empirical case. Pozen (2016) touched upon the NSA and its surveillance techniques but did not go 

into detail about this topic. This research fills this gap in literature, by providing a case study analysis 

of the privacy measures, and the possible privacy-privacy trade-offs of the USA Freedom Act. It thereby 

adds to the literature on the privacy debate in general and privacy-privacy trade-offs in particular. In 

this way, the research question is as follows:  

What kind of privacy-privacy trade-offs have occurred during the adoption and implementation of the 

USA Freedom Act of 2015?  

Next to its academic relevance, this research could add knowledge and new insights for 

policymakers who have to take into account the protection of the concept of privacy in its broadest 

terms. The analysis focuses on two specific sections of law written about the US intelligence 

community. First, Section 215 of the USA Patriot Act which included a mandate for the NSA to collect 

data of phone records of US citizens in-bulk. This Section was altered by the adoption of the USA 

Freedom Act. Second, Section 702 of the FISA Amendments Act which includes the collection of 

content of Internet communications. The programs of the intelligence community under this Section 

can still be executed; the USA Freedom Act did not tighten the rules on these surveillance programs. 

The finding of this study is that privacy-privacy trade-offs occurred, mainly because of 

expanded interpretations and implementation of unchanged legislation (Section 702 of the FISA 

Amendments Act), after, from the perspective of the intelligence community, restrictive changes that 

have been made on other legislation (Section 215 of the USA Patriot Act). In this way, privacy 

guarantees that have been made in the USA Freedom Act contradict its goal, which is to safeguard the 

privacy and civil liberties of US citizens. 
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This research contains five parts. After the introduction, a historical and theoretical 

background of the development of the intelligence community is given to provide insight into the 

functioning of this community. Thereafter, the concept of privacy is introduced, as well as the 

academic debate on the privacy-security antinomy. From the literature it follows that privacy and 

security do not have a zero-sum trade-off. Consequently, privacy should be better guaranteed within 

the work of the intelligence community. Therefore, the concepts of privacy and privacy-privacy trade-

offs are central in the next section, where they are discussed in-depth and operationalized so that they 

can serve as the basis for analysis. Then, the methodological approach is discussed. The study makes 

use of an illustrative case study as well as a critical incident case study. In this way, this research is 

descriptive as it describes the context of the case, the US intelligence community, but as well 

explorative as it further explores the relatively new theory of privacy-privacy trade-offs. In the analysis, 

the framework of Pozen (2016) is used to analyse if any of the privacy-privacy trade-offs have occurred 

after the adoption of the USA Freedom Act. In the last section, the conclusion, an answer is given to 

the research question, and the relevance of the findings are addressed.   

 

2. Historical and Theoretical Context 
 

2.1. The Intelligence Community 

Before digging into the academic debates about privacy, it is, as this paper deals with intelligence 

agencies, of utmost importance to discuss this community in further detail. The first section of this 

chapter contains four parts: 1) What is, and what is the purpose of, intelligence? 2) How is the data 

that intelligence agencies use collected and which kind of data is collected? 3) What does the structure 

of the process of intelligence, the intelligence cycle, look like? 4) What is the societal impact of the 

current work of intelligence? 

  First of all, intelligence can be traced way back in history; Machiavelli already travelled around 

to gather information about other monarchies and governments. The purpose of these diplomatic 

missions was to increase the security of Florence (Glendon, 2011). During the 20th century, the 

academic world started to write about intelligence, and the last twenty years this topic has gained 

increased attention from scholars. It is nowadays not just a sub-field of international relations and 

diplomatic history, but functions as a whole new terrain to be discovered and discussed (Dover, 

Goodman, & Hillebrand, 2014). Part of this increased importance of intelligence studies is due to the 

increased complexity of intelligence itself since the end of the Cold War, and more specifically since 

the beginning of the 21st century. As a consequence of the globalized, interconnected, and modernized 

world, uncertainty of individuals and states has grown. The dangers are not only coming from a military 
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(or economic) attack anymore, but include risks of epidemics, climate change, nuclear energy, new 

technologies, and the risk of a change in cyberspace and socials systems (Agrell & Treverton, 2015). 

Moreover, the attack could not only come from a state, but from one of the 7,6 billion individuals on 

the globe (Dover et al., 2014; Worldometers, 2018). Intelligence agencies have adapted to this 

globalized world by using new methods and technologies to collect, analyse and assess information.  

Warner (2007) defined intelligence as follows: “that which states do in secret to support their 

efforts to mitigate, influence, or merely understand other nations (or various enemies) that could harm 

them” (Warner, 2007, p.17). Taking into account the new threats that nation states face today, 

intelligence does not only try to uncover the capabilities of other states, but as well of their own 

citizens (Tucker, 2014). Moreover, intelligence agencies try more and more to expose the intentions, 

next to the capabilities, of their enemies (Tucker, 2014). It is important to know what people do, but 

it is even more important to know what people think as this could say something about the actions of 

an individual in the (near) future. In this way, intelligence services try to avoid national failures and 

disasters by collecting information and analyse and assess this information (Tucker, 2014).  

In the far past, intelligence agencies only focused on producing descriptive intelligence. This 

intelligence dealt with observable data, such as geography, government and economic changes, and 

data about the quantity and quality of armed forces of foreign countries (Kent, 1966). Since the second 

half of the 20st century, intelligence agencies, who were formed, started to gain interest in speculative 

intelligence, which is speculating (and analysing) about the future; examples range from what the 

climate will look like in the future, to what the intentions of other states, and their corresponding 

actions, are in the near future (Kent, 1966). In these analyses, the social science methodology is 

followed to get speculative results about the future, including different scenarios, or an in-depth 

analysis about individuals’ intentions (Tucker, 2014). As Kent (1966) already argued, the quality and 

reliability of the methods are the most important in this speculative intelligence to get the best results. 

However, here lies a problem. Speculation and analyses about the future cannot give any 

guarantee that the probable scenario will be the reality in the future; the social science methodology 

cannot take everything into account and completely predict the future (Kent, 1966). In this way, 

intelligence cannot eliminate the uncertainty that lies in the intentions of individuals, or groups. This 

means that the perception of a zero-risk society is an illusion, and that intelligence fails sometimes. 

There are plenty examples of events that were not anticipated or predicted by intelligence, for 

example 9/11 and the Arab Spring (Tucker, 2014). This means that intelligence faces challenges to 

estimate risks, frame uncertainties, and to produce actionable knowledge demanded by policymakers. 

These events could not be predicted by intelligence agencies, even while the intelligence agencies 

never collected as much information as they collect today (Dover et al, 2014). Therefore, it is 

worthwhile to look at what kind of data the intelligence agencies nowadays collect. 
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In the speculative intelligence era we live in today, intelligence agencies put more weight on 

collecting as much data as possible, which is a lot in today’s digital world, to make sure that the relevant 

information is collected (Solove, 2011; Walsh & Miller, 2016). To that end, speculative intelligence 

focuses more on information and communication technologies (ICT). However, nowadays, the 

intelligence community does not only want to extract content that could be relevant today. It also 

wants to collect information that is not relevant right now but could be so in the future. In this way, 

the intelligence community tries to fully get to know an individual, which could reveal their personal 

traits and characteristics. This means that privacy is violated, while it does not necessarily lead to 

increased security: people are nowadays easier seen as possible suspects without any evidence (Walsh 

& Miller, 2016). 

Privacy is not only violated in the collection step, but as well in other steps in the intelligence 

cycle. The intelligence cycle is “the process by which information is acquired, converted into 

intelligence, and made available to policymakers” (CIA, 1983, p. 17). This intelligence cycle, first used 

by the CIA, represents a loop with, in most cases, five different steps; planning and direction, collection, 

processing and exploitation, analysis and production, and dissemination (Omand, 2014). The first step 

focuses on the goals and priorities of the intelligence agencies, such as which tool is used to collect the 

data, and which technology is used during the process. The next step, collection, is collecting data or 

raw information that may be relevant for the priorities that are stated in the first step. The following 

step processes the collected data into a form so that it can be exploited by analysts. These analysts 

evaluate the data for reliability, validity, relevance, and context, and they execute analyses by using 

social science methodology which eventually leads to the product of an intelligence report. In the last 

step, the dissemination, the intelligence report is shared to those who need it: policymakers most of 

the time. The results of the intelligence report can give new requirements in the planning and direction 

step, which shows that the intelligence process is a cycle. These five steps are not always followed in 

the same direction; sometimes, after step 2 you are going back to step 1, or from step 4 you are going 

back to step 2 (Omand, 2014). 

Although the intelligence cycle works well in theoretical terms, the problem is that much data 

which is collected does not get processed and exploited. The main cause is that a lot of process is done 

by human employees, without technical shortcuts. The intelligence community uses some software 

programs to assist employees, such as data mining and text mining, but until now, no major 

breakthrough has been made of reliable, effective and efficient technology that could fully take over 

the work of people, especially regarding the analysis of collected content of communications 

(Lowenthal, 2016). Metadata collection can be analysed more easily by computer software programs. 

As a result, suspects, and their networks, can be more easily identified from a large pool of information 

(Kadidal, 2016).  
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Next to different modes of intelligence (metadata and content data), there are different ways 

to produce the intelligence data used in the intelligence cycle. This study focuses on Signals Intelligence 

(SIGINT), because this form of intelligence has been mostly contested in the public and academic world 

regarding its increasing scope in the globalized and interconnected world. SIGINT intercepts 

(electronic) signals, including communications between people. Although SIGINT increasingly gained 

much more interest as the possibilities for electronic communication have exponentially grown, it is 

connected to a much older science, cryptography. Basically, SIGINT tries to gather information about 

who is talking to who, about what, on which times, and what the frequency is of these 

communications. Cryptography is a means to keep the message only readable by the sender and the 

intended recipient (Richards, 2014). In the Internet world of today, a lot of opportunities open up for 

the use of SIGINT; the behaviour of individuals can be more easily monitored (via the Internet) as it is 

almost impossible to stay off the grid. In this way, much more data is collected by intelligence agencies 

via SIGINT (Richards, 2014). The intelligence community argues that this increases the security. 

However, Solove (2011) contends that these agencies are only collecting as much as possible for the 

sake of collecting which increases their power as this information can be used to manipulate innocent 

individuals. Moreover, criminals and terrorists try to stay under the radar by using traditional 

communication channels; a bulk collection of SIGINT data would not help in this respect (Solove, 2011).  

While SIGINT has known an exponential grow after the large increasing use of electronic 

communications, it is, for context purposes, relevant to discuss other forms to produce intelligence. 

Human Intelligence (HUMINT) is the oldest way to produce intelligence; Sun Tzu wrote in the fifth 

century BC already about the necessity of spies in warfare in his book The Art of War. Spies were used 

in these times to collect geographical, military and economic data; this foreknowledge is key, in the 

eyes of Tzu, to achieve national objectives (McCreadie, 2008). In the modern era, spies are still used 

to uncover secrets in these domains, however, their work has broadened to, for example, include data 

about (nuclear) energy systems (Richelson, 1995). Moreover, data collected by spies are nowadays 

used to give more context to the data which is collected by other forms of intelligence (Scott, 2014). 

Some other ways to produce intelligence are via Measurement and Signature Intelligence (MASINT) 

and Open Source Intelligence (OSINT). In today’s open and globalized world more information is 

available in the public domain: this information is used for OSINT (Gibson, 2014). MASINT is derived 

from measuring specific things, by the help of sensors and other measurement tools (Aid, 2014). It was 

used a lot during the Cold War by the US and the Soviet-Union to measure nuclear activities and to be 

able to monitor airplanes and missiles of the enemy (Aid, 2014). 

As we live in a risk society, with an increasing amount of different threats, intelligence has 

gained in importance. The concept of a risk society stresses the growing uncertainty surrounding the 

gains of modernizations, and the negative impacts on the environment, as well as the increasing risks 
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of technology and social systems. Science and technology create risk, but at the same time they are 

needed to discover and manage the risk. Handling the national security nowadays thus encompasses 

a broad risk matrix of societal risks that have to be managed (Agrell & Treverton, 2015).  

The surveillance of intelligence agencies to manage these societal risks creates societal 

impacts, such as the violations of human rights. These societal impacts increased the aversion against 

the surveillancization of societies. Surveillance technologies has shown to put young, ethnic minority 

groups into danger of discrimination by police (Murray & Fussey, 2018) which is also known as ethnic 

profiling (Roehlinger, 2016). In the Metropolitan Police Service Gangs Violence Matrix, which is a 

database to identify suspected gang members in London, 40% of the total, of 3.806 who were on the 

list in 2017, had zero risk of causing harm (Amnesty International, 2018). Moreover, 75% of the people 

identified in the matrix have been victims of violence themselves (Amnesty International, 2018). Still, 

people, mostly young black minorities (78%), were on the list just based on an algorithm, which 

includes information as the clothes they wear, what music they listen to or how they greet each other 

(Amnesty International, 2018). Numerous other examples of negative societal impacts of mass 

surveillance exist (see for example: Liang, Das, Kostyuk, & Hussain, 2018). Consequently, freedom of 

speech (CBS News, 2015) and freedom of movement (Wang, 2017) are under threat. Obviously, 

because big data is collected by using surveillance techniques, privacy is violated (Liang et al., 2018). 

 

2.2. Privacy Turn 

The UN Special Rapporteur on Privacy, Joseph Cannataci, already stated that there is not a clear 

definition of privacy. In this way, it is hard to control the right to privacy which is set out in the human 

rights regime. As the Special Rapporteur puts it: “in some cases it may prove to be next to useless if we 

were to have 193 nations signed up to the principle of protecting privacy if we do not have a clear 

understanding of what we have agreed to protect” (OHCHR, 2016, p.9). In the academic world, there 

has not been any consensus on the definition of privacy either. As a consequence, a pluralistic turn has 

led to “an understanding of privacy as an umbrella term that encompasses a variety of related 

meanings” (Richards, 2015, p.9). 

Warren & Brandeis (1890) laid the foundation for the US privacy laws. In their Law Review 

article, The Right to Privacy, they criticized the journalists, especially the photojournalists, in the US 

during this period as they were intruding in the personal spheres of people. Following this, they made 

a plea to recognize a right to privacy in the law to impose liability when these (photo)journalists 

invaded into someone’s private life (Bratman, 2002). The influence of the article by Warren & Brandeis 

(1890) was much bigger than just the tort law their statements are primarily based on; scholars and 

judges are, still today, citing their work as the first work in US legal history regarding to the right to 
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privacy (Bratman, 2002). In the years after their publication, different states in the US adopted a body 

of privacy laws (Bratman, 2002). Although the right to privacy is not explicitly stated in the US 

constitutional law, different laws that could be considered to fall under the protection of the umbrella 

term of privacy are stated in its constitutional law (Solove, 2011). 

Regarding to privacy law, the right to privacy has mostly been interpreted as “the right to be 

left alone” (Espinosa, 2012, p. 969). Nowadays, however, attention has been enlarged to “the right to 

define and construct one’s own identity, not only in isolation but in social relations” (Espinosa, 2012, p. 

969). In this way, two dimensions of privacy can be distinguished: individual privacy and social privacy 

(Espinosa, 2012). Social privacy could be considered as enabling to be the person you want to be in 

social settings without feeling restrictions because of surveillance or other forms of violations of 

privacy. Moreover, shared privacy, a term coined by Combs (1987), could be considered a part of social 

privacy. It means that we should be protected to freely choose with whom we share private 

information, and with whom we share our home. Although social and shared privacy gained increased 

attention by scholars, the most courts and judges primarily look at individual privacy and the right to 

be left alone (Combs, 1987; Espinosa, 2012). This creates room for SIGINT, which primarily violates the 

notion of social privacy. 

Scholars shed different lights on the importance of the fundamentality of the concept of 

privacy. Thomson (1975) does not see any additional value of privacy, as all the things it covers could 

be protected and explained by other human rights, such as bodily security and property rights, while 

McGregor (2016) contends that privacy functions as a necessary enabler and guarantor of other human 

rights which is of key importance in the rapid changing world of technological improvements and big 

data. Additionally, Bloustein (1964) argues that privacy is a necessary condition for reaching human 

dignity. 

Although different perspectives are seen in the academic world regarding to privacy, increased 

interest in this topic can be observed since technological innovations, and especially since the Snowden 

revelations (Richards, 2015). Because of the digital world, and the increased use of cameras and other 

smart technological systems, more and more can be collected by governments, private companies, 

and fellow citizens. Nowadays, (personal) data is everywhere, which means that there is almost no 

place for privacy anymore (Agrell and Treverton 2015). 

One of the reasons that the boundaries of privacy have faded is that privacy has been traded 

for a greater good, such as efficiency, technological innovations and the right of free speech (Cohen, 

2012; Bennett & Raab, 2006). One of the most debated trade-offs is the one between privacy and 

security (e.g. Lowenthal, 2016; Pozen, 2016). Solove (2011) showed that citizens do not want that all 

information about them is open for, and used by, intelligence agencies, or other organizations or 

companies. If this data increases the national security, or it fulfils a public good, people are 
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nevertheless more willing to give up their civil liberties, including privacy. But, is there a trade-off 

between privacy and security? And, to connect this with the intelligence community: would national 

security increase if more information about individuals will be collected by intelligence agencies?   

The answer to these questions is ambiguous. On the one hand, more information would 

increase the chance that it includes important intelligence. On the other hand, the more information 

an agency collects, especially regarding to content data collection, the higher the chance that the 

information does not have any value (Lowenthal, 2016; Solove, 2011). Lowenthal (2016) calls this ‘the 

wheat versus chaff problem’: there is too much data collected to process, and to sift through all the 

data which have to be processed is a tough job which requires training and experience. Even then, 

experts could still make mistakes as unpredictable variables are into play. The risks of an attack cannot 

be decreased by collecting more and more data; on the contrary, it is much harder to find the needle 

if the haystack grows bigger and bigger (Lowenthal, 2016). Lowenthal (2016) and Solove (2011) argue, 

in this respect, for more focus on the analysis and processing of data instead of the collection of data. 

Next to this problem, Fussey (2015) argues that the mass surveillance of intelligence agencies 

on citizens does not make us safer; it is the traditional work of spies that keep us safe. Anti-terrorist 

investigations are mostly (76%) started because of informants and community tip-offs, while NSA’s 

bulk surveillance programs played an insignificant role in 1,8% of the cases in the same period. 

Moreover, Fussey (2015) observed a recurring problem that the information which is already collected 

is not prioritized, analysed, and responded to in the right way. The terrorists that committed the 

attacks in London and Paris were already known by police and intelligence agencies, but the attacks 

could not be prevented as the information was not processed and analysed properly (Fussey, 2015). 

In conclusion, recently, most scholars (e.g. Lowenthal, 2016; Solove, 2011) argue that a zero-

sum game between privacy and security does not exist. It is possible to increase the national security, 

without affecting the privacy, and giving up privacy does not mean that security can be guaranteed 

(Dragu, 2011; Solove, 2011).  

 

3.  Theoretical Concepts and Operationalization  
 

3.1. Privacy 

Since there has been a lot of debate about the definition of privacy, it is imperative to define and 

operationalise the concept to be able to use it in this study. Solove (2008) identified at least six broad 

conceptions of privacy: (1) ‘the right to be let alone’, (2) ‘limited access to the self’ (3) ‘secrecy’ (4) 

‘control over personal information’, (5) ‘the protection of one’s personality, individuality, and dignity’, 
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and (6) ‘control over one’s intimate relationships or aspects of life’. Refraining from a too narrow 

definition, Solove (2006) has also introduced a taxonomy of the privacy concept.  

This study uses the taxonomy of Solove (2006) in its analysis. In bringing together different 

understandings of privacy, Solove (2008) argues that privacy should be operationalized from a bottom-

up approach looking at privacy problems, and why these privacy problems are harmful, instead of a 

top-down one which focusses on conditions of its concept. The framework made by Solove (2006) 

consists of different privacy violations that have achieved social recognition. These privacy problems 

are grouped in four categories: information collection, information processing, information 

dissemination and invasions. Under these four categories, Solove (2006) identifies in total sixteen 

broad “privacy problems that have achieved a significant degree of social recognition” (p. 101-102): 

 

Information Collection 

 Surveillance 

 Interrogation 

Information Processing 

 Aggregation 

 Identification 

 Insecurity 

 Secondary Use 

 Exclusion 

Information Dissemination 

 Breach of Confidentiality 

 Disclosure 

 Exposure 

 Increased Accessibility 

 Blackmail 

 Appropriation 

 Distortion 

Invasions 

 Intrusion 

 Decisional Interference 

 

While Warren & Brandeis (1890) merely focused on reputational harms, which could be 

described as a form of dignitary harm, the list made by Solove (2006) consists of much broader privacy 

problems. It includes other dignitary harms, such as lack of respect, incivility, and the causation of 
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emotional angst. Moreover, the indicators identified above could in essence be a more structural 

problem, or architectural problem as Solove (2004) calls them; this means that certain issues could 

harm privacy of individuals in an indirect way. Solove (2006) identified the two most common 

architectural problems. Firstly, the risk that a harm could occur in the future could be enhanced, as, 

for example, increased activities whereby personal information is involved, multiplies the risk of 

identity fraud (identification). Secondly, a person’s life could be affected by a particular activity which 

changes the institutional power. An example would be when intelligence agencies gain power and 

increase the use of camera’s and other spy eyes (surveillance), the behaviour of people could be altered 

(Solove, 2006). This second structural problem has been described as the chilling effect (e.g. 

Michelman, 2009). 

Though the list made by Solove (2006) is not exhaustive, it provides insight in the different 

dimensions that are important to discuss when working with the concept of privacy. Therefore, this 

research uses the taxonomy of Solove (2006) for the operationalization of the concept. This study 

primarily deals with the privacy problem surveillance which falls under the category of information 

collection, because US intelligence policies discussed in this research primarily deal with the topic of 

surveillance, which also gained the most attention in the public debate about privacy.  

 

3.2. Privacy-Privacy Trade-Offs 

As the Snowden revelations showed to the public that the intelligence agencies, and, in this respect, 

the government, monitored the population on a large scale, this sparked an intense public debate 

about privacy and the work of intelligence agencies (Lyon, 2014). Following this public debate, the 

White House endorsed, backed by the Senate and the House of Representatives, the USA Freedom Act 

to place more oversight and control on the NSA’s monitoring activities to better protect the privacy of 

US citizens (Cohn & Reitman, 2015). 

However, according to Pozen (2016), these privacy measures could result in so-called privacy-

privacy trade-offs: protecting privacy along one axis could result in violating privacy along another axis 

(Pozen, 2016). In this way, privacy measures from governments could result in the opposite direction 

it was aiming for in the first place, namely to protect the privacy of their citizens. 

This research uses the privacy-privacy trade-offs theory to test the reliability of its theoretical 

assumptions in an empirical context. Although the mentioning of privacy-privacy trade-offs is relatively 

new, its foundation could be traced back to ideas that have been discussed before, as scholars (e.g. 

Ross, 2002; Stuntz, 1999) already investigated how certain privacy aspects got increased protection 

from the police, while, as a consequence, other privacy interests lost their value. In this context, it is 

of importance to take into account the taxonomy of privacy discussed before, whereby privacy 
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functions as an umbrella term for different aspects of privacy. Moreover, privacy is not the only 

concept with internal oppositions: health, democracy, liberty, and security are examples of other 

concepts that have been investigated in different forms as these concepts could create clashes with 

itself (Holmes, 2009; Vermeule, 2008, Sunstein, 1996, Goodin, 2010). However, the term privacy-

privacy trade-offs have until now only been mentioned by Henne & Smith (2013) and Pozen (2016).  

Privacy-privacy trade-offs can occur in many different ways and forms. Pozen (2016) identified 

five different privacy-privacy trade-offs which could be the result from governmental policies: 1) 

distributional trade-offs, 2) directional trade-offs, 3) dynamic trade-offs, 4) dimensional trade-offs, and 

5) domain trade-offs.  

Firstly, distributional trade-offs could be considered as the ones whereby, because of a policy 

shift, the victims of privacy violations are shifted. This means that the privacy burden could be moved 

from one particular group of people to another one (Pozen, 2016). As example, if the police use ethnic 

profiling techniques, and they relocate policemen from a white neighbourhood to an area with a 

Muslim majority, these Muslims experience a significant increase of their privacy violations, while the 

people from the white neighbourhood experience the opposite (Strahilevitz, 2013).  

The actor or party that violates the privacy can be a trade-off element as well (Pozen, 2016). 

For example, while you in the past bought a book in a bookstore, whereby the seller could exactly see 

which kind of books you read, this information is now collected by tech giants such as Amazon. The 

party or actor that could violate your privacy is in this way shifted from the bookseller to Amazon. 

These kinds of trade-offs are called directional trade-offs. 

Thirdly, privacy risks could, following a change in policy, change across different time periods. 

This is called a dynamic trade-off (Pozen, 2016). The PreCheck program of the Transportation Security 

Administration (TSA) is an example of this, as people can “leave on their shoes, belts and light 

outerwear and keep their laptops in their bags” (Johanson, 2013, para. 1) which protects someone’s 

privacy. However, in advance, one should give additional personal information to TSA to make use of 

this program (Johanson 2013). 

Moreover, trade-offs can exist between the different dimensions that are present within the 

umbrella concept of privacy. In this way, following the framework of Solove (2006), targeting the 

privacy risk of interrogation could, as a countervailing effect, increase the violation of privacy via 

surveillance. These forms are called dimensional trade-offs (Pozen, 2016). A dimensional trade-off is 

called a domain trade-off when the trade-off risks are present between distinct domains (Pozen, 2016).  

These five forms of privacy-privacy trade-offs are not exhaustive, and they could appear in a 

combination of different forms (Pozen, 2016). Still, these different forms of privacy-privacy trade-offs 

capture the key features of this phenomenon which makes them usable for analyses. The following 

section deals in-depth on how these trade-offs are used for the analysis in this research.  
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4. Researching Privacy in the US Intelligence Community: A Methodology 
 

This research builds on the privacy-privacy trade-offs concept coined by Pozen (2016), and it uses the 

US intelligence community as the case to further investigate this phenomenon – it is thus a single case 

study. Yin (2009) defines this method as a research that discusses contemporary phenomenon within 

its real-life context, and whereby a variety of different sources could be consulted. This study tests the 

phenomenon of privacy-privacy trade-offs in the context of the intensifying debate regarding privacy, 

and especially with respect to the privacy issues within the intelligence community.  

 

4.1. Case Selection 

The case selected for this research is the US intelligence community. As it is the largest and most 

influential intelligence community in the world, it is of utmost interest to discuss the work of these 

agencies in further detail (Lowenthal, 2016). Although the NSA is the leading intelligence agency on 

SIGINT (NSA, n.d.), and therefore most used in this analysis, this study focuses on the US intelligence 

community as a whole.     

Within the US intelligence community, particular focus of this research is given to the USA 

Freedom Act. This was signed in 2015 by former President Obama, and it has been called the biggest 

intelligence reform in the US since the adoption of the Foreign Intelligence Surveillance Act (FISA) in 

1978 (Borggreen & Madhani, 2015; Swire, 2015). It is thus a landmark in the history of intelligence 

studies in the US. Moreover, the USA Freedom Act will expire in 2019 (Kelly, 2015) which means that 

this research could offer insights to policymakers in the evaluation of the current Act, and to improve 

the Act in the future.   

Most changes in the USA Freedom Act has been made regarding to the collection of SIGINT 

data. As discussed in the literature review, SIGINT is the form of intelligence collection which bears the 

most critics from privacy advocates as a lot of (private) data is collected via these means (Solove, 2011). 

This research focuses on two different modes of data (metadata and content data) and on two broad 

forms of SIGINT (telephone communications and Internet communications). These two 

communication structures, and how the collection from intelligence agencies of these communications 

has changed after the USA Freedom Act, are analysed. Two particular Sections of the Act are analysed 

which deal with electronic communications. Firstly, Section 215 of the USA Patriot Act, which concerns 

the bulk collection of metadata of telephone communications, is analysed. This Section has been most 

debated after the Snowden revelations, because it violates privacy of innocent US citizens on a large 

scale (Medine, Brand, Cook, Dempsey, & Wald, 2014a). As a result, the USA Freedom Act did end this 

program (GPO, 2015). Secondly, Section 702 of the FISA Amendments Act is analysed, because the 

programs under this Section, PRISM and upstream collection, and its privacy harms have also been 
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discussed extensively (Medine, Brand, Cook, Dempsey, & Wald, 2014b). However, the USA Freedom 

Act did not act on these privacy concerns (Kadidal, 2016). 

 

4.2. Case Study 

Case study research can be done in many different forms. This study makes use of a combination of 

two; the illustrative case study and the critical incident case study. The former is more descriptive as 

it gives additional information or context to a given (new) concept (Hancock & Algozzine, 2016). As the 

privacy-privacy trade-off can be considered a new concept, the illustrative case study can be used in 

this research to explain the phenomenon to a broader audience.  

To add exploratory research to the descriptive research of the illustrative case study approach, 

the critical incident case study method is applied on this research. This methodology studies variables, 

factors, and/or behaviours that are critical to the outcome, positive or negative, of a specific activity 

or event (Weatherbee, 2010). This method can therefore be used in the context of cause and effect 

relations. Moreover, as the name of the critical incident methodology suggest, it often criticizes a 

universal or generalized assumption. In this research, the assumption that the USA Freedom Act 

guarantees improved privacy protection is criticized, by identifying incidents in the form of privacy-

privacy trade-offs. An incident can, in this context, be explained as a factor which was not been looked 

at before. 

In this light, the two Sections discussed in this research measure the success or failure of the 

Act in providing the protection of privacy it tries to achieve. This means that the causes of the positive 

or negative sides of the Act are discussed in-depth considering privacy-privacy trade-offs.  

 

4.3. Research Design and Sources 

In case studies a variety of different sources can be examined to gain an extensive view of the case 

from multiple perspectives (Yin, 2009). This research makes use of multiple, both primary and 

secondary, sources. In the next chapter, the case, the US intelligence community, is discussed 

extensively.  

Firstly, chapter 5 deals more broadly with the background of the US intelligence community 

until the USA Freedom Act. Mostly secondary resources are consulted in that part. Some information 

is derived from insights of whistleblowers.   

Secondly, the USA Freedom Act itself is discussed. In this way, the factors which makes the 

content of the USA Freedom Act are examined. The differences to the USA Patriot Act are uncovered 

by doing so. The USA Freedom Act itself is used as a primary source in that section. Furthermore, 
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communication from the White House is included. Moreover, reports of review groups from former 

President Obama are used.  

While aforementioned parts primarily make use of the illustrative case study, the critical 

incident study methodology comes into play in the discussion of Section 215 and Section 702.  

All different sources that could add insights or data to the examinations of these programs are 

consulted, ranging from phone companies, Internet providers, whistleblowers, theoretical sources and 

others. Additionally, reports from the intelligence community itself are discussed. The Office of the 

Director of National Intelligence publishes, since 2014, yearly statistics about its use of FISA authorities 

and the way the intelligence community safeguards the privacy of US citizens. Following the USA 

Freedom Act, the Director of National Intelligence (DNI) is, by law, required to do so, including some 

of the statistics that were not stated in their first report(s). The Statistical Transparency Report about 

Calendar Year 2017 (Office of the Director of National Intelligence [ODNI], 2018) is the newest version. 

These reports are used as the basis to analyse the trends on the numbers of targets and queries 

executed by the US intelligence community. 

Following the exploration of the case study, the findings are analysed in connection with the 

taxonomy of privacy by Solove (2006) and the framework of privacy-privacy trade-offs by Pozen (2016) 

in chapter 6; both concepts have already been operationalized. Firstly, the analysis investigates if 

dimensional privacy-privacy trade-offs have occurred between Section 215 and Section 702. In other 

words, if US intelligence policy changes regarding Section 215 have had negative side-effects on the 

work of the intelligence community under Section 702. Secondly, Section 215 and Section 702 are 

separately analyzed to see if their implementation changed after the USA Freedom Act and 

consequently resulted in distributional, directional, or dynamic trade-offs (Pozen, 2016). Domain 

trade-offs are not analysed, because this research deals with telephone and Internet communications. 

These communications fall under the surveillance pillar from the taxonomy of Solove (2006). Hence, 

this research does not deal with Sections that are incommensurate from each other, which is a 

condition which is needed to be able to discuss a possible domain trade-off (Pozen, 2016; Sunstein, 

1993). Lastly, other theoretical insights on the case study, connected with the academic debate on 

privacy-security, are given in chapter 6.  

 

4.4. Limitations of Methodology 

As with every research, limitations are present. First of all, the work of intelligence community is based 

on secrecy, which makes it harder to extract information from their work (Lowenthal, 2016). 

Fortunately, different whistleblowers (e.g. Snowden, Binney) revealed some information about the 

work of intelligence agencies in further detail (Lyon, 2014; Whittaker, 2015).  
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This research deals with one case, the US intelligence community, and the USA Freedom Act 

in particular. However, the study only analyses two specific sections of US intelligence law. In this 

respect, the results from the analysis do not necessarily lead to universally valid assumptions about 

privacy-privacy trade-offs existence in policy changes in the field of intelligence.   

Moreover, this study is an explorative research of the phenomenon of privacy vs privacy trade-

offs. As it is a relatively new theory, the framework is less reliable than theories which have been tested 

in a variety of case studies. Next to that, the trade-off element of dynamic trade-offs is time; as the 

time period which would result in these trade-offs could be longer then the time period of this 

research, this study cannot analyse this particular trade-off to its fullest.  

 

5. The US Intelligence Community: A Case Study 
 

Until now, the focus has been on the intelligence community in general, but it is now time to turn to 

the case of this study, and to discuss the US intelligence community in more detail. The purpose of this 

chapter is to present a complete picture about the work of the US intelligence community, especially 

after the USA Freedom Act, while taking into account the secrecy which still partially exist about the 

scope and operational work of these intelligence agencies.  

 

5.1. Background US Intelligence community 

The Japanese attack on Pearl Harbor in 1941 initiated the formation of the US intelligence community, 

and the first intelligence agencies were established soon after this attack. The attack came as a 

surprise, so the need for intelligence was clear; the US did not want to experience such surprises again 

(Lowenthal, 2016).  

The National Security Act of 1947 laid down the legal basis of the intelligence community which 

created the Central Intelligence Agency (CIA), under the Director of Central Intelligence (DCI). In 1975, 

investigations showed that the CIA had violated its charter by spying on ordinary innocent US citizens, 

even if there was no relevance to the concern of national security (Jaeger, Bertot, & McClure, 2003). 

Before these investigations, the intelligence community was almost sacrosanct; it could never regain 

this status, and it had to learn to operate with less secrecy to maintain public’s belief to keep the 

intelligence community as it is (Lowenthal, 2016). The investigations undermined public’s trust in 

intelligence agencies. As a result of this, the Foreign Intelligence Surveillance Act (FISA) was adopted 

in 1978. The FISA was meant to protect the Fourth Amendment in the US which is the right of citizens 

to be free from unreasonable government searches and seizures (Jaeger, McClure, Bertot, & Snead, 

2004). Since that moment, a surveillance warrant required the approval of a Foreign Intelligence 
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Surveillance Court (FISC). Only information that could relate to a criminal investigation was allowed to 

be intercepted (Jaeger et al. 2003). Between 1979 and 1999, the FISCs rejected none, and it granted 

11.883 FISA warrants. This raises questions if the FISA really functioned as a judicial oversight of 

unreasonable searches and warrants of US citizens during these years (Jaeger et al., 2003). 

 

5.2. The US Intelligence Community After 9/11 

After the terrorist attacks of 11 September 2011, the intelligence community in the US significantly 

changed. These attacks had not been anticipated, just as the Pearl Harbor attack in 1941. This meant 

that the intelligence community had to change to avoid future surprises. The USA Patriot Act of 2001, 

adopted weeks after 9/11, allowed greater leeway for intelligence agencies and enabled them to 

collect as much data as they wanted for national security purposes (Lowenthal, 2016) 

Mainly due to this increased freedom of intelligence agencies the NSA became the largest and 

most technologically sophisticated spy organization in the world (Bamford, 2008). In its constant drive 

for more information, the NSA enlarged its headquarters complex and other offices to store the data. 

Still, even considering that every year data can be stored on smaller flash drives, the NSA experiences 

problems in storing all its data, as it is drowning in it (Bamford 2008). The rents of the enormous data 

storages and the cohesive consumption of energy create a huge cost for the organization (Bamford, 

2008). Moreover, it shows that NSA focuses on the collection of data, while whistleblower William 

Binney already mentioned that the organization had an ineffective collect it all and figure it out later 

mentality in 2001 (Whittaker, 2015). In the documentary A Good American (Moser, 2015), the former 

technical director of the NSA even argues that the organization had enough metadata to be able to 

link the relationship between the hijackers of 9/11 and to prevent it from happening if the NSA had 

adopted the analysing program ThinThread, which was developed by a small team in the NSA, including 

Binney. Instead, the NSA chose to buy and run the Trailblazer program in that time to be able to collect 

more SIGINT, including a lot of content of communications of ordinary citizens. Reason for this is that 

the NSA could earn more money when using Trailblazer. Basically, according to Binney, the NSA traded 

the security of US citizens to gain more money (Whittaker, 2015).  

Moreover, two whistleblowers, Adrienne Kinne and David Murfee Faulk, revealed that NSA 

employers were busy with listening and laughing about intimate conversations of soldiers in Iraq from 

their offices in Fort Gordon, Georgia. If they did seriously listen to suspected relevant content, they 

made decisions without having followed the proper training. For example, an employee followed an 

education in the US in standard Arabic, but he or she could not completely understand the dialect 

spoken in Iraq and had to make life-and-death decisions based on one, out of context, conversation 

which took place in a country they had never been (Bamford, 2008). This could easily lead to making 
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the wrong interpretations and decisions, reinforcing scholarly critique as put forward by Lowenthal 

(2016) amongst others who argued that the intelligence community emphasizes too much on 

collection instead of making analyses more effective and reliable.  

As a consequence of SIGINT, the watch list in the US, which contained twenty names in the 

past, already consisted of 1,2 million people in 2015 (Lyon, 2015). Many of them are innocent citizens 

and do not even know that they are on the list; they are on the list, because they were, for example, 

accidentally (often) at the wrong place at the wrong time, or they have an Arab/Muslim appearance 

and are therefore considered possibly dangerous (Ahmed, 2014; Guterman, 2013; Lyon, 2015). Results 

of being on the list are manifold. They could get a rejection, without any explanation, for loans to start 

a business or when applying for military academics, or they might be denied access to board a plane 

(Bamford, 2008). It could even affect the son or daughter of a person who is on the watch list (Bamford, 

2008). 

In 2006, Bazan & Elsea (2006) of the Congressional Research Service already expressed their 

concern about the NSA and their unprecedent increase in the collection of data. After a secret 

Presidential order in 2002, the NSA have been able to conduct some of its electronic surveillance 

without the need for warrants (Rollins & Liu, 2013). The erosion of civil liberties and privacy did not 

mean that terroristic attacks could be stopped. On the contrary, research has indicated that the SIGINT 

programs, which are too focused on collecting data instead of analysing the data, did not avoid any act 

of terrorism (e.g. Whittaker, 2015; Fussey, 2015) 

Although concerns about the ever-increasing urge for more information from intelligence 

agencies grew among privacy advocates and scholars, this topic only gained attention in the public 

debate after the Snowden revelations of 2013. From June 2013 onwards, Snowden revealed different 

classified documents which showed the secret surveillance work the NSA was doing (Lyon, 2014). The 

first document showed that the FISC had required Verizon, the biggest telecommunication provider in 

the US, to give the metadata of millions phone calls within the US to the Federal Bureau of Investigation 

(FBI) and the NSA (Greenwald, 2013). In this way, it became clear the FISCs are not that critical on 

giving away their warrants, as showed earlier by Jaeger et al. (2003). 

Furthermore, Snowden revealed that the NSA could have direct access to the data of big 

technology companies, such as Facebook, Google and Microsoft (Lyon, 2014). In the PRISM program, 

the NSA worked together with these tech giants to bypass privacy of ordinary citizens in the US 

(Gellman & Poitras, 2013). In this way, they could intercept data from Internet traffic and 

communications. As a response on the public debate about the privacy violations of intelligence 

agencies in the US, the Obama administration adopted in 2015 the USA Freedom Act. 
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5.3. USA Freedom Act 

The ‘Uniting and Strengthening America by Fulfilling Rights and Ensuring Effective Discipline Over 

Monitoring Act of 2015’ is the full name of the so-called USA Freedom Act (GPO, 2015). The aim of the 

Act is described as follows: “to reform the authorities of the Federal Government to require the 

production of certain business records, conduct electronic surveillance, use pen registers and trap and 

trace devices, and use other forms of information gathering for foreign intelligence, counterterrorism, 

and criminal purposes, and for other purposes” (GPO, 2015, p.1). The White House adopted the Act in 

June 2015 to uphold the right to privacy and civil liberties, while making sure to keep the Americans 

safe (The White House, 2015). 

Two commissions have been the basis for the reforms taken in the USA Freedom Act; The 

Privacy and Civil Liberties Oversight Board, established in 2004 but releasing its first report ten years 

later, and President Obama’s Review Group on Intelligence and Communications Technologies 

(Medine et al., 2014; Clarke, Morell, Stone, Sunstein, & Swire, 2014). The latter was formed by 

President Obama two months after the Snowden revelations (Office of the Director of National 

Intelligence [ODNI], 2013), and it consisted of five members with different and complementary 

capabilities (Swire, 2015). Its mission has been to form recommendations to better safeguard privacy, 

civil liberties, and security in the rapidly changing world (Clarke et al., 2014). In a short amount of time, 

they developed 46 concrete recommendations to enhance the protection of these concepts (Clarke et 

al., 2014). The most attention has been given to the chapter which dealt with section 215 of the USA 

Patriot Act. Section 215 authorized the bulk data collection of phone records of US citizens (GPO, 

2001). The Review group criticized the bulk collection: “our review suggests that the information 

contributed to terrorist investigations by the use of Section 215 telephony metadata was not essential 

to preventing attacks and could readily have been obtained in a timely manner using conventional 

Section 215 orders” (Clarke et al., 2014, p.57). This means the bulk collection of these data did not 

improve the national security. In line with this, the Privacy and Civil Liberties Oversight Board (PCLOB), 

an independent agency established in 2012, showed that the bulk collection was duplicating FBI’s own 

information gathering methods. In this way, the bulk collection did not create any additional value to 

the national security of the US (Medine et al., 2014). In the report of the PCLOB to improve the 

intelligence community and their protection of civil liberties and privacy, they therefore state: “The 

government should end its Section 215 bulk telephone records program” (Medine et al., 2014, p.16).   

Following the recommendation from the Review Group and the PCLOB, the USA Freedom Act 

ended the bulk collection of metadata from phone records. While the Review Group already showed 

that the bulk collection did not make the country safer, the PCLOB has three additional arguments 

against the bulk collection (Medine et al., 2014). Firstly, the statute states that collection can only occur 

when it is relevant to an FBI investigation and the phone records that are collected in-bulk, unlimited 
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in scope, cannot be seen as relevant. Secondly, phone companies are obligated, by this program, to 

provide the calling records as they are generated directly to the NSA, which lacks foundation in the 

statute. Lastly, the bulk collection infringes the Electronic Communications Privacy Act (Medine et al, 

2014).  

Next to the breaches of the statute and the uselessness of the information gathered by the 

bulk collection of phone records, it violates the privacy of US citizens. Metadata of one phone call 

would not have enormous impact on person’s individual privacy. However, if the government collects 

and stores all phone records of one person of the last five years, much more can be revealed about an 

individual, including intimate details (Medine et al., 2014). As a consequence, a chilling effect could 

occur as behaviour of an individual can be altered or even restricted (Michelman, 2009). Moreover, 

the government could use this data for different purposes than keeping the nation safe (Solove, 2006). 

Although the end of the bulk collection of the metadata of phone records is seen as the largest 

difference of the USA Freedom Act in comparison to the USA Patriot Act, it is not the only amendment. 

As recommended by the Review Group and the PCLOB, transparency measures have been taken. To 

be specific, greater reporting requirements have been established to increase Congressional oversight. 

As a result, the number of orders to phone companies to share their (meta)data of a particular phone 

number or other specific search term have to be made public every year (GPO, 2015; Ombres, 2015). 

Moreover, some reforms have been taken regarding to the FISC. Following the USA Freedom Act, 

stronger requirements should be met to be able to obtain a FISC order (GPO, 2015; Ombres, 2015). 

However, not all recommendations put forward by the Review Group and the PCLOB have 

been adopted in the USA Freedom Act. Earlier, several proposals had been suggested to make sure 

that at the FISC, a privacy advocate would be present on each order to defend the civil liberties and 

privacy interests of individuals (Fram, 2014). However, this proposal did not end up in the USA 

Freedom Act (GPO, 2015). Moreover, the lone wolf surveillance authority, which tells that the 

intelligence community has a mandate to follow individuals without having a lot evidence against 

them, has been extended (Clarke et al., 2014; The Washington Post, 2015). Furthermore, the roving 

wiretap is still in place. This makes sure that communication of a target can be followed, without losing 

this authority when a target throws away its phone (The Washington Post, 2015). In order words, an 

individual can be selected as target instead of selecting a specific device of the target, such as a phone 

number. Lastly, little has changed in the collection of data in the cyberspace which is still based on 

Section 702 of the FISA Amendments Act of 2008 (e.g. Ombres, 2015; Suarez, 2017). In this way, the 

intelligence community can, in-bulk, intercept international Internet communications (Gorski & 

Toomey, 2016). The extension of Section 702, and its consequences, are discussed later in this chapter. 
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5.4. Telephone Metadata Collection under Section 215 of the USA Patriot Act 

As the bulk collection of Call Detail Records (CDRs) has been explicitly prohibited by the USA Freedom 

Act, the metadata stay, since then, with the phone companies. This means that the data is not stored 

on a central place by the intelligence community anymore, but on decentralised locations by the 

variety of telecom providers present in the US. The NSA needs an order from the FISC, when “there is 

a reasonable, articulable suspicion” (GPO, 2015, Sec. 101. Additional Requirements for Call Detail 

Records, para. C, ii) that the seed is on any way linked to international terrorism. After the allowance 

of the FISC, telecom providers are required to turn over the CDRs, both historical ones as new logs 

popping up, from the particular seed (ODNI, 2018). 

Before the USA Freedom Act, “NSA potentially collect[ed] billions of records per day with full 

knowledge that virtually all of them are irrelevant” (Medine et al., 2014, p. 73). This number has 

significantly lowered, as it decreased to 151 million CDRs in the whole of 2016 (Office of the Director 

of National Intelligence [ODNI], 2017). However, it is important to note that only for 42 targets a FISC 

order has been obtained in 2016 to collect the CDRs, and as such, there is a large amount of CDRs 

collected from these targets (ODNI, 2017; Savage, 2018a). The reasons for this are manifold. First of 

all, FISC orders allow two hops collection of CDRs; this means that all the metadata of every person 

the target has been in contact with is collected as well. Secondly, some calls generate more CDRs, 

because the calls of users on the move could be handled by different cell towers. Thirdly, metadata of 

calls and text messages could be duplicated as a call between a customer of Verizon and a AT&T 

customer generates CDRs at both telecom providers (ODNI, 2017; Savage, 2018a).   

However, the large difference has even increased in 2017 (ODNI, 2018). While less orders have 

been obtained (40 targets), the intelligence community collected more than 534 million CDRs; this is 

thrice to four times as more as in the year before. In the Statistical Transparency Report (ODNI, 2018), 

no explanation has been given to this rise. Coldewey (2018) speculates that it would just be possible 

that the targets in 2017 had much longer contact lists and a wider network than the ones in 2016. 

Another speculation could be that, as a normal FISC order is 180 days valid (NSA Civil Liberties and 

Privacy Office [NCLPO], 2016), orders have been extended more times in 2017. However, this is all 

speculation, as no information was given in the Transparency reports. In response to the questions 

raised, Alex Joel, the Civil Liberties Protection Officer of the ODNI, stated that “NSA has not 

reinterpreted its legal authorities to change the way it collects such data” (Savage, 2018a, para. 3).  

Nevertheless, on 28 of June 2018, the NSA publicly reported that they collected some CDRs 

without any authority to receive it, because of technical irregularities. Officials of the NSA discovered 

the irregularities in the beginning of 2018. It is, until now, unclear what these technical irregularities 

exactly entailed (NSA, 2018). As a consequence, the NSA began, in May 2018, to delete all the metadata 

from millions of phone records which have been acquired since the adoption of the USA Freedom Act 
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in 2015 (Savage, 2018a). Glenn Gerstel, the NSA’s general counsel, said it was infeasible to try to 

identify the mistakes and to delete only the contaminated CDRs.  

It is unclear what caused the technical irregularities and what they exactly include, but it is 

clear that the NSA received information from the phone companies it was not authorized to receive. 

Ron Wyden, Democratic Senator of Oregon and member of the Senate Intelligence Committee, argues 

that phone companies have made mistakes which led to technical irregularities (Savage, 2018a). One 

should understand the increased responsibilities phone companies had to work on after the adoption 

of the USA Freedom Act which resulted in a more complex situation. Under the USA Patriot Act, the 

NSA stored all the data itself, and it did so-called contact chaining when a query was made, to show 

connections between phone numbers to identify the one-hop and two-hop connections of the seed 

number of the query (Kris, 2018). In this way, the NSA bore the responsibility of the exploitation of the 

collected data. However, this changed after the USA Freedom Act, as the responsibility for collecting 

and exploiting data was moved to phone companies. They had to collect and share metadata, and, less 

known but not less important, these companies had to exploit the data to make it ready for analysis 

by NSA. This created the complex situation; as phone companies only have the data of their own 

subscribers, the NSA has to consult multiple phone companies to receive all the two-hop metadata 

(Kris, 2018). This makes the exploitation of the metadata by phone companies both more labour- and 

time intensive. Moreover, these companies did not have the responsibilities of this work before, which 

could mean that the expertise to exploit the data was not present. In this respect, the technical 

irregularities show that the shift of responsibilities of the storage and exploitation of data from the 

NSA to phone companies resulted in problems. This includes privacy harms as much more metadata 

of ordinary US citizens was shared with the NSA than was authorized by the USA Freedom Act. 

Another negative side-effect of the USA Freedom Act, is, while less CDRs are shared with the 

NSA, the intelligence community could, with a FISC order, query more easily metadata from cell 

phones. During the USA Patriot Act, the NSA collected all landline CDRs, but not all CDRs from cell 

phones. Mainly because FISC orders did not allow for the collection of location data, phone companies 

could not share CDRs from cell phones as it would include location data. From 2011 onwards, AT&T 

started to share CDRs with the NSA (1,1 billion CDRs a day), as they stripped of the location data 

(Angwin et al., 2015). However, there has not been any evidence that Verizon, the biggest phone 

company in the US, shared the CDRs of cell phones as they did not want to, or it was too much work 

to, strip off the location data (Angwin et al., 2015). Since the adoption of the USA Freedom Act, phone 

companies are required to share metadata, including CDRs of cell phones, to the NSA when a seed is 

identified and a FISC order is put in place. Location data is still excluded from the CDRs, and is, as such, 

stripped of by the phone companies (GPO, 2015).  
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5.5. Internet Content Collection under Section 702 of the FISA Amendments Act 

While the metadata of phone communications is handled by Section 215, the legal framework 

regarding the collection of the content of the calls are set up by Section 702 of the FISA Amendments 

Act. However, Section 702 is more known of the Internet content data the intelligence community 

collects under this Section (Medine et al., 2014b). Although the exact division between Internet and 

phone data collected is unknown, this section assumes, following Medine et al. (2014b), that the vast 

majority of the data is obtained from Internet communications. Furthermore, all data collected under 

Section 702 is data which includes content and, as such, when this section speaks about data, this is 

data including the content of communications. Section 702 of the FISA Amendments Act has not been 

touched upon by the USA Freedom Act (GPO, 2015). Still, it is interesting to investigate what this means 

for the work of the US intelligence community, and if the scope of the work under Section 702 has 

changed after the USA Freedom Act. 

Under Section 702, foreign persons who are not residing within the borders of the US and have 

been in, or are in, contact with persons who possess foreign intelligence information are targeted 

(Hanssen, 2016). This could be suspected terrorists, but also journalists and human rights researchers 

(Gorski & Toomey, 2016). Moreover, when a foreigner is communicating with an American, the 

intelligence community collects these electronic communications as well. It does not need a warrant 

to do this (Savage, 2018a). 

Two collection forms take place under the program; downstream collection and upstream 

collection. Downstream collection is primarily known under its code name PRISM. Under this program, 

the NSA could collect SIGINT from an US-based electronic communications service provider (Medine 

et al., 2014b). In this way, NSA collected data directly from US-based servers from providers such as: 

Microsoft, Yahoo, Google, Facebook, PalTalk, AOL, Skype, YouTube, and Apple (Fidler, 2015; 

Greenwald & MacAskill, 2013). The NSA only needs to give a selector to, for example, an Internet 

service provider, and the intelligence agency gets the content of all the Internet communications that 

the selector participates in (Medine et al., 2014b). A selector can be an email address, but cannot be 

the names of the targets, and it cannot contain key words, such as terroristic attack. Copies of data 

collected may be shared with the CIA and/or FBI (Medine et al., 2014b). 

Upstream collection works in a different way. While the use of selectors to target particular 

email addresses works the same as with the PRISM program, the way the SIGINT is collected differs. 

Collection occurs with the help of the providers that control the transit of the telecommunications 

(Medine et al., 2014b). In other words, the NSA can via this way collect SIGINT directly from fiber 

cables. All the telephone communications which are from or to the selector could be acquired (Medine 

et al., 2014b). This is the same as in the PRISM program. However, the NSA could obtain even more 

SIGINT. It can, next to acquire Internet communications from or to the selector, also Internet 
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communications about the specified selector. This means that if the selector, an email address, is 

written in the content of a mail, even if the selector is not part of the mail conversation, the mail can 

be collected by the NSA. Moreover, Internet communications about the selector could involve Internet 

activity (e.g. website browsing) of the person who is targeted (Medine et al., 2014b). In this way, about 

communications reveals much more data about a specific target. 

All this information can be searched through by the NSA without a warrant (Gorksi & Toomey, 

2016). Moreover, even Internet communication between two US-based persons could be obtained if 

the SIGINT flows (intentionally or not) through a foreign server (Medine et al., 2014b). While the PCLOB 

showed that NSA acquired around 26,5 million Internet communications in 2011 alone as a result of 

the Upstream collection (Medine et al., 2014b), Gorski & Toomey (2016) contend that the only way to 

collect the information the NSA seeks to receive, is to make a copy of almost all Internet 

communications. This would entail trillions of Internet communications (Gorski & Toomey, 2016). 

It is unclear how many electronic communications the NSA actually collects nowadays, 

however, the intelligence community reveals the numbers of their targets and searches they execute 

during the year in their Statistical Transparency Reports. Combining the downstream (PRISM) and 

upstream collection, the NSA selected 129.080 targets, non-US persons, in 2017 to obtain their 

electronic communications via Section 702 (ODNI, 2018). This is a large increase from the years before. 

From 2013 onwards, a rise is seen in the numbers of the targets under Section 702. In 2015, 5,9% more 

targets have been aimed at in comparison with 2013. After the USA Freedom Act, this grew further 

accelerated; the numbers of 2017 are an enormous increase of 36,8% compared to the figures of 2015 

(ODNI, 2018).   

The same development holds true for the number of search terms which concerned a known 

US person. While this number was 4.672 in 2015, the figure rose to 7.512 in 2017; an increase of 60,8% 

(ODNI, 2018). This means that of these 7.512 US-persons, all electronic communications have been 

possibly searched through by the US intelligence community (ODNI, 2018).     

Although privacy and civil liberties advocates pushed for more warrant requirements under 

Section 702, the USA Freedom Act did not change its legal framework. In 2018, Congress further 

extended Section 702 until 2023 without any amendments (Savage, 2018b).  
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6. Privacy-Privacy Trade-Offs after the USA Freedom Act: An Analysis 
 

In the previous chapter, the Intelligence community in the US has been thoroughly discussed, 

especially the reforms in the USA Freedom Act and Sections 215 of the USA Patriot Act and 702 of the 

FISA Amendments Act. The mentioned practices, implementations, and figures showed different 

(negative) side-effects of the adoption of the USA Freedom Act. Some of them have caused a privacy-

privacy trade-off. This chapter delivers analytical insights on the amendments made in the USA 

Freedom Act and what privacy-privacy trade-offs have occurred so far. The analysis shows that three 

of all the privacy-privacy trade-offs forms laid out by Pozen (2016) are present, namely: dimensional, 

directional and distributional ones. 

 

6.1. Dimensional Privacy-Privacy Trade-Offs 

Firstly, the analysis shows, considering the taxonomy of privacy made by Solove (2006), that the 

privacy measures taken in the USA Freedom Act have created dimensional privacy-privacy trade-offs. 

Privacy interests are the traded-off element in these privacy-privacy trade-offs (Pozen, 2016). There 

did not occur a privacy-privacy trade-off between dimensions, but within the dimension of surveillance, 

which is part of the category of information collection in the operationalization of privacy by Solove 

(2006, 2008).  

Collection of Internet communications and telephone communications can both be grouped 

under the dimension of surveillance, as surveillance can be explained as the use of spy eyes by the 

intelligence community to gain information about actions and intentions of individuals (Solove, 2006). 

These spy eyes could be used to monitor electronical communications, such as CDRs and Internet 

communications.  

While the USA Freedom Act resulted in a marginal gain of privacy regarding the collection of 

telephone communications under Section 215, a marginal loss of privacy occurred in the collection of 

Internet communications under Section 702. Following the USA Freedom Act, much less CDRs are 

stored by the NSA. However, much more targets have been determined under Section 702 to collect 

data of mainly Internet communications. Above all, this holds true for US citizens as an increase of 

more of 60% is seen of the searches on US persons under Section 702 between 2015 and 2017. This 

could indicate that the US intelligence community has innovatively looked for a new approach to be 

able to receive data, and analyse this information, about US citizens.  

Furthermore, another privacy interest has been traded-off by the new approach of the US 

intelligence community, namely: from metadata to content data. As shown, the end of bulk collection 

of phone communications resulted in collecting more Internet data of individuals. While the bulk 

collection under Section 215 consisted of metadata, the collection under Section 702 deals with 
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content data. Although scholars (e.g. Kadidal, 2016; Lowenthal, 2016) have argued that analysing 

metadata is much easier, and, as such, more effective than content data to identify possible suspects 

and their networks, the US intelligence community has focused more on content data after the USA 

Freedom Act. 

Consequently, two dimensional trade-offs occurred after the adoption of the USA Freedom 

Act (Table 6.1.), because of an expanded implementation of Section 702 by the US intelligence 

agencies. In other words, the USA Freedom Act sparked incentives to the intelligence community to 

think about other possible ways to increase their collection. Solove (2011) already argued that the 

intelligence community tries to collect as much data as possible, and, as large facilitates already have 

been built by NSA to store data, searching for other ways to still collect data was an obvious road to 

take from their perspective. Expanding their data collection program under Section 702 has been one 

of these effects.   

 

Trade-off Type Traded-Off Element From To 

Dimensional Privacy Interests Phone communications Internet communications 

Dimensional Privacy Interests Metadata Content data 

Directional Privacy Violators Intelligence agencies Phone companies 

Distributional Privacy Victims Non-US persons US-persons 

Table 6.1. Privacy-privacy trade-offs which occurred after the USA Freedom Act. 

 

As table 6.1. shows, two other privacy-privacy trade-offs have occurred after the adoption of 

the USA Freedom Act. These trade-offs will be discussed separately. Firstly, Section 215 will be 

discussed which shows the directional trade-off as a result of the end of the bulk collection of phone 

records. Secondly, attention will be given to the expanding nature of the interpretation of the 

intelligence community regarding Section 702 which resulted in a distributional trade-off. 

 

6.2. Privacy-Privacy Trade-Offs: End of Bulk collection of CDRs under Section 215 

As a consequence of the USA Freedom Act and its changes to Section 215, the US intelligence 

community could not, in-bulk, collect CDRs anymore. Since 2015, the responsibility has shifted from 

the intelligence community to telephone companies. This means metadata of CDRs is not stored on 

one central place anymore, but on decentralised locations by phone companies. Moreover, phone 

companies have been taxed with the task to exploit the data to make it ready for analysis by the 

intelligence agencies. As exploitation is much harder for phone companies as it does only collect the 

metadata from their own subscribers, a complex situation emerged. This complex situation could have 
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led to the technical irregularities which are discussed in the previous chapter. This error has showed 

two things. First, exploitation of data has been much more complex under the USA Freedom Act. 

Second, the expertise to exploit the metadata in the correct way has not been present among the 

phone companies. 

As, regarding to the collection, storage and exploitation of CDRs, the responsibility has shifted 

from the NSA to the phone companies, and privacy harms have been the result, a directional privacy-

privacy trade-off occurred. Pozen (2016) identified directional trade-offs as the privacy harms that 

occur when the actor who violates privacy shifts. These privacy harms caused by phone companies are 

seen in the example of the technical irregularities. However, this example only points to a much 

broader problem. The safety expertise to protect the data and to exploit the data of the CDRs has not 

been present among the phone companies on a scale it was when this was dealt with by the NSA. 

Moreover, an enormous increase is seen in 2017 compared to 2016 on the CDRs which are handed 

over to the NSA, while the technical irregularities have already been present since 2015; this could 

show that the US intelligence community has found innovative ways to bypass the restrictions made 

in the USA Freedom Act. In this way, the traded-off element of privacy violators resulted in privacy 

harms, while it was done to do the opposite; to better safeguard privacy of US citizens. 

Distributional trade-offs happen, according to Pozen (2016), when some individuals or groups 

lose more privacy, while other experience a marginal gain of their privacy. The victims of the CDRs 

collected by the NSA are people who are suspected of having links with international terrorism, or 

people who are in contact with these suspects. In this way, there have been less victims of privacy 

harms than in the years before the USA Freedom Act. However, the technical irregularities showed 

that CDRs of people who did not fall in the category mentioned above have been obtained by the NSA 

since 2015. In this way, between 2015-2018, the US intelligence community could use these CDRs, 

which could belong to ordinary and innocent citizens, for their analyses. As it is unclear which CDRs 

exactly have been unprecedented collected by the NSA, it is unknown if a distributional trade-off 

occurred after the USA Freedom Act under Section 215.       

The same conclusion is stated concerning dynamic trade-offs. Pozen (2016) identified these 

trade-offs as the ones that change privacy risks across time periods. A theoretical example would be 

that the USA Freedom Act, with its privacy measures, produces a too complex system, which is more 

labour intensive, increases costs, and makes more room for mistakes or technical irregularities, which 

would eventually result in making new policies. When these new policies set up a system which is 

worse, in respect to privacy, than before, a dynamic trade-off can be identified. As there have not been 

any amendments of the USA Freedom Act until now, it is yet unclear if a dynamic trade-off will emerge.        
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6.3. Privacy-Privacy Trade-Offs; Expanded Interpretations and Implementations under Section 702 

The USA Freedom Act did not change the operational work of the intelligence agencies under Section 

702, however, in the response of the end of bulk collection of CDRs, the intelligence community 

expanded its interpretation and implementation of Section 702. Following the Statistical Transparency 

Report of 2017 (NSA, 2018), more targets have been determined in the last years. However, the 

amount of Internet data and communications collected by the US intelligence community is unclear. 

This is still shrouded in secrecy, or just unknown. Moreover, it is hazy to differentiate the scope of the 

two programs operated under Section 702: the PRISM program and the upstream collection. 

Following the end of bulk collection of phone records, the US intelligence community 

expanded its scope under Section 702 which resulted in a distributional trade-off: it used more 

information from US citizens, collected under Section 702, in their analysis than before the USA 

Freedom Act. Although original goals under Section 702 of the FISA Amendments Act focus on non-US 

targets, search terms of US persons have significantly increased (by more than 60%) in 2017 compared 

to 2015 (ODNI, 2018). This shows that the intelligence community tries to gather more information 

about US persons than it did in the past. Given the context of the prohibition of bulk collection of CDRs, 

the US intelligence community have shifted their attention to Internet communications via this Section 

to obtain the information of their own citizens that it is looking for.  

As the actor that violates the privacy did not change (intelligence agencies), there has not been 

any inducement to argue that a directional trade-off occurred in Section 702. As mentioned earlier, 

dynamic trade-offs are hard to discuss as these trade-offs could occur in the future. However, to this 

moment, no evidence has been there either that could point to such a trade-off. Moreover, as Section 

702 has not been revised the last years, the probability of a dynamic trade-off is less present compared 

to the revised Section 215. 

 

6.4. Privacy Measures in the USA Freedom Act 

Although aforementioned privacy-privacy trade-offs showed (unintended) negative side-effects of the 

USA Freedom Act, some privacy measures taken in the Act resulted in better safeguarding the privacy 

interests of US citizens. Firstly, transparency measures have been taken, such as the requirement for 

the intelligence community to present different statistics in their yearly Transparency Reports (GPO, 

2015; ODNI, 2018). Secondly, more oversight has been put in place to obtain a FISC order (GPO, 2015; 

Ombres, 2015).   

However, these measures do not directly contribute to protecting privacy of US citizens, e.g. it 

does not safeguard “the right to be left alone” (Espinosa, 2012, p. 969) as privacy has been interpreted 

by privacy law standards. Still, it makes the policies of the US intelligence community better 
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discussable. In this way, these measures could, to some extent, prevent intelligence agencies in just 

collecting whatever they can. 

Moreover, the case study showed that light has been shed on the collection phase of 

intelligence with the end of bulk collection under Section 215 as paramount example. However, less 

attention has been given to the processing and analysing phase of the intelligence cycle. Following the 

taxonomy of Solove (2006), privacy harms occur during these phases as well, seen in the forms of 

queries and secondary use of data (Solove, 2011). This part has been missing in the USA Freedom Act. 

Lastly, many privacy harms have not be touched upon by the USA Freedom Act, including the 

lone wolf surveillance authority, and the roving wiretap mandate. Furthermore, the proposal to have 

a privacy advocate at the FISC on every order did not end up in the Act. 

 

6.5. Privacy-Security Antinomy? 

Following the technical irregularities observed by NSA employees, they decided to delete all the CDRs 

collected since 2015. This shows that the deletion of these records did not increase risks of the national 

security, as avoiding national failures should be the main task of these intelligence agencies (Gazis, 

2018; Tucker, 2014).  

In this way, this example fits within the argument of different scholars (e.g. Solove, 2011; 

Dragu, 2011) that there is not such a thing as a zero-sum game between the concepts of privacy and 

security. It is therefore useless for the intelligence community to just collect whatever they are able to 

collect from a national security perspective (Solove, 2011). There are better ways to increase the 

security, while preserving the privacy and civil liberties of citizens. Firstly, the intelligence community 

could make more use of HUMINT, spies and informants, instead of the surveillance via SIGINT (Fussey, 

2015). A good practice is seen in the work by Mubin Shaikh, an informant, and former extremist, who 

foiled the terrorism plot of the ‘Toronto 18’ (Speckhard & Shaik, 2014). Secondly, intelligence agencies 

could put more emphasize on the analysis step of the intelligence cycle, as in many instances finishing 

the puzzle is more crucial compared to finding new puzzle pieces (Fussey, 2015; Lowenthal, 2016). As 

shown earlier, the puzzle pieces of the terroristic attacks on the US (9/11), Paris and London were 

already in possession of the intelligence community, however, the puzzle could not be finished before 

the attacks happened (Fussey, 2015; Moser, 2015). In conclusion, the response of the NSA to the 

technical irregularities adds evidence to the notion of Solove (2011) and others that privacy harms do 

not necessarily lead to additional security. 
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7. Conclusions and Discussion 
 

This research dealt with privacy-privacy trade-offs after the adoption of the USA Freedom Act. 

Dimensional, directional and distributional privacy-privacy trade-offs have occurred after the adoption 

and implementation of this Act in 2015. The study shows that the unchanged US intelligence policy of 

Section 702 from the FISA Amendments Act have been implemented and interpreted in a broader 

manner after the changes in the USA Freedom Act on Section 215 of the USA Patriot Act. Consequently, 

the intelligence community switched its focus under Section 702 from the collection of phone 

communications to Internet communications, and from collecting metadata to content data 

(dimensional trade-offs). Furthermore, the victims of privacy have, under Section 702, changed 

considerably. Although privacy violations are still made to non-US persons to receive foreign 

intelligence information, the information queried from US-persons has grown exponentially and is 

used for multiple analyses (distributional trade-off). Next to the privacy-privacy trade-offs under 

Section 702, a directional trade-off occurred under Section 215. The actor that violates privacy under 

Section 215 has changed: the intelligence agencies were storing all the data, but this responsibly now 

lies by phone companies. Consequently, exploitation of metadata has been more labour- and time 

intensive. Moreover, expertise about exploitation of metadata has not been present at phone 

companies, which possibly have led to the disclosure of the technical irregularities and the cohesive 

privacy harms that occurred.   

The study has shown that policies made under the Obama administration to safeguard privacy, 

through the adoption of the USA Freedom Act, led to changed interpretations of other legislations 

which actually created violations to privacy. Hence, the possibility of privacy-privacy trade-offs after a 

change in policies, which this study exposes with respect to its presence after the USA Freedom Act, 

has not been considered in the decision making. This observation points to multiple lessons for the 

future. Firstly, it shows that all stakeholders present in the process of decision-making should take into 

account these, often forgotten, (indirect) side-effects of policy-making. Secondly, it uncovers the 

importance to focus on integrated policymaking strategies instead of ‘separate’, or ad-hoc, 

policymaking. These lessons should be incorporated in the decision making of the extension of the 

current USA Freedom Act, which will take place at the end of 2019. 

From an academic perspective, as the concept of privacy has still not been well understood, 

more and new theoretical studies on its components are very welcome, including research on the 

concept of social privacy which is more relevant than ever before considering the globalisation of 

communications. Then, new categories of privacy violations could be exposed in the future. This can 

lead to a better understanding of the privacy-security antinomy. Nationals risks will be present in the 

future, as a zero-risk society is an illusion. However, the intelligence community should protect the 
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nation and adapt to societal impacts such as new technologies, without having too many impacts on 

the society itself (e.g. by using surveillance techniques initiating a chilling effect). To prevent the latter 

from happening, it is of paramount importance to better understand privacy, and the phenomenon of 

privacy-privacy trade-offs.     

As the theory of privacy-privacy trade-offs is relatively new, it is of utmost importance to test 

and validate the framework in a variety of studies. Future research could further analyse the trend of 

the numbers given in the transparency reports of the intelligence community. However, the theory 

can be useful in other fields than intelligence as well. Moreover, new theoretical research on privacy-

privacy trade-offs could present new trade-off elements that should be taken into account; the five 

privacy-privacy trade-offs laid out by Pozen (2016) do not necessarily give a complete picture of the 

phenomenon.  

All in all, this study provides new insights to policymakers, scholars, security officials, privacy 

advocates, and citizens on the broad range of privacy topics and issues, and primarily on privacy 

problems in the intelligence community. Privacy should stay on the agendas of the international 

community, because it is an important guarantor of other human rights. The process of policymaking 

should incorporate many views and interpretations to be aware of the privacy with all its facets. Then, 

policymakers can prevent privacy-privacy trade-offs from happening and they can actually realize to 

better safeguard the privacy and civil liberties of the people.  
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