Universiteit
Leiden

Humanities

Just Warfare 2.0:

A Just War Theory analysis of state-sponsored cyber-attacks

Paz Maria Gonzalez-Cutre Jacobe
S2077264
Master Thesis MA International Relations

Specialization: Global Order in Historical Perspective

Thesis Supervisor: Dr. John-Harmen Valk

Word count: 14.965 words



Table of Contents

INtroduction: Warfare 2.0 ........cooiiiieieeeere ettt sttt e b e ne e 3
Chapter 1: The Just War Tradition .........eeeeiiii i e e e e e e e e e 9
Chapter 2: STUXNET .oeiiiieee ettt e e e st e e e st e e e s ssae e e e esbbeeeesnaseaeesssseeesanns 21
Chapter 3: BlackEnergy and Industroyer-Clashoverride........ccccccoeoeeecciiiieeee e, 33
CONCIUSTON .ttt ettt e ettt e st e e st e e e sab e e e e st e e e eabeeeeabeeeeabeessaseesnnneesanneeeas 42
23] o1 Lo == o V2R PSP 45



Introduction: Warfare 2.0

Due to the increase in frequency and severity of damages to national integrity and security, cyber-
attacks have become a central topic to every state’s agenda during the past decade. Over 670 million
brand-new variations of malware were created only in 2017, an 87.7% increment over 2016 (Symantec
2018, 57); in 2017, successful breaches per business have increased from 102 cyber-attacks to 130 per
year (Ponemon Institute LLC 2017, 4); 6.4 billion fake emails are sent worldwide every day (Van Kessel
2018, 5) and 1 in 13 URLs analyzed by Symantec were found to be malicious (Symantec 2018, 64). As a
consequence, states have been developing cybersecurity strategies to ameliorate national security and
improve the resilience of critical infrastructure and maintenance of public services. For the Fiscal Year
2019, the United States of America alone destined $15 billion to cybersecurity associated activities (The
White House 2019, 273) while the European Union will invest €2 billion, for the term 2021-2027, on cyber
security developments in order to boost the industry and improve the current infrastructure (European
Commission 2018).

Cyberspace, usually defined as a simulated reality that associates and links computers and digital
networks all around the world, has become the new battlefield for conflicts and hostile behaviors between
nations and terrorist attacks (Burton 2015 and NATO 2019), meaning that there has been an exodus of
conflict into cyberspace. Cyberwarfare can be described as a series of computerized actions conducted in
the context of an armed conflict that entangles warlike activities that intend to target computers and
technological gadgets and to control systems and networks in the virtual world. Cyber-attacks can be
defined as “an attack, via cyberspace, targeting an enterprise’s use of cyberspace for the purpose of
disrupting, disabling, destroying, or maliciously controlling a computing environment/infrastructure; or
destroying the integrity of the data or stealing controlled information” (CNSS 2010, 22).

The 2005 US National Defense Strategy states that cyberspace is the new arena for military action

while the Pentagon has formally accepted that cyberspace is a new battling domain, just as crucial and



strategic as military activities performed on the land, sea, air and space (Lynn 2010). The Shanghai
Cooperation Organization defines cyber war as “a confrontation between two or more states in the
information space aimed at... undermining political, economic and social systems [or] mass psychologic
[sic] brainwashing to destabilize society and state” (Gjelten 2010, 36).

Several cyber-attacks have been perpetrated by different states and organizations, aiming to
affect diverse governmental entities and institutions, such as Estonia vs Russia (Traynor 2007), Israel vs
Syria (Ward 2007), Georgia vs Russia (Markoff 2008), the Stuxnet worm in Iran’s nuclear program
(Beaumont 2010) and Flame or sKyWIper Malware in the Middle East (Lee 2012). This is due to the fact
that, generally, when there is an international armed conflict between two states, cyber-attacks will be
present (Osawa 2017, 115). State-sponsored cyber-activity will seek to disorganize the correct functioning
of critical infrastructure, get sensitive and classified information, interfere with military systems and
convulse the democratic principles with fake information and propaganda (Osawa 2017, 115).

Cyber-attacks are not too distant from other types of attacks and can be considered as an
additional means of traditional war. The intention of cyber-attacks is to provoke a certain amount of harm
so that the enemy has no other choice but to follow the wishes of the attacker. Throughout history, the
methods of war have been evolving, becoming more advanced and technological, but the aims of war
have always been political and looking to subdue or overpower the opponent. War’s nature relies on state
actors inflicting damage, destruction, injury and death for political purposes. Cyber-attacks do not change
the nature of war, but provide a different means to pursue that war since they can be used to provoke
and cause the same damage and harm that traditional methods do. It provides new tools that replace
existing tools in order to generate the same consequences (Ricks 2014).

War is a different way of doing politics, of pursuing and achieving certain wishes and objectives.
It also has an unchangeable nature and the only variation that could arise in it would be the methods of

warfare, the manner in which wars are fought (Singer & Brooking 2018). Carl von Clausewitz defines war



as “an act of force to compel our enemy to do our will” (Clausewitz 1976, 75) and states that “war is the
continuation of politik by other means” (Clausewitz, 2007, 252). Following Clausewitz’ definition of war,
cyberwar can be thus defined as the act of force intended to damage the enemy’s operating systems with
the final objective of compelling them to do the will of the attacker (Schmitt 1999, 7). Wars always go
after political goals (Clausewitz 2007: 28,252), have a consistent relation between tactical and political
objectives (Clausewitz 2007: 74-75) and imply the use of physical fighting and destruction (Clausewitz
2007: 41, 73). Every age has its own type of war, with specific conditions and preconceptions due to
distinct characteristics of players and methods, but without representing major alterations in the nature
of war (Schuurman 2010, 97). The methods utilized in war may change over time, but the nature of war
itself will not. Cyberwar is a practice of war due to the fact that cyber-attacks act as a complement to
traditional armament because they can look like kinetic violence or regular military action (Durante 2015,
369-70), and it implies the “use of cyber techniques to cause damage, destruction or casualties for political
effect by states or political groups” (Lewis 2011, 23).

Just War Theory (JWT) is a limitation to the resort to war as it states which causes justify a war,
the methods through which a war can be fought and the objectives that should be kept in mind when
fighting a war (Rengger 2002, 354-356). The main objective of the tradition is to prevent wars and to
promote peace since it offers a guideline of principles that should be followed to justify a decision of
declaring war. JWT aims to limit the use of force by states, to restore peace and to pursue justice (Rengger
2013, 65).

JWT focuses on military ethics and its purpose is to prescribe a moral code of principles that will
regulate the ethical reasons of war and what is permissible throughout its length of action, while offering
moral principles as tools for governments to respond accurately to the situations presented in the
contemporary digital battleground. However, this tradition should not be understood as a simple set of

rules that stipulate what it is allowed in war, but as a political theory that expands our engagement with



rights and duties in the violent sphere of world politics (Lang, O’Driscoll and Williams 2013). This means
that JWT is a framework based on human dignity and that it should be used to enrich debates and augment
deliberation on the just causes and the behaviour of war, with the assumption that “the burden of proof
lies with those who want to wage war and who claim that their war is just” (Crawford 2003. 7). Due to the
fact that nations are completely dependent on technological systems and networks for their military,
social, political and business operations, the manipulation or corruption of these networks would imply a
threat to national security. In this sense, the Just War tradition could offer a robust framework in guiding
cyber operations and their ethical implications, in order to establish a determined set of values that could
educate leaders, states and policy makers on how to act in the case of a virtual conflict.

JWT has in itself different ethical theories that provide several ways of interpreting its principles
and application to reality (Bellamy 2006, 229). For the purpose of this thesis, a Classical conception of the
tradition will be followed on the basis that the modern reworking of the just war and its concept of
‘legitimate force’ is considered to be more permissive than it should be, acting as a driver or a facilitator
on the use of force by states (Rengger 2013). The Just War tradition was developed during the Middle
Ages with the aim of limiting the resort to war and that, in the case that it is absolutely necessary to
declare war, it should have as main objectives the pursuit of peace, the restoration of justice and the
punishment of a wrongdoing. Modern Just War theorists understand this theory as a way to validate or
invalidate wars, focusing on the legitimacy of force instead of evaluating the concept of use of force itself
and its implications. They build their arguments by associating the punishment of wrongdoing with the
promotion of justice that eventually leads to a more permissive attitude on the use of force (Rengger
2013). This means that Modern theorists do not seek to limit the resort to war, but instead to validate the
decision of going to war by misinterpreting the different principles and expanding their meaning. These

concepts will be further developed and analyzed in chapter 1.



This thesis will study two cyber-attacks under the light of JWT principles in order to contemplate
and understand the morality of those attacks and to reflect if new principles should be developed in order
to respond to the challenges of the particular nature of cyberspace. The final purpose of this study is to
answer the following question: “To what extent can Classical Just War Theory principles offer a moral
guidance on state-sponsored cyber-attacks?”.

By answering this question, it will become apparent that Classical JWT correctly addresses the
moral queries on cyber-attacks. JWT offers accurate answers to the ethical issues that conventional
warfare presents due to the fact that some cyber-attacks can provoke serious physical destructiveness
that is comparable to conventional attacks (Finlay 2018, 358) and that can amount to constitute a type of
armed conflict and to assist and strengthen the conduction of war in a traditional way (Durante 2015, 369-
70. As a consequence, JWT should be considered the ethical framework that guides cyber-attacks.

To support this claim and through an extensive study of the factual evidence of each case under
the light of JWT principles, this work evaluates two cyber-attacks that were allegedly sponsored by states
and that were aimed to harm or destroy civilian infrastructure: Stuxnet and Black-Energy-Industroyer,
through an extensive study of the factual evidence of each case under the light of JWT principles. This
thesis argues that JWT focuses mainly on the effects and intentions that an attack has, rather than the
means used, and that a nation that suffered an unjust attack will be able to vindicate itself and punish a
wrongdoing if there is an ethical analysis of the situation by following JWT principles (Cook 2010, 416).

The two case studies have been selected due to the fact that they have been the first cyber-attacks
that provoked effects in the real world and that they were, allegedly, sponsored or pursued by nation-
states to attack other nation-states. This specific selection was based on the premise that war is a specific
practice that implies public violence “on behalf of and mandated by the state toward another similarly
constituted entity” (Reitberger 2013, 69). Stuxnet has been described as the most sophisticated piece of

malware ever designed: its refined code moves a step further from preceding attacks of analogous nature



because it provoked damages in the real world to a clearly defined target (Halliday 2010). BlackEnergy-
Industroyer are two cyber-attacks that were aimed at the Ukrainian power grid within the geopolitical
military conflict between Russia and Ukraine. They are relevant because they were the first two successful
cyber-attacks against a power grid and have been the first cyber warfare attack to disturb civilians due to
the fact that they provoked extensive power blackouts for several hours (Cherepanov & Lipovsky 2016
and Khan et al 2016).

This thesis comprises three chapters that will explore the Just War Tradition and its relation to
state-sponsored cyber-attacks. The first chapter will set out the JWT framework by revising current
debates on the tradition, it will establish the fundamental concepts of the tradition and it will argue that
the tradition determines which conditions morally justify war and what actions should be followed during
the course of the war. The second chapter will develop the facts of the Stuxnet case under the light of the
Just War Principles and will consider that Stuxnet was a morally unjust cyber-attack because the attackers
failed to comply with most of the JWT principles. The third chapter will expand on the BlackEnergy and
Industroyer cyber-attacks by analyzing the historical and political context of the Russo-Ukrainian war and
will argue that they were both morally unjust because the attacker had no just cause to attack and as a
consequence, all other principles cannot be complied with due to the lack of just cause. Lastly, a final
conclusion and reasoning will be presented based on the fact that, although there should be a deeper
study on the arising issue of attribution, JWT offers a proper moral guidance to politicians and state
leaders when discussing the morality of cyber-attacks due to the fact that JWT does not study the weapon

chosen to pursue an attack, but the attack itself.



Chapter 1: The Just War Tradition

The Just War tradition is a restraint to the resort to war: what we can rightfully fight for and the
ways in which we can rightfully fight with the aim of restoring justice and peace (Rengger 2002, 354-356).
This means that the tradition states what the conditions are to morally justify the decision to go to war
and what actions can or cannot be followed during the course of the war (Primoratz, 222). It is a theory
that looks to limit destructiveness, restore peace and punish a misconduct (Rengger 2013, 65).

Just war thinking indicates that war can be, on certain occasions, an instrument of justice that can
help put right to an immense injustice or that can restore order where there is lack of (Elshtain 2003, 50).
During war, states should remain honorable at all times and the punishment should start with reason and
not with malice, based on the fact that wars should be waged with the aim of pursuing justice and peace
and not self-gain or revenge (Cicero 1991, 18-38). Furthermore, wars should be defensive and punitive
since offensive and preventive wars are forbidden because no harm would be inflicted before declaring
war. In order to administer a just punishment to wrongdoers, men should refrain from the enjoyment in
the sufferings of others, avoiding returning evil for evil: wars should not be fought out of feeling of
revenge, anger or hurt (Lee 2012, 43). Thus, undergoing enjoyment while punishing or having just
vengeance is an injustice per se (Mattox 2018, 19).

There are certain criteria that should be met in order for a war to be considered just: these criteria
seek to promote justice, restore peace and the fundamental aim to right wrongs as a mean to restore the
status quo ante bellum, but also to punish the wrongdoer (Russell 1975, 19). They also limit the resort to
war because war should always be the last resort and, before declaring it, all other preventive measures
should have been exhausted (Oliphant 2007, 139).

The principles of JWT can be divided into two categories: jus ad bellum, which consider the moral
justifications of going to war by addressing specific conditions that should be fulfilled so that the resort to

war is morally substantiated; and jus in bello, which include the moral permissibility of the conducts that



should be followed while fighting a war by acting accordingly to ethical principles that rule personal or
collective conducts in war (Parry 2015, 176). It is important to follow the totality of principles because
they are the restraint standards that should be considered as the necessary conditions to go to war
(Childress 1986, 269), and they allow an analysis on the real need to the resort to war. Also, in the case
that extreme violence was deemed necessary, they limit both the military conduct and the just
combatant’s behaviour (Cox 2014, 24). In this sense, wars should only be fought if peaceful means are not
available or effective, and the best way to end a war is to achieve a just peace, thus a limitation to the use
of force should be pursued (Lee 2012, 41).

Classical Just War thinking was developed within a group of premises that define a good
government and are articulated as the three objectives of politics: order, justice and peace, which in turn
were considered to be interconnected and dependent on each other. The conditions for a just war that
serves the aforementioned objectives correspond to: “the necessary authority to the end of order, the
requirement of just cause to the end of justice, the requirement of right intention to the end of peace”
(Johnson 2013, 41). Moreover, Classical JWT reinforces the thought that war is an extreme realm,
emphasizes that the principles are a restraint to both the use of force and focusses on both the ideas of
punishment of a wrongdoing and pursuit of peace and justice (Rengger 2013, 65). In this sense, the Just
War principles should not be interpreted as part of a checklist to declare war, but instead as a guidance
to limit the resort to war and to use it as a last resort at all times, looking for alternatives that might offer
a better solution. It is important for military and political leaders to understand and reflect on the moral
fundaments of deciding to wage a war and to distinguish the way wars should be conducted (Rengger
2002, 355).

Modern JWT, on the other hand, appears to be problematic because it does not illustrate the
peace-making imperative that corresponds to the main aims of Just War as Classical JWT does (Kunkel

1983, 506). It also treats the jus ad bellum and jus in bello as two separate and independent categories,
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with a growing pre-eminence of the latter. There is a bigger influence on what the rights of states are,
especially the right to use force in order to defend its interests, while the jus ad bellum principles are
considered superfluous (Rengger 2013, 66). This implies that there is a flourishing priority on the
eradication of wrongdoing through the use of force over the limitation on the resort to war, resulting in a
less restrictive JWT in relation to the causes and the use of force. In this sense, there is a distinction
between the jus ad bellum and the jus in bello principles and the two categories are considered to be
incoherent with one another and should be judged independently (Walzer 2006, 21). As a consequence,
the relationship between justice and war will be different in these two categories since the justice of a
war in one of them does not necessarily imply a connection to the justice of the other (Parsons 2012, 664).
This means that one can wage a just war in an unjust manner, consistent with the jus ad bellum criteria
but in violation of the jus in bello; and one can wage an unjust war in a just way, with a violation of the jus

ad bellum but consistent with the jus in bello principles (Walzer 2006, 21).

The Just War Theory Principles

Two main categories differentiate the Just War principles: jus ad bellum (criteria that determine
the permissibility of engaging in war) and jus in bello (criteria that establishes the conducts to be followed
during the war). Just War principles are restraint standards that reflect on the moral objectives of waging
a war and permit an in-depth analysis of the situations in which the resort to war is considered necessary.
In case that a nation fails to fulfil all the criteria, the war will be unjust.

For the jus ad bellum or the resort for war to be morally justified, the following principles should
be met: just cause; right intention in going to war; public declaration of war by a legitimate authority;
reasonable hope of success to prevail; proportionality and last resort.

Regarding the jus in bello, the discussion focuses on two requirements that should be satisfied in

order for an act to be morally permissible during war: discrimination and proportionality (Parry 2015,
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177). Proportionality implies that the damage inflicted on the enemy is worth it and corresponding and
equitable to the one received, weighing the evils and goods from violence in terms of effectiveness and
value (O’Brien 1982, 21). Discrimination means that there should be a clear differentiation between
combatants and non-combatants.

The selected criteria appear frequently in extensive just war theories. Such list has been
constructed from the works of Johnson (1999, pp. 28-29), Hartle (2004, pp. 96-97), Hurka (2005, pp. 35-

36), Frowe (2011, pp. 52-72), and Orend (2005, sections 2.1 and 2.2).

1- Just cause

A just cause functions as a restriction on the type of ends or aims that might justly be pursued or
achieved through war. Only specific types of ends provide a moral argument for killing other human beings
(McMahan 2005, 4). Classical JWT states that the just cause should be based on three premises: i) the
right to defend one self, ii) the right to recover lost property, and iii) the right to vindicate suffering and
penalize a wrongdoing (Cicero 1991, 11-13). The right of self-defense is limited in the sense that the use
of force is the only way to prevent an attack that has already commenced or that is inevitable. If the attack
is thought to be potential, then other means should be utilized (Grotius in Whewell 1853, 63-65).
According to this line of thinking, a preventive war is not an accepted just cause, since a just cause
necessitates a wrongdoing, and in a preventive war no harm has been received and no actual aggression
occurs, therefore no just cause exists. It is unacceptable that a person should be punished for a crime that
he has yet to commit (Vitoria in Padgen & Lawrance 2001, 316).

Modern Just War theorists consider that preventive wars are just causes to go to war due to the
fact that any person who threatens another individual with imminent damage is liable to be killed. A
universal application of this theory would be extremely lenient to violently resist any attempt to force,

since simply posing a threat of harm or attack would be a sufficient cause to establish liability to counter-
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attack (Barry 2011, 459). If any use of force orimminent threat made by a state is considered an aggression
to the rights of another state, that implies a threat to the security of that state, then a state can be
considered an aggressor only by threatening, regardless of the existence of its intention to launch a first
strike. In this way, just war stopped being a restraint or limitation to the use of force to be a justification
and legitimization of the resort to war: the principle of just cause only applies to the initial resort to armed
conflict, and after the commencement of war, the only important thing is how war is operated. Since just
cause is a mandatory element to engage in war, it should be taken into consideration before and during
war because it specifies the ends through which is it admissible to engage in war and it determines the
conditions for the end of the war (McMahan 2005, 2).

The absence of a just cause has strong negative effects on the severity of the proportionality
principle because, when there is no just cause, all the individuals targeted during the war are innocent,
and the injuries provoked over the innocent weigh more against the objectives of a war than the injuries
provoked on those who are liable for wrongs made to others (McMahan 2005, 15). A just war is one that
seeks the restoration of peace and justice and the punishment of a wrongdoing, thus in the absence of
harm, warfare is not justified. It is morally unjust to punish or cause injury to those who have not caused
any harm (de Vitoria in Pagden & Lawrance 1991, 304).

There is an essential element that should be present in order to study the just cause: the
attribution of the aggression. The identity of the attacker should be known in order to respond in a just
manner, meaning that the act of self-defense should be aimed at the correct aggressor and a
misattribution would signify a wrong prosecution of the incorrect parties for a conduct they did not
commit, while at the same time giving those parties a just cause to respond (Dipert 2010, 401).

Around the just cause rely the rest of the principles, because the just cause conveys the ends for
which waging a war would be justified and, when the just cause has been achieved, then the war should

end because without a present just cause there would be no justification for it (McMahan 2005, 1). Also,
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the right intention and the proportionality principle will be defined in relation to the just cause, therefore

the just cause is essential for the pursuit of a just war.

2- Right intention

The right intention means that war should be waged with the ultimate goal of peace in mind and
should not to seek for revenge or territorial expansion. It has a subjective character and has a predisposal
to satisfy only legitimate objectives. The right intention principle “aims to overcome the possibility that a
state may have a just cause, but still act from a wrong intention” (Koeman 2007, 201). Wrong intentions
have in mind acts or results that do not serve to substantiate a state’s just cause (Burkhardt 2017, 9). Wars
that are waged with impure motives such as “love of violence, revengeful cruelty, fierce and implacable
enmity, wild resistance, and the lust of power, and such like” (Augustine 1887, 301) render the war unjust
because they are clearly not related to restoring justice (Johnson 2001, 29). Therefore, the right intention
should include both the prevention of wrong intentions and the positive objective of securing peace
(Johnson 2005, 8). Without a right intention, “the connection between one’s actions and the reason that
justified it remains contingent, and this allows for the possibility that just cause could be only a pretext or
excuse for bellicose action aimed at some further goal beyond that which one’s justifying reason supports”
(Boyle 1996, 45).

During war, right intentions are related to the search for peace and conciliation, refraining from
causing unnecessary harm, destruction or imposing illogical conditions (U.S. Catholic Bishops 1992, 100).
Therefore, an examination of the motives of going to war is necessary because war should conduce to a
just and lasting peace. In this way, “our actions in war should cohere with our stated aims in going to
war...if a belligerent’s acts in war do not appear to cohere with that belligerent’s stated intentions, then

we have a good reason for assuming the belligerent was advancing false aims for the war” (Cole 189).
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3- Competent authority

Competent authority is the sufficient authority to declare war, which establishes a difference
between the wars that were held looking for the common good and those that were private. This
requirement also states who is able to judge if a war is just, if it has a right cause or if it would have a
proportionate comeback, as well as who is enabled to act based on that evaluation (Fabre 2008, 963). The
sovereign has an obligation, a duty, to wage war against an enemy that is evil and unrighteous (Augustine
in Dyson 1998, 929). The political community’s safety and protection is entrusted to the authority, and
the joint activity of engaging in war and the mobilization of forces can only be achieved by a first agent
who has been appointed for this matter (Reichberg 2012, 352-353). The concept of competent authority
is construed on the logic that “war is a collective enterprise of the highest political community, the polity
(respublica)” (Reichberg 2012, 359), the republic, and only those who are leaders of the community can
wage war in the name of the community.

The authority principle is essential for two main issues: the first one entails the evaluation of the
claim to have aright to commence war, and the second one involves an analysis on what is morally allowed
within war (Finlay, Parry and Wrange 2017, 168). It is the principle that focuses on answering who can
start a war and direct its pursuit (Toner 2010). The resort to war should be made by a state, through the
pertinent procedures that allow the legal authority to raise the armed forces against the enemy (Fotion
2007, 18-20).

However, Modern theory rejects the principle of right authority on the basis that territorial
integrity and political sovereignty are considered the agglomeration of particular and personal goods, so
“there is no communal values as such; they are only precious as an extension of the rights of individuals”
(Braun 2018, 231). As a consequence, the resort to war would be less limited in the sense that any
individual could declare war because they must defend their goods and rights. This idea results

problematic because the requirement of competent authority is utilized to limit the resort to war as
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rationally as possible (Braun 2018, 233), and granting any type of individual the possibility of having the
authority to declare war would mean complete chaos (Coates 2016, 156). In this sense, the competent
authority principle works as a limitation on private uses of armed force and discarding it will most certainly

prompt an increase in violence (Braun 2018, 233).

4- Reasonable hope of success

Reasonable hope of success establishes the need to not use force unless there are reasonable
possibilities of achieving our objectives or win the war. The main argument of this principle is that war has
varied costs and unless there is an opportunity to win the war, the cost of going to war for the sake of it
is too high. Therefore, an analysis of the potential costs and benefits of waging a war should be made in
order to establish if there is high certainty of a probable success (Harbour, 232). This could be done in a
numerical way by evaluating the probable set of costs and benefits that might occur by making a
determinate decision, and then make a comparison with other results from other decisions (Harbour,
232). As a consequence, the reasonable hope of success establishes the amount of force to be employed
and “if none of the just and serious ends...could be realized, or fulfilled through the war, a nation should

reconsider its policy” (Childress 1986, 264).

5- Proportionality

Proportionality has a double function: proportionality in the war itself (jus ad bellum) and
proportionality in the means employed (jus in bello). The proportionality in war means analyzing if the
just cause is sufficient to compensate for the damages that the war would cause, both human and
material. Based on this, a war can be considered unjust when there is a just cause, but the costs of the
war are bigger than the benefits. War should be a proportional answer to the events that establish a just

cause. This is due to the fact that “it is not every cause that is sufficient to justify war, but only those
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causes which are serious and commensurate with the losses that the war would occasion” (Suarez 1944,
816). The main idea of this concept is to ensure that when both sides of the war incur in imminent
damages and destruction that result from the conflict, these are justified due to the gravity and relevance
of the cause (Brown 2003, 175). On the other side, proportionality of the means imposes limits to the
actions that can be undertaken in war and demands a differentiation of combatants and non-combatants
(Carmola 2005, 95-96). The military operations should be proportionate to the aims of the war, and thus
limited, because the force used should not be excessive and the harm imposed should be limited (Lebow
and Stein 1994, 129).

Proportionality implies that the relevant negative consequences attributable to war cannot be out
of balance to the relevant good effects (Hurka 2005, 40). There is an implicit obligation to anticipate that
greater damages do not arise from the war than those that the war would avert (Vitoria in Padgen &
Lawrance 2001, 315), since the main idea is that the damage of war should not be excessive to the damage
the war would avoid. The fundamental cost that needs to be taken into consideration is the human loss
that every attack cause, thus the force can only be used against a legitimate military objective (Fotion
2007, 21).

Modern theorists state that “proportionality plays only a marginal and uncertain role” since there
is no clear way of measuring the benefits and damages in numerical values that the destruction of war
might entail (Walzer 2015, 129). This line of thought provides a more permissive way of waging wars and
distorts the notion of just war out of proportion (Carr & Kinsella 2013, 27-29), due to the fact that without
the principle of proportionality everything would be permitted in order to secure victory.

Classical thinking, on the contrary, understands that in order to determine the proportionality
principle, three elements have to be taken into consideration: i) analysis of the benefits of the war, ii)

evaluation of the costs of the war, and iii), how these two can be measure or scaled against each other.
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(Hurka 2005, 38). In this sense, it would be unjust to cause a higher amount of harm by defending against

an aggression than the injuries that the attack would create.

6- Discrimination

The principle of discrimination entails a differentiation between combatants and non-combatants
during war and that attacks should be directed towards military objectives while trying to preserve the
safety and security of the civilian population (French, 152). In this sense, during war, the only objectives
should be enemy combatants, and non-combatants should never be direct targets. However, the latter
are not immune from total harm since there may be attacks in which they are not the objective targets
but are part of the collateral damage of a legitimate attack to a military target (Coleman, 2013, 151).

The criterion of discrimination holds that “combatants must discriminate between those who are
morally responsible for an unjust threat, or for a grievance that provides a just cause, and those who are
not” (McMahan 2004, 722-723). It is formulated in the sense of who can and cannot be attacked by the
armed forces in their search for military objectives (Toner, 2010 96), differentiating those that can be
attacked deliberately and those that should be seen as immune (Finlay 2012).

Authors like Paul Ramsey and Michael Walzer, Modern Just War theorists, put great emphasis on
the jus in bello principle of discrimination because it states the ways a war can be fought and its
implications (Johnson 2002, 138). A war can never be considered just if the discrimination principle is not
followed, but this line of thought is questionable because it gives secondary importance to the jus ad
bellum principles. The jus ad bellum criteria are a limitation to the resort to war, while the jus in bello
principles express what can and cannot be done while waging a war. If jus ad bellum principles are
discarded or have an inferior relevance, JWT would therefore not be a guideline to understand the
circumstances in which war should be waged, but a theory that focuses on what is permitted to do in war

(Rengger 2002, 354-356).
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7- Last resort

The principle of last resort is a consequence of the will to limit the resort to war, and it establishes
that all alternative solutions must have been exhausted. This means that resorting to war is allowed if and
only if all other peaceful options that had a reasonable chance of success of reaching a just aim have been
undertaken for a reasonable period of time and have failed. The justification of this principle relies on the
fact that war results in the deaths of innocent people and in the massive destruction of property, therefore
it should be avoided when possible (Aloyo 2015). Moreover, the harms inflicted by war itself should not
superior than the harms received by the unjust opponent, thus avoiding unnecessary destruction and
death (Yoder 2001, 2). If the costs of the war are higher than the costs of the political community in whose
name the war is being fought, then the war cannot be justified in the moral sphere.

A more permissive view is the one provided by Modern JWT: the theorist Michael Walzer
expressed the last resort should be discarded because if taken literally, “the ’last resort’ would make war
morally impossible. For we can never reach lastness, or we can never know that we have reached it. There
is always something else to do: another diplomatic note, another United Nations resolution, another
meeting” (Walzer 2004, 88), thus war could never be achieved. In this view, diplomacy would play no role
and war could be declared at any time. However, if the just cause can be accomplished by less destructive
mechanisms like diplomacy, then entering into active combat is immoral (Hurka 2005, 35).

The last resort principle considers that war should always be the last achievable and attainable
option, but the relatively best non-violent viable and reasonable option(s) must be tested first (Pattinson
2015, 952). The principle should not be considered as an absolute prohibition of the resort to war, but as
a limitation to war that implies going to war when all other options have been exhausted (Pattinson 2015,
952-953).

JWT discusses the ethics of war and states the criteria that should be met in order to consider an

armed conflict to be morally justified. Classical JWT offers a clear and coherent guideline that reinforces
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the concept that war is an extreme domain and that the principles should be understood as a limitation
to the use of military force while aiming to pursue peace and justice (Rengger 2013, 65). On the contrary,
Modern JWT has a more permissive interpretation of the principles that are contrary to the peace-making
imperative that coincides with the Classical viewpoint of the theory, giving more importance to the jus in
bello than the jus ad bellum. The Modern viewpoint separates and judges independently the two
categories of principles and is more focussed on the means and ways of waging a war rather than a
restricting the use of force. However, all the principles should be considered as a whole and they cannot
be discarded, since their main aim is to limit the resort to war and to seek for other alternatives that can
offer a more peaceful solution to a conflict.

Due to the fact that cyber-attacks have been evolving and becoming more frequent, it is necessary
to establish certain principles that will guide states in their pursuit for justice and peace. In the following
chapters, two case studies will be analyzed under the light of Classical JWT in order to establish if these
principles are applicable to the new computerized threats or if they should be updated to respond to a

type of attack that, due to its particular characteristics, should be in a different category in war ethics.
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Chapter 2: Stuxnet

JWT is a guideline that acts as a limitation to the resort to war and has as main aim the pursuit of
peace and justice. The theory twirls around seven principles that should be satisfied in order to go to wage
a just war: just cause, right intention, competent authority, high probability of success, proportionality,
discrimination and last resort. Classical JWT emphasizes the fundamental concept of peace-making and
enhances the necessity to follow all the principles so that, in the case that all non-violent alternative
solutions have been exhausted, war ends up being an extreme realm and the last resort. All the principles
should be considered as a whole and they cannot be discarded, since their main aim is to limit the resort
to war and to seek for other alternatives that can offer a more peaceful solution to a conflict. This is due
to the fact that jus ad bellum principles work as constraints on the initiation of war in order to avoid
unnecessary battling and the jus in bello criteria function as a restriction to the ways wars can be fought
so as to dissuade the utilization of weapons or strategies that might cause avoidable and unneeded harm
to the enemy (Schulzke 2017, 1). In this sense, Classical JWT offers a comprehensive instruction to state
leaders and policy makers in regards to cyber-attacks, due to the fact that they are an act of force that
intends to damage the enemy’s operating system (Schmitt 1999, 7) and always go after political goals
(Clausewitz 2007, 28). Although the methods and weaponry utilized in war may change, the nature of war
remains the same.

This chapter will describe the key events of the Stuxnet cyber-attack, focusing on the political
context and the specifications of the attack itself and will revise them through the consideration of the jus
ad bellum and the jus in bello principles. In this sense, under the light of the tradition, Stuxnet should be
considered a morally unjust cyber-attack against Iran’s nuclear facility due to the fact that the attackers
failed to comply with the principles of just cause, proportionality, competent authority, right intention,
and discrimination. The attackers did adhere to the criteria of last resort and reasonable hope of success:

the success in destroying the centrifuges and delaying Iran’s nuclear programme for several years
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indicates that the aggressors had a vast knowledge on how to accomplish their aims and were certain that
they would prevail. Despite the fact that the attack was anonymous, there are reliable sources that the
USA and Israel were behind it: several members of the Situation Room meetings of Project Olympic and
officials of the US government have stated that President Barack Obama ordered the sabotage of Iran’s
nuclear facilities (Sanger 2012). Moreover, General James Cartwright, former Vice Chairman of the Joint
Chiefs of Staff, pleaded guilty on sharing classified information related to the Stuxnet virus to journalist
David Sanger (Groll 2016). This implies that the White House was aware of the existence and development
of Stuxnet and of the use that it would have. Thus, although the USA and Israel did not claim the
authorship of Stuxnet, there are certain facts that indicate that they were behind it.

Stuxnet is a sophisticated technological weapon built and engineered to be utilized in one of the
most critical current political issues: the Iranian nuclear proliferation (Fidler 2011, 57). Its main aim was
to delay the development of Iran’s nuclear programme and to avoid the proper operations and functions
of its facilities (11SS 2011, 2). Stuxnet is a relevant case for the study of ethics of cyber warfare because it
is the first weapon to overcome the gap between mere cyber-activity to physical destruction in the real
world (Jenkins 2013, 69). Previous cyber-attacks remained in the digital sphere and they implicated
activities such as fraud, piracy, manipulation or exploitation of information, but caused no physical
consequences (Singer & Friedman 2014, 68). Stuxnet broke down machinery by creating an explosion,
resulting in a new type of threat to a state’s critical infrastructure: a weapon made of bits that provoked
physical damage (Singer 2015, 83).

The Stuxnet attack was part of a broader campaign code-named “Olympic Games”, allegedly an
US-Israel collective operation against Iran (Lindsay 2013, 366). Mahmoud Ahmadinejad won the 2005
presidential election, solidified conservatism in Iran, restarted Iran’s nuclear activities and increased
tensions with both the United States and Israel (MacAskill & McGreal 2005). Allegations of illegal and

clandestine nuclear weapons development were made against Iran and an investigation established the
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presence of non-compliant issues in lran’s nuclear activity (Kerr 2015, 4) and the fact that they tried
several non-violent alternatives means that the attack as a last resort. The United Nations Security Council
ordered Iran to stop its uranium enrichment and reprocessing and to follow additional security measures.
However, Iran indicated that its nuclear production was solely intended for peaceful and non-military
activities (Nakashima & Warrick 2012). Consequently, the intelligence agencies of the United States and
Israel allegedly initiated a collaborative effort to sabotage Iran’s nuclear production, delay its nuclear
program and secure their position in the Middle East (Sanger 2012).

All nation-states have a just cause to defend and protect their inhabitants and their territorial
domain from an external attack (Regan 2013, 48), but in the case of Stuxnet, the United States and Israel
did not have a just cause to attack Iran’s nuclear facility due to the fact that Iran stated in several occasions
that the centrifuges were intended for peaceful non-military economic activities and it has denied the
possession of a nuclear weapons programme (Bowen & Kid 2004). Iran had greatly developed its uranium
enrichment by making use of centrifuge technology produced in Pakistan, and although lightly enriched
uranium (LEU) is suitable for peaceful nuclear power, the same centrifuge system could be operated in
the production of highly enriched fissile material (HEU) (IAEA 2010). As a consequence, Israel stated in
several occasions its opposition to the nuclear developments in Iran, and there has been speculation
around the actions that Israel could take in order to impede Iran’s progress in its nuclear program
(Mahnaimi & Baxter 2005, Bruce 2006, Federman 2006). The United States rejected the possibility of a
kinetic attack, first because a counter attack by Iran would have been catastrophic and second due to the
public opinion of unaccepted U.S. participation in the Iraq and Pakistan war. The US had lost power,
popularity and credibility in the Middle East area due to its failure in the Irag and Afghanistan wars and to
the lack of ability of the Arab governments to follow Washington’s orders. It had also failed to push Iran’s
nuclear ambitions backwards or to implement the United States’ policies (Babaei 2008). On the other

hand, Israel was concerned with Iran’s foreign policy and its aggressive approach after 9/11: the turning
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point was when a truck was captured by Israeli troops transporting a consignment of weapons and
explosives from Iran to Palestine (Gasiorowski 2007). On the other hand, Iran could solidify its position
due to the defeat of its eternal Arab rival, Iraqg, and to the rise of a pro-lranian Shiite command there.
Moreover, tensions increased because Iran had been constantly providing weaponry to Hezbollah, which
made Israel develop its military capacity and maintain its superiority over the other states of the region.
As a consequence, The United States and Israel saw the development of Iran’s nuclear facilities as a threat
to international security, and allegedly used Stuxnet as a preventive attack that aimed to delay Iran’s
nuclear programme for a long period. The nuclear program itself cannot be considered a threat for the
international community, but since Iran is a signatory of the Nuclear Non-Proliferation Treaty it should
have followed its rules. In this sense, the International Atomic Energy Agency (IAEA) could not rule out
the existence of a nuclear weapons program in Iran.

The United Stated and Israel allegedly executed a preventive attack against Iran’s nuclear facilities
with the objective of interrupting Iran’s nuclear development and to ensure that it would not develop any
nuclear weapons while using self-defense as a premise. Prevention implies to aggress the opponent when
an attack is plausible or imminent, and as such the choice of resorting to war has been made by the enemy
(Gray 2007, v). However, according to Classical JWT, a preventive attack is not a just cause for war because
one cannot punish someone for something that they have not committed yet, thus attacking Iran’s nuclear
facilities based on the assumption that these might be used for uranium enrichment for nuclear weapons
does not fulfil the just cause for war. Expanding the concept of self-defense while incorporating the idea
of preventive attack proves to be problematic due to the speculation and uncertainty of acting on threats
before they actually materialize into action (Fiala 2008, 79). In this sense, a harm cannot be resisted before
it has been inflicted (Reichberg 2007, 7). In the United States, there are two doctrines that relate to
preventive war and that have marked the way that the United States defines a legitimate threat. First, the

1841 Webster Doctrine that defines a legitimate defense as the one that responds to threats that are
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“instant, overwhelming, leaving no choice of means, and no moment for deliberation” (Reichberg et al
2006, 563-64). Second, the Bush Doctrine which claims that the United States’ use of military force would
be legitimized and valid when employed to “prevent or forestall hostile acts by adversaries... even if
uncertainty remains as to the time and place of the enemy’s attack” (The White House 2002, 15). These
ideas advocate for a doctrine of authentic and plain prevention capacity, which is inconsistent with the
basic principle of just cause that an offensive war should be waged only when it is a response to a
previously inflicted wrongdoing (Reichberg 2007, 33).

The use of Stuxnet implied an economical damage and the destruction of physical property and,
as a consequence, the United States and Israel have given Iran a just cause to counter attack. The malware
worm was created in order to target facilities that use a special kind of Siemens software that was
employed in the control systems of Iran’s nuclear facilities, propagating as extensively as possible.
Through the laptops and memory sticks of different Iranian scientists, the worm penetrated the security
system of the nuclear facility (Singer 2015, 81). Once it got in contact with the target system, it was set to
automatically attack it by infecting the Siemens software in the facility’s control systems and the one’s of
the frequency converters that were supplied by two companies: Vacon and Fararo Paya (lISS 2011, 1). The
attack did not stop the functioning of the centrifuges but instead it provoked changes in the pressure
inside the centrifuges and modified their speed, by slowing them down, then returning them to their
normal speed and finally accelerating them beyond their maximum limit. In this way, the centrifuges could
not produce refined uranium and eventually broke down or exploded (Singer 2015, 82). JWT states that
self-defense from an attack and the destruction of property are just causes for war, and as a consequence
of the Stuxnet attack, Iran would have just cause to respond in the kind and to punish a wrongdoing by
utilizing malware that would impose a comparable economic amount of loss to the United States and

Israel (Eberle 2013, 59).
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The harm made to the centrifuges is quantifiable and identifiable: 1000 centrifuges were damaged
and the nuclear program was delayed for several years, causing a massive economic loss for Iran. Since
the United States and Israel did not have a just cause to carry on the attack there is no possibility to
establish the proportionality principle, but Iran does have a just cause to counter-attack and employ
certain means that are proportional to the evils suffered. In order to apply the proportionality principle
three things need to be identified: the benefits, the costs and the weight of one against the other (Hurka
2005, 38). This is done with the aim of analyzing if a war can be just in spite of all the suffering, killing and
destruction caused (Forge 2009,36). An issue that might appear in cyberattacks is that of measuring the
amount of harm received because it could jeopardize a possible counter-attack due to its disproportionate
retaliation (Lin, Allhoff & Rowe 2012, 25-26). When a contemplating proportionality on cyber-attacks,
damage is difficult to assess due to the lack of knowledge of the computer systems implicated and of the
connections that those systems might have with other systems (Richardson 2011, 25). However, Stuxnet
was an attack that, unlike other cyber-attacks, caused physical destruction in the real world and, as a
consequence, the damage inflicted could be counted and measured.

There was no official declaration of war from the United States and Israel against Iran, therefore
the Stuxnet attack fails to satisfy with the competent authority principle. The legitimate authority principle
is restricted to special entities that have specific characteristics: they are sovereign and represent a
political community (Reitberger 2013, 65). The United States Constitution in its Article 1, Section 8,
establishes that the Congress is the institution entrusted with the capacity of declaring war. In the case of
Israel, Article 40 of the Basic Law of Israel Defense Forces states that the government must make a
declaration of war and that this act should be taken to the Parliament for approval. The competent
authority, being an individual or state’s body, “must be a duly constituted authority widely recognized as
having the right to wage war. This generally refers to the representative of a sovereign political entity;

states, today” (Johnson 2005, 38). The source of legitimacy to declare and fight a war derives from
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sovereignty or from a widely acknowledged authority (Reitberger 2013). In this way, the resort to war is
limited to specific that have developed approval procedures and that are authorized to do so. The just
war requirement of competent authority establishes who can determine if a war is just, whether there is
a just cause, what proportionate response it would entail, who can act based on that reasoning (Fabre
2008, 963) and it gives the right to go to war to sovereign political organizations that implement laws
within a specific territory (Fabre 2008, 964). If this principle is discarded as Modern JWT suggests, the
chances of fighting a war for the just reasons will be worsen because it is the competent authority who
judges the justness of a war and who evaluates if there is a just cause and if the counter-attack is
proportionate (Fabre 2008, 963). Fighting a war without following the competent authority principle
would mean that there would be no difference between an attack from a state or a terrorist group or
mere banditry, and with no clear chain of command wars will not be fought with just means. On Stuxnet,
there has not been a claim on the authorship of the attack but the time invested in the code, its
unprecedented characteristics and the resources needed to develop it clearly indicate that it was state-
sponsored (Fidler 2011, 57). Stuxnet manipulated two stolen digital certificates of authenticity of two
enterprises to cover its malicious code and appear to be legitimate; exploited four zero-day security
vulnerabilities in Windows systems and targeted the programmable logic controllers (PLCs) that operated
on industrial control systems adhered to Iranian centrifuges operating in enriching uranium. Moreover, it
altered PLC software to make the centrifuges start spinning at high speeds that would cause damages on
them and disguised the modified speeds from the verification systems by way of code that registered and
reiterated information displaying normal performing conditions. The virus was dispersed in three different
versions before being detected and spread through varied methods, that included removable hard drives,
Microsoft Windows zero-day vulnerabilities and the Internet, provoking the damage of approximately
1.000 centrifuges and developed specific characteristics to reduce to a minimum collateral damage and

to finalize the worm’s activeness on a definitive date (Falliere, Murchu et al 2011).
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The high-level design of Stuxnet shows that its creators knew exactly what they were doing and
the ways to target their objectives, they clearly analysed and studied the ways to perpetrate their attack
to the Iranian nuclear facilities that resulted in a secret cyber-attack that was discovered a long time after
its arrival to the Natanz nuclear facility, therefore the attackers had a reasonable hope of succeeding. This
principle involves the analysis of the possibilities that a state has to triumph within a war, whose purpose
is to prevent absurd or pointless fighting when the results will be clearly excessive or unreasonable (US
Catholic Bishops in Elshtain, 100-101). If a state resorts to war but has no chance of prevailing, it is being
reckless (Childress 1986, 264) since a reasonable chance of success means “successfully using force as a
means to other morally defensible values” (Harbour 2011, 234). In order to see if an actual military victory
could be achieved. The clearest example of the application of this principle would be the prudent decision
of Czechoslovakia to not fight a war against Germany in 1938, since war would have costed too much and
achieved almost nothing (Harbour 2011, 235). The moral implications of this decision had to do with
answering whether the purposes of the war can be accomplished and is closely connected with the
proportionality principle: waging a war where there is a low chance of prevailing implied causing harm in
a disproportionate way (Harbour 2011, 236): civilians and soldiers are killed, property is destroyed, and
physical and psychological damage is inflicted to different people. Thus, the reasonable hope of success
means bringing to a successful conclusion the just cause, prevailing in the military sphere, because if the
hope of success can be achieved without resorting to war, then other alternatives should be used before
war, leaving war as a last resort (Eckert 2014, 64).

In the Stuxnet cyber-attack there is an absence of a just cause and therefore an absence of right
intention. This is due to the fact that the right intention is rationally linked to the just cause and the right
intention will only be satisfied if a war is waged for the just cause (Coady 2008, 98-99 and O’Brien 1981,
34). It can be difficult to assess the real intentions that Israel and the United States had in mind when

deciding to attack Iran. In a way, the right intention to attack Iran’s nuclear program could be related to
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the 2002 public speech of President Ahmadinejad, who stated “there is no doubt that the new wave [of
attacks] in Palestine will wipe off this stigma [Israel] from the face of the Islamic world. As the imam said,
Israel must be wiped off the map” (Ahmadinejad in MacAskill & McGreal 2005). In this sense, the
preservation of Israel’s existence and the maintenance of balance and security in the region could be
considered right intentions for war, since intentions will be considered right when a war is conducted
seeking to punish wrongdoers, securing peace and inspiring good (Kruitwagen 2019, 26). Those who wage
a war should not do it out of “desire to inflict harm, vengeful cruelty, insatiable animus, savagery in
combat, lust for dominance” (Regan 2013, 85).

The main objective of Stuxnet was to cause damage and destroy the centrifuges and it shows a
clear level of discrimination because the virus was designed to attack a specific target that was an Iranian
nuclear facility and it did not provoke harm to civilians in a direct way. However, some non-combatants’
computers all around the globe have been infected with Stuxnet, but this infection does not pose any
harm to their personal safety or the use of their electronic devices because the virus had also an expiration
date when it would stop functioning (Schenier 2010) and those infected systems did not match with the
target profile (Richardson 2011, 25) that was Iran’s nuclear facilities. The principle of discrimination refers
to the mandatory differentiation between soldiers and civilians and to refrain from having an extravagant
number of civilian casualties. The civilian casualties should always be unintended, but some can be
predicted or expected as a result from an attack on a legitimate military objective (Slater 2012, 52). Non-
combatants should not be direct targets of an attack, since they do not pose a military threat, but they
are sometimes considered collateral damage while attacking military targets (Lin, Allhoff & Rowe 2012,
25). In some cases, the collateral damage is ethically justifiable in the case that the military objective is
considered of high importance and that the unplanned evil inflicted on civilians is low (Slater 2012, 66). In
this sense, a case that shows a clear violation of the discrimination principle is the Operation Cast Lead

from 2008, an air and heavy artillery attack on extremely populated areas launched by Israel against
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Palestine as a response to Hamas terrorist attacks (Slater 2012, 54-55). The Goldstone Commission
circulated a report that indicated that at least 1300-1450 Palestianians were killed during the attacks,
being the majority of them civilians. Moreover, an Israeli officer publicly said that “When we suspect that
a fighter is hiding in a house, we shoot it with a missile and then with two tank shells, and then a bulldozer
hits the wall. It causes damage but it prevents the loss of life among soldiers” (Harel 2009), violating the
discrimination principles because a simple conjecture is sufficient to destroy the houses of the civilian
population.

Stuxnet could be considered as a last resort attack, due to the fact that several steps were taken
before the actual attack: in 2003, the International Atomic Energy Agency (IAEA) adopted a resolution
ordering Iran to suspend all uranium enrichment activities, which Iran agrees to meet IAEA’s demands and
ratified a protocol which would allow IAEA’s inspectors to have access to the nuclear sites. However, in
2004, Iran refuses to cooperate with IAEA and in 2005 the IAEA issues a new resolution stating that Iran
is non-compliant and refers Iran to the UN Security Council. As a consequence, the UN Security Council
adopts Resolutions 1696 (2006), 1737 (2006), 1747 (2007), 1803 (2008) and 1929 (2010), which require
Iran to stop its uranium enrichment and establishes different sanctions to Iran. Iran did not stop its
production and did not comply with the UN Security Council Resolutions, therefore it can be stated that
all preventive available measures were exhausted before executing Stuxnet. The last resort principle
implies that all alternative measures should have been exhausted before resorting to war. In the case of
Israel versus Palestine, all alternative measures were not exhausted since Israel refused to negotiate with
Hamas and ignored the last one’s cease-fire propositions (Slater 2012, 58). Moreover, in 2006, a year later
after the Israeli withdrawal of Gaza, the newly elected Hamas Congressmen sent a message to Israel saying
that it “would pledge not to carry out any violent actions against Israel and would even prevent other
Palestinian organizations from doing do” (Ravid 2008). However, Israel continued with attacks that killed

at least 660 Palestinian civilians, and continued to escalate the conflict in the following years, despite the
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fact that a truce was negotiated in 2008 (Khoury 2008), meaning that the last resort principles was not
taken into consideration as such, resulting in an unjust attack from Israel.

In conclusion, Classical JWT offers an adequate moral guidance in state sponsored cyber-attacks:
under the light of JWT Stuxnet is an unjust cyber-attack against Iran’s nuclear programme because the
attackers did not follow the JWT principles as a whole and there was no restraint to war. It was allegedly
executed by the United States and Israel, which means that still no state claimed its authorship and, as a
consequence, Iran would not be able to retaliate because it is not morally permissible to counter-attack
without knowing the attacker’s identity. However, there are several indications that it was the United
States and Israel who developed the malware and perpetrated the cyber-attack. In this sense, they did
not have a just cause to carry out the attack since a preventive attack is not considered as a just cause in
the tradition. There were no aggressions from Iran, no destruction of property, and therefore no need to
punish a wrongdoing. Regardless of the intentions that the United States and Israel had to delay Iran’s
nuclear programme, which was seen as a threat to the region and international security, without a just
cause a war will always be unjust. From the just cause derive all the other principles, especially right
intention and proportionality, which will be measured in relation to the pursuit of the just cause. With the
absence of the just cause, a proportional counter-measure cannot be assessed and the right intentions
will be absent. The lack of competent authority to declare the need for the attack and to establish what
is the just cause that the war will be fought for indicate that the attack meant to delay Iran’s nuclear
programme for several years without the need of formally declaring a war. These types of actions should
be considered immoral and states should use the JWT principles as a guide in order to avoid future unjust
cyber-attacks.

State-sponsored cyber-attacks are becoming more frequent, which is why state leaders need a

moral guidance in order to limit the resort to armed violence and to inflict as little harm as possible. The
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following chapter will further discuss the application of Classical JWT principles to two cyber-attacks that

occurred within an ongoing international armed conflict: the Russo-Ukrainian war.
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Chapter 3: Black Energy and Industroyer-Crashoverride

Referring to the previous discussion of the events of the Stuxnet cyber-attack and the United
States and Israel’s involvement and behaviour in it, this chapter will assess the Black Energy and
Industroyer-Crashoverride cyber-attacks under the light of Classical JWT, which understands that war is
an ultimate last resort when all alternative non-violent measures have been exhausted and that seeks to
restore a long-lasting peace.

This chapter will depict the main events of the BlackEnergy and Industroyer cyber-attacks, as well
as the key developments of the war between Russia and Ukraine, and will examine them under the scope
of the jus ad bellum and the jus in bello principles. Industroyer or Crashoverride is a type of malware that
is capable of digital remote control of electricity substations, and their switches and circuit breakers, with
the aim of disrupting their normal processes by closing down vital energy systems (Cherepanov &
Lipovsky, 2017). Black Energy is a type of malware that is utilized on spear-phishing emails that have
malicious Microsoft Excel spreadsheets infected with malware, that when opened, it infects the whole
system (Kaspersky Labs 2016). Just as Stuxnet, these cyber-attacks had physical effects in the real world
because they affected electric power grids, leaving the civil society with no electricity for several hours
(Sebenius 2017), being the first automatic grid attacks and marking a massive intensification in the use
and propagation of cyberweapons (Groll 2016). The cyber-attacks to the Ukrainian power grid provoked
physical damage and economic losses to Ukraine, within the context of an ongoing military conflict. They
were also presumably initiated by Russia as part of a hybrid war what has been waging against Ukraine
with the aim of causing chaos and panic across the population. BlackEnergy and Industroyer targeted
civilian infrastructure, but that were carried out without a just cause, were not commanded by the
competent authority, did not follow the proportionality principle, had impure intentions and did not
discriminate between military and non-military objectives. As a consequence, they should be considered

unjust in the realm of the JWT because they failed to comply with the jus ad bellum and jus in bello
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principles. The case studies of Industroyer-Crashoverride are essential for this thesis because they are
considered akin to Stuxnet, they allegedly originated from one state, targeted another state and caused
actual physical harm over critical infrastructure of civilian population (Knake 2018).

Russia did not have a just cause to perpetrate the cyber-attacks against Ukraine’s power grid since
there was no actual attack from Ukraine towards Russia’s territorial integrity nor towards its Russian
citizens that were inhabiting in Crimea, thus no wrongdoing was made. On the contrary, Russia has always
considered both Ukraine and Belarus as parts of itself, although they were lost as a consequence of the
fall of the Soviet Union (Bercean 2016, 156). Vladimir Putin stated during the 2008 NATO Summit in
Bucharest that Ukraine is not a state and that if it was accepted as a NATO member, it would cease to
exist (Kommersant 2008, 9). As a consequence of NATO’s openness to new member states, Russia felt
threatened by the West (Snegovaya 2014, 9-12) and its concern over “regime change and a color
revolution” (Reisinger & Golts 2014, 2) made Putin utilize every convenient and possible instrument or
mechanism to impede NATO’s expansion beyond its current limits. On 21 November 2013, the pro-Russian
Ukrainian Government decided not to sign an Association Agreement with the European Union, causing
the so called Maidan protests that were led by pro-Europe Ukrainian citizens. The protests rapidly
escalated due to violent clashes between the police and the agitators, who were against Yanukovych's
administration and urged for his resignation. On February 2014, the Ukrainian parliament intended to
pass different laws about languages of minorities and to make Ukrainian the official language of the state
and other laws that limited the freedom of expression, assembly and association (Pyung-Kyun 2015, 387).
As a result, violent demonstrations were held over the following weeks, and the Russian authorities
wanted protect the ethnic Russians and the Russian speakers in Crimea from alleged persecution and
discrimination (Pyung-Kyun 2015, 387), despite the fact that there were no actual cases of threats or
persecution (Galiev 2014). The Russian administration started their propaganda of protecting ethnic

Russians while strongly criticizing the Ukrainian national movement. Russia passed laws that stated its
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compromise to protect Russian compatriots outside of its territorial limits (Coalson 2014) and,
consequently, President Vladimir Putin military invaded and annexed Crimea to the Russian Federation’s
territory on 18 March 2014, after the voting of a referendum which resulted in the biggest political and
military crisis in the Eurasian region since the fall of the Soviet Union (Pyung-Kyun 2015, 386 and
Freedman 2014, 12-13). The United Nations declared the referendum invalid and called the international
community to “not recognize any alteration of the status of the Autonomous Republic of Crimea” (United
Nations Resolution 2014).

Since the annexation of Crimea, Russia has been having a never ending proxy war in Eastern
Ukraine (Paul 2015, 41): the Russian government has also targeted through cyberattacks several Ukrainian
institutions causing massive economic losses and the destruction and deterioration of digital and crucial
infrastructure (Pernik 2018, 63). In this sense, Russia migrated the conflict from military ground fighting
to destructive cyber-activities in order to provoke harm in Ukraine’s critical infrastructure, especially in
the electricity, energy and economic sectors (Pernik 2018, 63-64). In the last months of 2016 only,
Ukrainian public institutions were hit by more than 6500 Russian hack attack that intended to sabotage
the critical infrastructure facilities of the country (Zinets 2016). As a consequence to the military action
between both countries, the International Criminal Court (ICC), on its 2016 Report on Preliminary
Examination Activities, stated that according to the information available it can be concluded that the
current affairs in the territory of Crimea “amounts to an international armed conflict between Ukraine
and the Russian Federation” and that it started at least when Russian armed forces were sent to the
Ukrainian territory without explicit consent of the Ukrainian government (ICC Report 2016, 35).

Ukaine, on the other hand, has a just cause to respond to Russia’s invasion and illegal annexation
of Ukraine’s sovereign territory and to the two cyber-attacks to Ukraine’s power grid. The latter were
utilized as a means of force to disturb Ukraine’s physical and critical infrastructure to get a political

advantage (Lindsay 2013, 372) by disrupting the civil population’s access to electricity. Following the Just
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War Tradition, there are three just causes to morally justify a war: the destruction of property, the right
to defend oneself and the right to vindicate suffering and penalize a wrongdoing (Cicero 1991, 11-13).
Ukraine would have a just cause to retaliate and counter-attack Russia because it would fulfil the three
causes to justify a war: it suffered the destruction of its power grid systems, it has the right to defend its
territorial integrity from illegal annexations and to penalize a wrongdoing in the hands of Russia. However,
the Russian administration has been completely unsuccessful to adequately justify a just cause for
attacking the power grid, as well as a just cause to military intervene and violate Ukraine’s territorial
integrity and political sovereignty (Fischer 2016).

The attribution problem arises in the BlackEnergy and Industroyer cyber-attacks due to the
velocity and anonymity of the attackers (Shackelford & Andres 2011, 971), making it difficult to prove the
responsibility of a certain state and to differentiate the conduct of terrorists, lawbreakers and states
themselves (White House 2003, viii). This is a recurring problem that arises in cyberspace, because states
can accept that cyber-attacks originate from their territory but that they did not order nor start them
(Dipert 2010). The concept of attribution implies the process of identification of the originators of the
attack, since one of the requirements to respond to an attack is to justify a conclusive and plausible
identification of the attackers (Herpig and Reinhold 2018, 33) because it would be unjust to attack an
innocent party, who would in turn have a just cause to respond. In this sense, cyberattacks have become
increasingly challenging to attribute with a high level of certainty, and Russia has denied all accusations
based on the fact that there is not enough evidence to back their allegations (Pernik 2018, 53-54).

There is no official document available that proves that the cyber-attacks were ordered by the
Kremlin (Shehod 2016, 8), therefore they should be considered unjust because they fail to comply with
the competent authority principle. Despite the fact that there was a clear illegal action from Russia
towards the territorial integrity of Ukraine and that the two cyber-attacks were aimed to critical civilian

infrastructure with the aims of causing chaos, there are no reports that reflect a governmental decision
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to pursue cyber-attacks. Moreover, the Kremlin spokesman Dmitry Peskov stated that ‘there is no war
between Ukraine and Russia’ and that Ukraine was suffering from a civil war that ended with Crimea being
annexed to Russia in order to protect its Russian ethnics and Russian speaking population (The Moscow
Times, 2019). However, taking into consideration the context of the Russo-Ukrainian war, the resources
and time invested in the development of the code, the in-depth analysis of the infrastructure of the power
grid and the different stages of the cyber-aggression it can be expressed that it was a state-sponsored
cyber-attack that was perpetrated by Russia (Polityuk 2017). Russia has been sending troops and military
supplies to Crimea and has been waging a ‘hybrid war’ against Ukraine, meaning that it has been attacking
financial institutions, the transport system and electric facilities in order to cause panic among the
population Polityuk 2017).

Within the context of the Russian-Ukrainian war, Russia’s intentions are impure because it was
looking for a territorial expansion when it annexed Crimea after a referendum that was considered illegal
by the international community. Moreover, BlackEnergy and Industroyer have been part of a bigger
dimension of warfare that had the aim of pursuing the territorial expansion of the Russian Federation.
Russia has been expanding its territory into other foreign states such as South Ossetia and Transnistria,
regions of Georgia and Moldova (Karnitshing 2014 and Wolff 2015). Russia has also been targeting
Russian-speaking citizens from former Soviet Union republics, influencing them with propaganda against
the West, occupying territories such as Georgia, Moldova and Ukraine and imposing economic sanctions
on them, and has stationed soldiers, with the acceptance of the host states, in Armenia and Belarus (Bond
2017, 1-2). The right intention principle is a subjective criterion that concerns the real intentions of the
ones responsible for declaring war in order to eliminate egoistical or hidden motivations for officially
declaring war. This means that right intention takes place in an armed conflict when a belligerent’s
objectives in resorting to war are the punishment of a wrongdoing and the restoration of peace (Swift

1983, 127). Observing the actions of those involved in a war will aid identify if the principle is satisfied or
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not so that wrong intentions like violence, revenge or lust for power can be discarded. This principle is
connected to just cause because right intention understands that war should only be fought for a just
cause thus limiting war objectives to defending that just cause (Regan 2013, 85-86). In this sense, the right
intention criterion excludes situations such as territorial growth and pure economic advantages and it
implies the intention to amend or remedy the wrong described in the just cause (Fisher 2011, 72), so since
Russia did not have a just cause to attack Ukraine’s power grid and illegally annexed part of its territory,
it can be rightfully stated that there its intentions to pursue the cyber-attacks were impure.

Russia also fails to comply with the proportionality principle because, although the results of the
cyber-attacks can be measured and quantified, there is no just cause to measure the amount of harm that
should have been inflicted on Ukraine. The cyber-attacks provoked physical harm to the power grid,
caused economic losses to the company and to its clients and left part of the population with no electricity
or heat for several hours during a cold day in the winter. In this sense, proportionality implies the
consideration of the badness that will result from going to war, and balancing it with the good that will
arise of the damages that will be avoided (Brown 2003). It is also a principle that is present in both jus ad
bellum and jus in bello: there should be a balanced and comparable reaction and it should be limited and
proportionate to the aims of the war and the circumstances that comprise the just cause (US Catholic
Bishops 1992, 98-102). Thus, proportionality is inherently connected to both the just cause and
discrimination principles. Its relation with the first one has to do with the fact that the good that a state
wants to accomplish should be associated with the just cause because a political leader is not free to
determine which goods he appreciates or wants (Fisher 2011, 75). On the other hand, proportionality and
discrimination limit the acts of those individuals that are immersed in military actions (Royden 2014, 117):
the amount of harm inflicted should be commensurate to that received and it should distinguish between

military and civilians.
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The cyber-attacks did not discriminate between military and non-military targets, therefore they
did not respect the discrimination principle. The malware attacked a power-grid that provided electricity
to the civilian population and it was part of the civil infrastructure, therefore not connected with the
military and attacking it did not offer a military advantage. Moreover, the harm made to the grid and the
Ukrainian population should not be considered ‘collateral damage’ because the attack did not suppose a
benefit or favored position for Russia. The discrimination principle involves making a differentiation
between civilians and soldiers with the aim of avoiding an exorbitant number of civilian fatalities that are
unintentional but may be expected from an attack to a military target (Slater 2012, 52). This also means
that attacks should be limited to military targets that would offer a categorical military advantage, and
those that are not considered military objectives are recognized as civilian objects (AP | 1977, arts. 52.1
and 52.2). In order to identify a military target and differentiate it from a civilian object, an analysis has to
be made on its use and objectives. This means that if a power grid is utilized to provide energy to a military
facility, then the power grid should be considered a military target.

The fact that the attackers performed two cyber-attacks within a year that targeted the same type
of infrastructure reinforces the idea that they had a deep understanding of the internal system of the
power grid, therefore they would have a high chance of succeeding in their aims. On December 2015, the
first cyber-attack took place by infiltrating the distribution control centers of electricity through the use
of software vulnerabilities, hijacking credentials and utilizing a complex and advanced malware. This
cyber-attack was initiated by a type of BlackEnergy malware that accessed the power grid network due to
the fact that an employee of the Prykarpattya Oblenergo opened an email that contained an infected
Excel spreadsheet. This type of attack intended to perform a reconnaissance of the power grid systems
and later carry out a disruptive attack. In order to collect all the necessary data to pursue the attack, the
malware was remotely controlled by hackers in order to expose different vulnerabilities in the power grid

(Bock 2017). These elements allowed the attackers to expose the circuit breakers of three energy
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distribution companies and to shut down electricity power to over 250.000 citizens during December 2015
(E-ISAC 2016, 1). The second cyber-attack was carried out by using a different type of malware, called
Industroyer or Crashoverride that was specifically designed to cause power outages. The attack was fully
automated and the attackers could access the power-grid’s systems and execute commands to modify
the flow of electrical energy. In this sense, the attackers had clearly established a plan with different stages
that aimed to cause a massive electricity blackout, and due to the low security systems of the power grid,
they had a high chance of succeeding in their objectives.

Before the Black Energy and Industroyer cyber-attacks, no real alternative measures were taken
to avoid the resort to war between Russia and Ukraine: no diplomatic communications were made, which
precipitated the armed conflict. Two weeks before the annexation of Crimea, Russia sent unmarked
uniformed troops to Ukraine in order to support pro-Russian deputies, who chose a new prime minister
and demanded the need for a referendum to establish the future status of Crimea (Gregory 2016). Last
resort implies taking into consideration the pain and devastation caused by war, and the resort to war
should be made only when other alternatives have been unsuccessful or ineffective (Brown 2011). In this
case, war has not been the last resort, failing to accomplish the main objective of just war which is to
avoid war at all costs and only resorting to war when there are no other options.

In conclusion, under the light of Classical JWT, the BlackEnergy and Industroyer cyberattacks are
considered morally unjust because they fail to comply with the just cause, competent authority, right
intentions, proportionality, discrimination and last resort criteria. These cyber-attacks present a similar
issue as Stuxnet: although it proves to be difficult to assess the identity of the attackers, there are certain
indications that it was Russia who perpetrated the attack in order to cause chaos and disorder within the
Ukrainian society. Russia did not have a just cause to detriment Ukraine’s territorial sovereignty by
annexing Crimea and it certainly did not prove to have the right intentions in doing so. In relation to the

cyber-attacks, although the ICC stated that there was an on-going military conflict between the two
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countries, there was no military advantage in attacking the power grid because it was part of the civilian
infrastructure and not a military objective. Moreover, in the absence of a just cause, the proportionality
principle could not be followed as there was no way to measure the punishment of a wrongdoing. Besides,
Russia had impure intentions, it had no just cause to attack the power grid since it received no harm from
Ukraine, it deliberately attacked a non-military object, there was no official declaration of war by the
competent authority and war was not the last resort, therefore the cyber-attacks are considered unjust

under the scope of JWT.
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Conclusion

In the bosom of the ongoing technological transformations, the development of new technologies
and the increase of cyber-activity, Classical JWT prevails as the leading theory to address the examination
of the ethics of war and offers a clear framework that seeks to limit the resort to war. In this essay | argue
that Classical JWT is able to address modern issues related to war and can adapt to current moral
guestions because the means and weaponry used have changed but not the nature of war itself. In this
sense, guns and tanks have been interchanged to viruses and malware that attack physical infrastructure
and aim to achieve a political advantage over the adversary. By developing ethics into the evolution and
utilization of cyberweapons, it can be guaranteed that war is no more atrocious and brutal than it already
is (Lin, Allhoff & Rowe 2012).

It was the main objective of this thesis to understand how Classical JWT could offer a moral
guidance in state-sponsored cyber-attacks. In doing so, it developed the different criteria that aim to limit
the resort to war and to avoid unnecessary harm and destruction, and utilized two main case studies in
order to explore the ways that JWT offers guidance for states and politicians.

In chapter one, it was stated that JWT should be understood as a restraint to war and a limitation
of destructiveness, with the aims of restoring peace and justice and to punish wrongdoing, and not as a
legitimization of the use of force (Rengger 2002, 354-356 and Rengger 2013, 65). The criteria for JWT, jus
ad bellum and jus in bello, have been set and it has been argued that they should not be interpreted as a
mere checklist to declare war, but as a guide to use war as a last resort and to look for better non-violent
alternatives. If any of the principles are not followed when resorting to war, then that particular war can
never be considered just. An essential and arising issue related to the applicability of the JWT principles is
that of attribution: the identification of the attacker should be known so as to answer in a just way. This
means that the counter-response should target the appropriate attacker in order to avoid wrongfully

causing harm to erroneous individuals for an act they did not carry out (Dipert 2010, 401). Moreover, the
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main and most important principle is that of just cause, due to the fact that all other principles are related
to it. Without a just cause, there would be no moral justification for resorting to armed force, because the
just cause directs the ends for which waging a war would be justified. The principles of competent
authority, proportionality, right intention and reasonable hope of success depend on the just cause and
should be measured in relation to it.

In chapter, two the Stuxnet case was studied under the scope of JWT and it was stated that it was
a morally unjust cyber-attack against Iran due to the fact that the aggressors did not comply with all of
the JWT principles. At the time of the cyber-attack, no just cause existed that could validate the resort to
force. Moreover, since the attack was anonymous and was allegedly planned and perpetrated by the
United States and Israel, the cyber-attack fails to comply with the competent authority, proportionality
and right intention principles. The attribution of the attack is fundamental because self-defense and the
punishment of wrongdoing should be aimed to the right aggressor, implying that if there is no knowledge
of the authorship then a proportional counter-attack based on the premise of self-defense could not be
pursuit. Although there are certain indications that Israel and the United States were behind Stuxnet, no
official confirmation has been issued, thus the competent authority and right intention principles are not
present. Without the competent authority declaring war, any military action could be considered a
terrorist act or banditry and the subjective right intentions for resorting to war cannot be assessed.

In chapter three, two cyber-attacks within the context of the Russo-Ukrainian war were
considered under the light of JWT. The two cyber-attacks aimed to destroy civilian infrastructure and the
attackers did not have a just cause to do so, therefore they should be considered unjust in the realm of
morality. Due to the anonymity of the attacks, it is difficult to assess the identity of the perpetrators and
thus, the competent authority principle was not followed, despite the fact that but there are indications
that it was Russia who was behind them. In this sense, Russia did not have a just cause to attack Ukraine’s

infrastructure, and since it was civilian infrastructure that was at stake, the attacks did not comply with
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the discrimination principle. Moreover, due to the absence of a just cause, the principle of proportionality
could not be complied with. Since Russia allegedly attacked non-military targets without and official
declaration of war from a competent authority without completing previous diplomatic measures to have
war as a last resort, the two cyber-attacks are unjust according to the JWT.

In conclusion, Classical JWT does offer a substantive and coherent guidance for states to limit the
resort to war and it addresses in a positive way the Stuxnet and BlackEnergy and Industroyer cyberattacks.
The theory offers a valuable insight on the problems that current armed conflicts and the development of
new technologies pose to states and to the international community. In regards to the attribution
problem, states should invest time and resources in developing new technologies that will allow to get a
certain way of establishing the authorship of anonymous cyber-attacks. Finally, the imperative peace-
making concept that Classical JWT defends should be the basis for every state leader and policy maker
because it limits the resort to war, establishing the importance of going through other non-violent
alternatives first. This is a crucial topic because the restoration justice, the punishment of a wrongdoing

and the pursuit of peace are the objectives that states should have in mind when facing a conflict.
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