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Chapter 1: Introduction 

The Internet. Arguably one of the most important inventions of our time, and an instrument that 

has made our lives easier in almost every conceivable way. It has enabled people to ‘shop, 

socialize, communicate, network and also be entertained via their personal computers and mo-

bile devices such as smartphones (Arachchilage, Love, & Beznosov. 2016: p.1). Society seems 

to have become dependent on the Internet to the extent that it is almost impossible to imagine 

a world without it.  

But this dependency comes at a cost. People tend to value technology (i.e. the Internet) only for 

what it does or can do for them (Latour & Porter, 1996). This attitude means that generally, 

people feel the need to understand technology for as far as it can help them to execute the 

specific task it is designed for (Latour and Porter, 1996). Internet users therefore often do not 

possess the precise technical knowledge that is needed to make use of the Internet in the safest 

way possible (Dhamija, Tygar & Hearst, 2006). This lack of technical knowledge leaves them 

vulnerable as the possibility for hacking and other security breaches increases (Liang & Xue, 

2010). 

Hacking is defined as the act of deliberately gaining (or attempting to gain) unauthorised access 

to computer systems (Furnell & Warren, 1999). Hackers have a wide array of possible methods 

to achieve that goal, but a general distinction is made between technical methods and non-

technical methods. Technical methods focus on the exploitation of flaws in computer systems 

while non-technical methods concentrate on taking advantage of human weaknesses. The ap-

plication of the latter makes sense as humans are often the weakest link in a security chain 

(Sasse, Brostoff, Weirich, 2001). The abuse of the weakest link in computer systems (i.e. the 

people who use them) is known as social engineering (Bossworth, Kabay & Whyne, 2002; 

Huber, Kowalski, Nohlberg & Tjoa, 2009). 

The term social engineering is an umbrella term that covers a wide range of different kind of 

attack vectors; phishing is one of them. Phishing is a form of hacking that is used by offenders 

to acquire sensitive information from unsuspecting customers by acting as if they are a trust-

worthy third party (Jagatic, Johnson, Jakobbson & Menczer, 2005: p.1; Garera, Provos, Chew, 

& Rubin, 2007: p.1). Phishers very often make use of spoofed e-mails to trick people into shar-

ing this kind of information (Hong, 2009). This form of hacking directly targets the human, 

therefore circumventing the different technical security measures that are in place (Hong, 2009: 

p.1). 
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The Anti-Phishing Working Group (APWG), who advises national governments; global gov-

ernance bodies; global trade groups; and multilateral treaty organisations on cybersecurity is-

sues, claims that phishing is still a real problem. They found that: ‘in 2016, the number of 

phishing attacks, and the number of domain names used for phishing, reached an all-time high’ 

(Aaron & Rasmussen, 2016: p.5). A report by antivirus company Webroot (2017) supports this 

statement by arguing that phishing attacks are among the most prominent causes of data 

breaches, a claim that is supported by the European Union Agency for Network and Information 

Security (ENISA, 2017). Phishing attacks have already led to several kinds of damaging losses, 

including the loss of intellectual property and the loss of customer information by companies 

(Hong, 2009: p.1). These statistics reflect a tangible threat to citizens, companies and govern-

ments all around the world. 

Understanding how these phishing attacks are executed could help to combat this threat. It 

would help to get a deeper understanding of the different methods that are used by phishing 

offenders to achieve compliance with their victims. This deeper understanding could first and 

foremost contribute to awareness among users of the Internet. Secondly, this detailed insight 

into different kind of attack vectors is needed to develop effective countermeasures and to pro-

tect knowledge workers from social engineering attacks (Krombholz, Hobel, Huber, & Weippl, 

2015: p.9). 

To be able to achieve this goal, this research aims to analyse a set of successful phishing attacks 

from a social psychological point of view. A theoretical framework will be developed that is 

built upon offender-based research as well as victim-based research. This process should pro-

vide an extensive overview of the different social psychological mechanisms that are used by 

phishers to achieve compliance with their victims, and why victims fall for such methods in the 

first place. This theoretical framework is then used to develop indicators that will make it pos-

sible to perform a qualitative content analysis on a set of phishing e-mails. This analysis should 

present the necessary information to answer the following research question: 

How have phishing offenders applied social psychological principles in phishing e-mails with 

a subject line that was among the most clicked general subject lines of 2017-2018? 
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Prior research has found that social psychology is applied in phishing attacks, and in social 

engineering attacks in general, but this study adds new knowledge to the existing body of liter-

ature for a few reasons. The first distinguishing factor comes from the fact that most studies 

that have been conducted on this topic have taken a quantitative approach (Bullée, Montoya, 

Pieters, Junger, & Hartel, 2018; Workman, 2007). Secondly, there is relatively little research 

done on phishing as a specific attack vector. Often, researchers look at social engineering at-

tacks in general and only discuss phishing as an element of a bigger phenomenon without going 

into great detail regarding the separate elements of social engineering (Thornburgh, 2004; 

Krombholz et al., 2015). 

Qualitative research on phishing is scarce. Ferreira, Coventry & Lenzini (2015) aimed to de-

velop a framework that can be used to analyse persuasive techniques in phishing e-mails. Alt-

hough elements of this framework are quite useful, a re-evaluation is necessary for three rea-

sons. The first issue relates to the lack of theory on visual deception, an issue that was brought 

up by the authors themselves (Ferreira, Coventry & Lenzini, 2015: p.11). The second issue is 

the problematic merger of different kinds of psychological principles. For their framework, they 

tried to merge social psychological principles from various theories, and in their attempts to do 

so have made some questionable decisions that will be discussed further in this research. In 

addition to that, the authors have failed to adequately substantiate why certain decision were 

made. 

This research adds to the study mentioned above by re-evaluating the merger of psychological 

principles and by expanding on the framework through the incorporation of additional theory 

on visual deception. In contrast to prior research, this renewed framework will be applied to a 

set of successful phishing attacks instead of a randomly selected set of phishing e-mails without 

any information regarding their possible success rate. This process should generate enough in-

formation to be able to develop some practical recommendations to combat phishing.  
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Chapter 2: Theoretical framework 

Most phishing attacks are carried out as a three-step process (Chandrasekaran, Narayanan & 

Upadhyaya, 2006; Hong, 2009)  The first step is for phishing offenders to gather a set of e-mail 

addresses through social engineering attacks, web pages and forums. Then, they sent out a 

significant number of phishing e-mails using anonymous servers or compromised machines. 

These e-mails contain different types of content (depending on a phisher’s selected method), 

but they all include some form of a hyperlink that a victim is supposed to click. In the last step, 

the website redirects the victim d to a webpage where he/she is required to fill in personal 

details. This fake website usually contains input forms requesting details like credit card or 

social security numbers. If a victim shares these details, their information will be directly 

transferred to the phishing offender. The phishing offender can now abuse these data to steal 

money or services (Clayton, 2007).  

The most common way for a phisher to abuse these details is by breaching the authentication 

protocol that is in place to guarantee a safe method for customers to log in to online services 

(Clayton, 2007: p.83). In its most simplified form, the authentication protocol that is used for 

an online session with an organisation is for the customer to supply a login name and secret 

password to that organisation. If a phisher can obtain a customer’s details, he/she could then 

masquerade as the customer to log into their accounts (Clayton, 2007). This process could the-

oretically be repeated an unlimited amount of times until the customer changes the password or 

the account is frozen by the bank (Clayton, 2007).  

This research, and therefore this theoretical framework, will focus on the second step of this 

three-step process. It will focus on the content of different kinds of phishing e-mails. More 

specifically, this research will look into how social psychology plays a role in the content of 

these e-mails. To be able to conduct such an analysis, a body of knowledge will be discussed 

that consists of victim-based theory and offender-based theory. It is necessary to examine both 

perspectives as they affect each other to quite a significant extent. The insights that will be 

gained from this body of knowledge will then be used to develop indicators that are used to 

conduct the qualitative content analysis that should provide the answers to the research ques-

tion. 

2.1: Victim-based theory 

To be able to understand why phishing offenders choose a specific method, it is of importance 

to understand what makes victims vulnerable. What factors increase the chance of people 
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complying with the requests of a phishing offender? Two elements need to be discussed to be 

able to answer that question. The first is the cognitive process that underlies the decision-mak-

ing process, and more importantly the way that process can be manipulated. The second element 

is the lack of technical knowledge and the effect this has on the online behaviour of victims. 

2.1.1: Central and peripheral routes to persuasion 

People’s brains do not always operate at their full processing capacity (Petty & Hinsenkamp, 

2017). It would be impossible for someone to assess every single piece of information they 

receive with great detail. If people pondered about every single decision they make on a daily 

basis, they would not get much done. To be able to cope with the enormous amount of infor-

mation that they encounter, people make use of decision-making shortcuts. These rule-of-thumb 

strategies allow people to function without always having to think about what to do next. These 

shortcuts are called heuristics, and they decrease the decision-making time, allowing an indi-

vidual more time to process complex pieces of information (Petty & Hinsenkamp, 2017: p.2). 

This difference between relatively high degrees of thinking and relatively little thought has 

consequences for the way in which information is received and its persuasive impact (Petty & 

Hinsenkamp, 2017: p.3). 

Persuasion that relies on relatively high degrees of thinking is described as the central route to 

persuasion (Rusch, 1999). The concept of the central route to persuasion is built on the idea that 

changes in attitude are the result of a person’s careful consideration of information (Petty & 

Cacioppo, 1986; Rusch, 1999). People tend to think deeply about subjects when they are moti-

vated to learn more about a topic, or when they are already relatively knowledgeable regarding 

a certain topic (Petty & Hinsenkamp, 2017). The success of the central route to persuasion 

therefore relies on systemic and logical arguments (Rusch, 1999). But this process of deep 

thinking is not enough to achieve compliance. This process only leads to persuasion when the 

arguments, that are used to force individuals to think deeply, trigger favourable emotions (Petty 

& Hinsenkamp, 2017:). If the arguments that are made in the message are compelling enough, 

favourable thoughts will be evoked that will increase the chances of compliance (Petty & Cac-

cioppo, 1986; Rusch, 1999). In contrast, if the arguments are deemed  too weak to be convinc-

ing, chances of compliance decrease (Petty & Caccioppo, 1986). This is why Rusch (1999) 

argues that the central route to persuasion is not the most effective way for social engineers to 

achieve compliance. Social engineers rely on deceit, they aim to achieve compliance by mis-

leading their victims. They do not want to target highly knowledgeable victims that will process 

information with great detail as it would decrease their chances of success. 
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The peripheral route to persuasion seems more suitable for phishing offenders and social engi-

neers in general. The offender that applies this route to persuasion aims to bypass logical 

argument and aims to achieve compliance from other individuals through relatively little think-

ing  (Rusch, 1999). To avoid a process of deep thought and to evoke a process of relatively little 

thinking, social engineers aim to trigger decision-making heuristics. Such heuristics develop 

from a young age, and they are triggered when we encounter a phenomenon we experience as 

highly familiar. Trusting an authoritative figure is an example of such a decision-making 

shortcut. From a young age we have been conditioned to trust authoritty, and far more often 

than not it has brought us practical advantages to follow that social rule (Cialdini, 2009). This 

idea remains unchanged as we grow older and it slowly evolves into a mental shortcut that is 

applied whenever we deal with authority. Whenever we encounter an authoritative figure, there 

is a high probability that our first reaction is to assume that whatever they say is correct and 

that it will be to our advantage if we comply with their requests (Cialdini, 2009). 

But there is a dangerous consequence that stems from this process. When the authority heuristic 

is activated for example, the decisions made by authority figures are hardly questioned. The 

possibility arises that when a clear error is made, nobody lower in the hierarchy will question it 

(Cialdini, 2009). This is what makes victims vulnerable. Heuristics are such a trusted mecha-

nism in the decision making process, that the decisions that result from these heuristics are 

hardly challenged. Phishing offenders aim to exploit these dangerous side-effects of heuristics. 

An effective way to trigger these mental shortcuts is by evoking strong emotions in their targets. 

These strong emotions meddle with a victim’s ability to call on his or her capacity for logical 

thinking, acting as a barrier to the process of deep thinking (Rusch, 1999).  

2.1.2: A lack of technical knowledge 

A second factor that contributes to the vulnerability of Internet users is the lack of technical 

knowledge regarding the Internet. According to Dhamija, Tygar and Hearst (2006: p.2): ‘Many 

users lack the underlying knowledge of how operating systems, applications, email and the web 

work and how to distinguish among these’. Generally speaking, users are aware that there are 

risks that have to be taken into account when the Internet is used and that it is necessary to 

protect their computer from certain problems like malware (Downs, Holbrook, & Cranor, 2006: 

p.10). However, they appear to be less aware of social engineering attacks that are aimed at 

obtaining information directly from them (Downs, Holbrook & Cranor, 2006: p.10).  
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Several cues can be used to determine if an e-mail or website is trustworthy, but  Internet users 

very often misinterpret them. An example of this is the presence of a lock icon in a browser’s 

chrome. A lock icon implies that the data that is passed between the browser and the server 

remains private. A website is then regarded to be SSL (Secure Sockets Layer) protected (Wag-

ner & Scheijer, 1996). A phishing website will not have a lock icon in the browser’s chrome, 

as the people behind that website will not have been able to obtain the SSL certificate that is 

needed for that to be possible. Users are often unaware that a site is only SSL protected if the 

lock icon is situated in the chrome of a browser. Many users believe that merely the presence 

of a lock icon somewhere on the webpage implies that the website is safe (Downs, Holbrook & 

Cranor, 2006).  

A similar conclusion was drawn by Dhamija, Tygar and Hearst (2006) who found that a large 

percentage of the participants in their research, incorrectly judged web pages based on the con-

tent and how professional it looked, not taking into account that web pages can easily be copied. 

Their study showed that even when users expect certain cues, many of them cannot differentiate 

between a real and fake website (Dhamija, Tygar, & Hearst (2006: p.10). This lack of technical 

knowledge provides phishers with opportunities to trick people into handing over their personal 

details. 

2.2: Offender-based theory 

So how do phishing offenders aim to exploit these vulnerabilities? This part of the theoretical 

framework will discuss some of  the different methods phishing offenders can apply to achieve 

that goal. The methods that will be discussed all have their origins in the field of social psy-

chology but have been applied in other fields also. A small distinction will be made between 

methods that rely on visual deception and methods that consist of the use of social psychological 

principles.  

2.2.1: Visual deception 

Phishing offenders aim to give victims a false sense of security. One way they aim to do so is 

by designing their e-mails or websites to be similar to authentic e-mails or websites. According 

to Dhamija, Tygar & Hearst (2006) phishing offenders use visual tricks to mimic legitimate 

text, images and windows. According to the authors there are three different kinds of visual 

deception that are applied to mislead potential victims (Dhamija, Tygat & Hearst, 2006: p.4). 

1: Visually deceptive text 

The first method to apply visual deception relies on text to deceive victims. Text is often used 
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in a deceptive way by obfuscating a URL or e-mail address. With this method, phishing of-

fenders deliberately obfuscate the URL that leads to the phishing website. According to 

Garera et al. (2007) there are four different ways to do so: 

Type 1: Obfuscating the Host with an IP address. 

‘In this form of attack the URL’s hostname is replaced with an IP address, and usually the 

organization being phished is placed in the path’ (Garera et al., 2007: p.1). 

Type 2: Obfuscating the Host with another Domain. 

‘In this form of attack the URL’s host contains a valid looking domain name, and the path 

contains the organization being phished. This form of attack usually tries to imitate URLs 

containing a redirect so as to make it appear valid’ (Garera et al., 2007: p.1) 

Type 3: Obfuscating with large host names. 

‘This form of attack has the organization being phished in the host but appends a large string 

of words and domains after the host name’ (Garera et al., 2007: p.1) 

Type 4: Domain unknown or misspelled. 

‘Here there is no apparent relationship to the organization being phished or the domain name 

is misspelled’ (Garera et al., 2007: p.1). 

Figure 1 provides four different examples of obfuscation methods. These obfuscation types will 

also be used in the content analysis that will be applied to the set of phishing e-mails. Phishing 

offenders mainly obfuscate URL’s to evade antispam filters (Patil, 2010). A spam filter is a 

filtering solution that is applied to an e-mail system which uses a set of mechanisms to assess 

what messages are potentially harmful (spam) and which messages are not (Anslinger, 2013). 

If such a filter is evaded, there is an increased chance of their potential victim opening the 

phishing e-mail and reading it.  
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Type  Example 

1 http://210.80.154.30/~test3/.signin.ebay.com/ebayisapidllsignin.html 

http://0xd3.0xe9.0x27.0x91:8080/.www.paypal.com/uk/login.html II 

 

2 http://21photo.cn/https://cgi3.ca.ebay.com/eBayISAPI.dllSignIn.php http://2-

mad.com/hsbc.co.uk/index.html III 

3 http://www.volksbank.de.custsupportref1007.dllconf.info/r1/vm/ http://spar-

kasse.de.redirector.webservices.aktuell.lasord.info IV 

4 http://www.wamuweb.com/IdentityManagement/ http://mujweb.cz/Ces-

tovani/iom3/SignIn.html?r=7785 

Fig 1: Commonly Used URL Obfuscation techniques (Garera et al., 2007: p.1). 

When a spam filter is not able to block an e-mail, it could lead to the victim creating a a false 

sense of security. As stated earlier, people often lack the underlying knowledge of how the 

technology works, and they are often unaware that carefully constructed phishing e-mails can 

sometimes slip through the spam filter and end up in a regular mailbox (Dhamija, Tygar, & 

Hearst, 2006: p.2). The people that are unaware of this might believe the phishing e-mail to be 

legitimate when it has not been blocked by the spam filter. In addition to this, ‘some users do 

not understand the meaning or syntax of domain names and cannot distinguish legitimate versus 

fraudulent URLs’ (Dhamija, Tygat & Hearst, 2006: p.2). A type 1 URL obfuscation might lead 

people to believe that the URL belongs to the company because it has the company’s name in 

it (Dhamija, Tygat & Hearst, 2006). If a victim believes that a URL is legitimate, this could 

potentially lead to the activation of a ‘trust-heuristic’ which guides victims to the peripheral 

route of thought (Cummings, 2014).  

A second way to use text as a deceptive tool is by creating hyperlinks that are not  obfuscated 

but consist of simple words like Log in here or Activate your account here. These hyperlinks 

are in sync with the rest of the content, to increase the chance of compliance. So when a phishing 

e-mail contains information regarding a new password, it makes sense to add a hyperlink that 

says log in here. Almost every phishing e-mail consists of an example of deceptive text as the 

victim has to click a hyperlink to either be directed to a phishing website or to have malware 

installed on their computer.  
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2: Images masking underlying text 

To avoid the danger of someone noticing the obfuscated URL, phishers can also use an image 

of a legitimate hyperlink. When clicked this image redirects the user to the phishing website 

(Dhamija, Tygar & Hearst, 2006). Figure 2 provides an example of this kind of visual deception. 

As you can see, the victim is expected to press the blue confirm my account image, which is 

also used in legitimate PayPal e-mails. In reality the blue button will redirect the user to a fake 

website as there is a malignant hyperlink underlying the image. 

 

Fig 2: An example of  an image masking underlying text. Obtained from: https://opgel-

icht.avrotros.nl/alerts/item/let-op-valse-e-mail-paypal-bevestig-uw-account/ 

 

3: Windows masking underlying windows: 

A third technique to apply visual deception is to place an illegitimate browser window on top 

of, or next to , a legitimate window. If they look alike, users may wrongfully think that they 

belong to the same source. This is especially a problem for users who make use of browsers 

that allow pop-ups without notification (Dhamija, Tygat & Hearst, 2006: p.4). Without a noti-

fication the illegitimate website could just pop-up without the user even noticing. And if the 

https://opgelicht.avrotros.nl/alerts/item/let-op-valse-e-mail-paypal-bevestig-uw-account/
https://opgelicht.avrotros.nl/alerts/item/let-op-valse-e-mail-paypal-bevestig-uw-account/
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illegitimate website is designed to look authentic, the user could quite easily come to believe 

that he/she is using the legitimate website. 

2.2.2: Social psychological principles 

A second  way to effectively abuse the vulnerabilities of Internet uses, is the use of social psy-

chological principles. Following elements of the framework provided by Ferreira, Coventry and 

Lenzini (2015), two schools of thought regarding the use of social psychology in social engi-

neering will be discussed: (1) Cialdini’s (2009) theory on the principles of persuasion and (2) 

Stajano and Wilson’s (2011) principles for systems security. Some of the different principles 

that will be discussed rely on the same psychological mechanisms to achieve compliance. The 

aim will be to merge the principles that share similar characteristics. In contrast to Ferreira, 

Coventry and Lenzini (2015) all these decisions will be substantiated. In addition to that, it will 

also be explained why some of the principles that were merged by Ferreira, Coventry and Len-

zini (2015) have been treated as separate principles in this research. 

Cialdini constructed six principles of persuasion that can be used to persuade somebody to 

comply with a request. In line with the argument made by Rusch (1999) and Petty and Hin-

senkamp (2017), he discusses the idea that we have pre-programmed heuristics we rely on to 

process information, that can be used to dupe us into using them at the wrong time (Cialdini, 

2009). Stajano and Wilson (2011) discuss the idea that many attacks on computer systems result 

from the fact that security engineers do not understand the psychology of the system users they 

aim to protect. By studying several kinds of scams and ‘short cons’ they have developed a set 

of general principles about the behavioural patterns of victims and discuss how these principles 

are by offenders (Stajano & Wilson, 2011). 

2.2.2.1: The principle of authority 

The first of these six principles is the Principle of Authority (Cialdini, 2009). This principle 

comes down to the idea that people are more inclined to comply with requests of authoritative 

figures. People who are lower in the organisational hierarchy are often unable to make im-

portant decisions, which leads to them transferring the decision to someone they believe is in 

charge (Cialdini, 2009). The effect of authority on the decision-making process was studied in 

Stanley Milgram’s (1963) shock experiment and the replications of that study (Blass, 1999). 

Milgram found that 26 of the 40 test-subjects that were part of his study, did not hesitate to 

deliver lethal doses of electric shocks to another human test-subject when they were instructed 

to do so by a man they genuinely believed to have legitimate authority (Bullée et al., 2017: p.4). 
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As we are conditioned to comply with authority, people often comply without questioning. 

Even if the assessment made by an authoritative figure is apparently wrong, the request still 

very often remains unchallenged (Davis & Cohen, 1981).  

Stajano & Wilson (2011) also discuss the existence of an authority heuristic. They also support 

Cialdini’s claim that the authority heuristic can be abused to persuade victims to comply with 

a request. They describe this mechanism as The Social Compliance Principle. In line with the 

argument made by Cialdini, they claim that the central psychological insight that should be 

taken from this principle is the idea that it is difficult for a random actor to force someone else 

to behave in the way he/she desires. Why would they listen to someone they do not know? It is 

much easier for an offender to achieve that goal by letting the victim ‘behave accordingly to an 

already-established pattern, namely that of obeying a recognized authority’ (Stajano & Wilson, 

2011: p.12). Based on the abovementioned arguments, both principles rely on the same psycho-

logical mechanism to achieve compliance. These principles will therefore be merged into one 

authority principle. 

The goal of the social engineer is to trigger this heuristic, to use it to guide the victim to the 

peripheral route of thought. Cialdini (2009) argues that three symbols of authority exist that can 

be used to evoke this heuristic. Of these three symbols (titles, clothes and luxury products), the 

use of titles is the only symbol that is used online. Research done by Hofling, Brotzman, Dal-

rymple, Graves, and Pierce (1966) found that 95% of their test-subjects complied with a bla-

tantly incorrect request when they believed someone with an official title made the request. 

Phishing offenders make use of this by adding titles to their phishing emails. For example, that 

of a CEO (Stajano & Wilson, 2011).  

2.2.2.2: The principle of conformity 

The second principle is the Principle of Conformity. This principle is based on the idea that we 

determine what is correct by finding out what other people think is right (Cialdini, 2009). When 

we are unsure about our decisions, we look at other people for confirmation (Smith & Fuller, 

1972). If a group of people act in a certain way, we often believe it to be the correct way to 

behave and are therefore more likely to follow that behaviour (Cialdini, 2009). Again, there is 

logic to this way of thinking. We are conditioned to abide by (social) rules, which is why it 

rarely occurs that people choose not to abide by them. Mimicking the behaviour of others will 

therefore generally allow us to make fewer mistakes and enjoy more advantages than when we 

would not follow these social rules (Cialdini, 2009; Bandura, Grusec & Menlove, 1967). 
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Stajano & Wilson (2011: p.13) share the idea that people tend to look at others to decide what 

actions to take. They describe this as The Herd principle. From a security perspective, this 

implies that people tend to let their guard down when they believe that the people around them 

appear to share the same risks. When somebody receives a request, they will feel safer when 

they think that others close to them have already complied with the same request and have not 

gotten into trouble (Stajano & Wilson, 2011: p.13-14). So, like Cialdini (2009), Stajano & Wil-

son (2011) argue that decision-making is influenced by the behaviour of others around the de-

cision-maker. Both principles rely on the same psychological mechanism to persuade victims 

and will be merged into one conformity principle. 

Like all principles that will be discussed, the Principle of Conformity can be manipulated to 

achieve more malignant goals. As stated, social engineers make use of this principle in their 

attacks by emphasising that other people have already complied with their request. An example 

could be an e-mail to an employee stating that a system check is being conducted throughout 

the company. This is done because a dangerous virus has been doing the rounds. It is then 

emphasised that his or her colleagues have already provided the offender with the necessary 

information and that the victim needs to send in his or her details so their computer can be 

checked. Stating that others have already complied with the request achieves a few goals. The 

first is that the conformity heuristic is activated, as the victim believes that the people around 

him have already complied. The victim does not want to be the only employee who refuses to 

give up information. Refusing to follow social rules could lead to negative social consequences. 

Secondly, none of the colleagues will have mentioned that something went wrong during the 

system check, which may give the victim a false sense of security. Thirdly, the e-mail evokes a 

sense of urgency. Fear, in this example resulting from the possibility of a virus, has the potential 

to affect the decision-making process (Hastings, Stead & Webb, 2004). When fear comes into 

play, a victim is far more likely to follow the peripheral route of thought. This leads to an 

increased chance of compliance with the offender’s request.  

2.2.2.3: The principle of reciprocity 

Thirdly, the Principle of Reciprocity. This principle refers to the idea that people feel obliged 

to try to repay, in kind, what another person has provided them (Cialdini, 2009). As with most 

of the principles that are discussed in this theoretical framework, we have been conditioned 

from a young age to follow this principle. Each of us has been taught to follow this rule, and 

everybody knows the social sanctions applied to anyone who does not  (Cialdini, 2009). The 

labels we assign to someone who does not adhere to this rule are mostly negative (Cialdini, 
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2009). Because people tend to dislike people who only take but don’t try to give back , they 

will often try not to be seen as such a person (Cialdini, 2009; Regan, 1971). This principle has 

the potential to produce an affirmative answer to a request that, except for the existing feeling 

of indebtedness, probably would have been refused (Cialdini, 2009). It is the feeling of 

indebtedness that is of great importance in this process.  

This feeling of indebtedness even remains when a stranger does us a favour we have not asked 

for (Cialdini, 2009). This provides the phishing offender with the possibility to do the victim a 

favour (or act as if he has done the victim a favour) and still being able to create a feeling of 

indebtedness within the victim. A second interesting feature is that it can trigger unfair ex-

changes, another feature phishing offenders use. A favour of small size can contribute to the 

idea that one should agree to a larger return favour (Regan, 1971). Phishers can do the victim a 

small favour and could still try to ask for a bigger request in return, without their chances of 

success diminishing. A third method that can be used by phishing offenders is called the rejec-

tion-then-retreat technique (Cialdini, 2009). To increase their chances of compliance, phishing 

offenders could make a substantial request, that will probably be turned down. After that re-

fusal, phishers could ask for the smaller favour they initially wanted to be fulfilled. This trick 

often works as the rule of reciprocity also applies to concessions (Cialdini, 2009). The smaller 

request is seen as a concession made by the phisher, which leads to the victim feeling obligated 

also to do a concession and comply with the smaller request (Cialdini, Vincent, Lewis, Catalan, 

Wheeler, & Darby 1975). 

2.2.2.4: The principle of commitment and consistency 

The fourth principle is the Principle of Commitment and Consistency. It consists of the idea 

that when an actor makes a promise or adhesion, they are more likely to stick to that cause. 

People tend to do so because consistency is valued and adaptive in most circumstances, while 

inconsistency is seen as a negative personality trait (Cialdini, 2009). There is logic to this, as 

consistency provides people with a certain sense of security. A society where nobody would 

keep their promises would quickly fall into chaos (Cialdini, 2009). People rely on others to act 

consistently and others expect them to do the same. By doing so, people minimise the chance 

of social sanctions. But because it is usually in our best interest to be consistent, the consistency 

heuristic is easily activated (Cialdini, 2009). This tendency to act consistently is even strong 

enough to make us do things we would not do in a typical situation. Moriarty (1975) found that 

when people can make others commit to a request, they are far more likely to comply than when 
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an actor would just request something without any form of prior commitment. This is even 

applicable to a potentially dangerous request (Moriarty, 1975). 

Phishing offenders have a few methods to activate the consistency heuristic and to make victims 

do something they usually would not. As shown by Moriarty (1975) an effective way to do so 

is by getting the victim to commit. After the victim has made such a commitment, the chance 

of compliance will increase (Sherman, 1980). An effective way to abuse the power of 

commitment is the so-called foot-in-the-door technique, which consists of the idea that one can 

achieve compliance with a large request by starting with a little request (Cialdini, 2009). The 

theory behind this is that even a small request has the potential to affect a victim’s self-image 

in a way that he/she is more likely to comply with a request. As Freedman and Fraser (1966: 

p.201) put it: 

‘What may occur is a change in the person’s feelings about getting involved or taking action. 

Once he has agreed to a request, his attitude may change, he may become, in his own eyes, the 

kind of person who does this sort of thing, who agrees to requests made by strangers, who takes 

action on things he believes in, who cooperates with good causes.’ 

The study done by Freedman and Fraser (1966) proves that people should be cautious about 

agreeing to even the smallest request. It can lead to them agreeing to much larger requests, and 

even with a variety of large requests that are only remotely connected to the earlier requests 

(Cialdini, 2009). This is why phishers are so keen to persuade a victim to make a commitment. 

In addition to this, a written commitment has even more persuasive power than just a verbal 

commitment. When a commitment is written down the individual can no longer deny its 

existence. It is in writing, and as people feel the tendency to act consistent with their choices, 

people can be relatively easily persuaded to follow up on the commitment (Cialdini, 2009). A 

second contributing factor to the persuasive power of a written commitment comes from the 

fact that it can be shown to other people. Even more than being consistent with oneself, people 

do not want to appear inconsistent in the eyes of another person (Cialdini, 2009). 

2.2.2.5: The principle of liking 

The fifth persuasive principle is the principle of liking. It is a pretty straightforward principle 

in the sense that few people would be surprised that people prefer to comply with a request 

made by someone they know and like (Cialdini, 2009). But what factors cause one person to 

like another person? Cialdini (2009) defines these factors as ‘halo effects’. ‘A halo effect occurs 

when one positive characteristic of a person dominates the way that person is viewed by others’ 
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(Cialdini, 2009). One of these characteristics is psychical attractiveness. Several studies found 

that people often favour good-looking people without even realizing it themselves (Efran & 

Patterson, 1976). Phishing offenders do not have much options to make use of this halo-effect, 

although examples do exist of phishing offenders adding a picture to their e-mail attacks. Sim-

ilarity is another factor that can make people like one another. People seem to comply more 

often with people who share personal traits (Locke & Horowitz, 1990). A third method is to 

make someone compliments. An interesting observation about compliments is that they do not 

have to be accurate. Compliments produce just as much liking for the person who makes the 

compliment when they are true as when they are untrue (Drachman & Insko, 1978). Especially 

this last halo-effect can be used by phishing offenders to achieve compliance, as it is fairly easy 

to add a compliment to a phishing e-mail. 

2.2.2.6: The principle of scarcity 

Cialdini’s final principle of persuasion is the principle of scarcity. This principle encompasses 

the idea that opportunities seem more valuable to people when their availability is limited 

(Cialdini, 2009). The idea that one can potentially miss out on something plays a significant 

role in human decision making (Cialdini, 2009). The power of this principle relies on two dif-

ferent factors. The first is the positive association people have with scarcity. A lot of people 

seem to think that if something is scarce, it must be of high quality. If a product has been sold  

often, making the product scarce, it must be worth it. Scarcity is used as an easy method to 

assess the quality of a product (Cialdini, 2009). The existence of a ‘scarcity heuristic’ results 

from that, as by following the scarcity principle we are usually and efficiently right about a 

product or service (Cialdini, 2009).  

The second factor that explains the power of scarcity is the effect of the loss of freedoms. Ac-

cording to Brehm and Brehm (2013 as cited in Cialdini, 2009) whenever free choice is limited 

or threatened, our need to retain our freedoms makes us want them (as well as the goods and 

services associated with them) significantly more than before. So when scarcity comes into play 

and interferes with our prior access to an item or service, we will react by wanting and trying 

to possess the product or service more than we did before (Brehm & Brehm, 2013 as cited in 

Cialdini, 2009).  

These factors leave room for exploitation by phishing offenders. An effective way for phishers 

to activate the scarcity heuristic is by creating newly experienced scarcity with their victims. 

Worchel, Lee and Adewole (1975) found that a drop from abundance to scarcity produced a 
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more positive reaction to a product than constant scarcity did (Cialdini, 2009). In other words, 

a product becomes more attractive when the availability of said product decreases significantly. 

Phishing offenders could make use of this information through e-mail communication in which 

they offer a widely available product and follow that up by sending an e-mail that notifies the 

victim that the product is now almost sold out. The strength of this approach comes from the 

fact that it also makes use of a second technique to use the principle of scarcity. By claiming 

that the product is almost sold out they have created an idea of social demand (Cialdini, 2009).  

Research has proven that social demand strongly affects how much people want to possess a 

particular product (Worchel, Lee & Adewole, 1975).  

2.2.2.7: The need and greed principle 

Stajano & Wilson (2011) argue that a person’s needs and desires make them vulnerable. In their 

extensive research on different kinds of scams, they found that it was often these two driving 

factors that would cause people to fall for a scam. They defined this as the Need and Greed 

Principle, referring to the entire spectrum of human needs and desires that could explain some-

one’s rationale for decision making (Stajano & Wilson, 2011: p.17-18. Seuntjens (2016) found 

that greed is related to less self-control and more impulsive behaviour. The need for a product 

or service can put people in a vulnerable position when they are dependent on someone else to 

be able to obtain that product or service. Phishing offenders can abuse this principle in several 

ways, but it would be most effective in combination with the Principle of Scarcity. Scarcity 

exacerbates the longing for a  particular product or service. An observation phishers could use 

to their advantage. 

In contrast to Ferreira, Coventry and Lenzini (2015), this research will treat the Need and Greed 

Principle as a separate principle. Although some of its elements can be paired with aspects from 

other principles, the Need and Greed Principle seems to be more of a general principle that can 

account for observations that cannot be explained by Cialdini’s more detailed principles. For 

example, the Principle of Scarcity could potentially trigger a feeling of greed, but the Need and 

Greed Principle is broader than that. A product does not have to be scarce for it to trigger a 

feeling of greed. The offer of a free product can still trigger such a feeling, even when the 

product is not scarce. 

2.2.2.8: The Distraction principle 

The distraction principle comes down to the idea that people tend to focus on whatever retains 

their interest, which leaves room for phishers or other social engineers to do something to them 
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with a smaller chance of victims noticing (Stajano & Wilson, 2011). This principle more or less 

exists within every aforementioned principle. Every principle aims to guide their victims to the 

peripheral route of thought, by distracting them from what is really the offender’s goal: to obtain 

personal information. They do so by creating a situation that is likely to interest a victim. An e-

mail regarding a virus or the opportunity to win a prize is highly likely to trigger our interest. 

While Cialdini’s principles of influence focus on concrete ways to distract a victim, Stajano 

and Wilson (2011) discuss the distraction principle as a more general phenomenon.  

Following Stajano & Wilson (2011), this principle will be used as a more general principle that 

can account for certain words, sentences, paragraphs or images that cannot be explained by 

Cialdini’s principles of influence but do rely on some form of distraction to achieve compliance. 

As mentioned earlier, the offer of a scarce product is a method of distraction that falls into 

Cialdini’s principles. But the threat of a virus, does not really fall into any of these rather spe-

cific principles. It is therefore necessary to have a more general principle that can account for 

the elements that cannot be explained by Cialdini’s theory. 

2.2.2.9: The Time principle 

The idea behind the Time Principle is that when victims are under time pressure to make an 

important decision, they use a different decision-strategy (Stajano & Wilson, 2011). This deci-

sion-making strategy is known as the peripheral route of thought and it is the at the heart of all 

principles that are discussed in this research. Although the effect of some of Cialdini’s princi-

ples can be exacerbated by applying time pressure, none of them solely rely on time pressure 

except the principle of Scarcity. Again, Stajano & Wilson (2011) discuss this in a general way 

to account for every instance where time pressure is used to persuade a victim to comply. For 

example, claiming that a product is scarce evokes a sense of time pressure. But there are far 

more general examples that cannot be explained by Cialdini’s (2009) theory. An account that 

will be deleted if someone does not change their details within a certain amount of time, cannot 

be explained by Cialdini’s principles. So, like the Distraction principle, the time principle will 

be used to account for words, sentences, paragraphs or images that cannot be explained by 

Cialdini’s principles of influence. 

2.2.2.10: The Deception principle 

The deception principle encompasses the idea that things and people are not always what they 

seem (Stajano & Wilson, 2011) Social engineers aim to deceive you into believing something 

that is not true. Deception defines phishing, as people masquerade as a trustworthy third party. 
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The entire goal of phishing is to make victims believe that offenders are someone they are not. 

Deception is at the core of every principle discussed earlier. They all aim to create a fake situ-

ation that is constructed in such a way that the victim believes it to be true. Whether that be an 

angry CEO that wants his money transferred as soon as possible, or the tax-man who is request-

ing a tax form.  

Like the two aforementioned principles, this is a more general principle that can account for the 

words, sentences, paragraphs and images that cannot be explained by the more specific princi-

ples discussed earlier. For example, offenders often masquerade as an employee from the IT-

department. This is different from the Principle of Authority because the IT-employee is not 

necessarily someone with authority. It is also different from the Distraction Principle, because 

this principle purely focusses on the people behind the scam. Who are they masquerading as? 

2.2.2.11: The dishonesty principle 

Stajano & Wilson’s (2011) principle of dishonesty comprises of the idea that when a victim has 

agreed to do something illegal, it will be much harder for him or her to go to the police whenever 

they found out they have been scammed. When the victim was in some way elicit to illegal 

actions, he or she will have strong incentives not to report the crime. These incentinves build in 

some security safeguards for the offender, which puts him or her in a favourable position (Sta-

jano & Wilson, 2011: p.14-15). The mention of some illegal action should therefore immedi-

ately trigger a warning sign with the victim that something is wrong. By evoking emotions that 

meddle with the ability for deep thinking, phishers aim to make victims ignore these warning 

signs. The Dishonesty Principle is not  a tactic that can be applied to achieve compliance, it is 

more an explanation as to why victims would not report a scam. The reason as to why a victim 

would willingly agree to take part in something illegal is actually fuelled by other principles 

like the Need and Greed Principle. This principle will therefore not be included in the analysis.  
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Chapter 3: Methods 

The previous chapters provided the relevance of this study and a theoretical framework that can 

be used to analyse the data that is necessary to answer the research question. This chapter will 

address the way in which this analysis will be conducted. This chapter will explain how the 

abstract world of theories and the empirical world will be connected. Secondly, it will allow for 

a discussion regarding the quality of this research. ‘Quality in research is dependent on honest 

and forthright investigations’ (Marshall, 1990). It is necessary to look for alternative explana-

tions and to be self-critical about the way research is conducted (Whittemore, Chase & Mandle, 

2001). Every research has to deal with biases and certain threats to validity. All methods have 

limitations, and all research involves multiple interpretations of data and results (Marshall, 

1990; Smith, 1990). It is of importance to discuss these factors and to take them into account 

while conducting this research. 

3.1. Research question 

How have phishing offenders applied social psychological principles in phishing e-mails with 

a subject line that was among the most clicked general subject lines of 2017-2018? 

Explanatory research implies that the research in question is intended to explain, rather than 

just describe, a studied phenomenon (Given, 2008). The research question that will be answered 

in this research can therefore be regarded to be of an explanatory nature. The aim is to study 

how theory from the field of social psychology can explain how phishers aim to achieve com-

pliance from their victims. Explanatory research can help to study a phenomenon that has not 

been studied before in-depth (Given, 2008). As stated earlier, the use of  psychological mecha-

nisms in social engineering attacks has mostly been studied from a quantitative approach. This 

explanatory research could provide a deeper understanding of how this specific attack vector is 

applied by phishing offenders (Bullée et al., 2017; Workman, 2007).  

3.2. Research design 

This study will have a multiple comparative case study research design that will be used to 

conduct a qualitative content analysis. A deductive approach will be used, in which theory is 

analysed and then applied to a certain phenomenon. This deductive approach differs from an 

inductive approach in which researchers start with observations and then formulate a theory 

towards the end of the research based on those observations (Thomas, 2006). Cialdini’s (2009) 

theory on the principles of influence, Stajano and Wilson’s (2011) theory on the principles of 

system security, and Dhamija, Tygar and Hearst’s (2006) theory on visual deception will be 
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used to analyse a set of phishing e-mails. By doing so a contextualised insight will be given 

into how theory from the field of social psychology can be used to explain a phenomenon from 

the field of cybersecurity.  

According to Yin (2003 as cited in Baxter & Jack, 2008: p.545) a case study should be consid-

ered when the focus of the research is to answer ‘how’ and ‘why’ questions. A case study offers 

the opportunity to apply those questions to a specific phenomenon within its context. A distinc-

tion can be made between several kinds of case studies varying from explanatory case studies 

to multiple case studies (Baxter & Jack, 2008). A multiple case study allows researchers to 

explore the differences within and between different kind of phishing attacks (Baxter & Jack, 

2008). This method is selected to be able to study certain expectations that resulted from the 

body of knowledge. From the quantitative studies on this topic, we know that social psycholog-

ical principles are applied in phishing attacks. However, it is still quite unclear as to how these 

attacks are conducted. How and when are certain principles combined for example? The expec-

tation is that the use of social psychological principles differs per phishing category (Subchapter 

3.5). 

For this research, comparisons will be drawn to see how and in what different ways phishing 

offenders employ social psychology across different types of phishing categories (Yin, 2003 as 

cited in Baxter & Jack, 2008). The expectation is that the analysis will lead to ‘contrasting 

results but for predictable reasons (a theoretical replication)’ (Yin, 2003: p.47). This expectation 

results from the literature in the theoretical framework that discusses the idea that phishers aim 

to evoke different kinds of emotions, that are triggered by different psychological principles. 

The analysis of varying phishing categories will therefore likely lead to varying results. 

Limitations of a multiple case study design include the fact that it can be costly and time- 

consuming to study multiple cases (Baxter & Jack, 2008: p.550). This research has aimed to 

strategically select the cases to deal with these limitations in an effective way (Flyvbjerg, 2006). 

The purpose of this multiple case study is to ‘generate background material to a discussion 

about a concrete problem’ (Solberg, Soilen & Huber, 2006 as cited in Gustaffson, 2017: p.5). 

The information that will be generated from this research can contribute to the development of 

practical recommendations that can be used when discussing this issue.  

A few potential issues regarding the research design need further elaboration. The first is the 

transparency of this research: the principle that every scientist should make the essential ele-

ments of their work available and visible to other scholars (Moravcsik, 2014: p.48). There are 
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three dimensions to the concept of transparency that will be dealt with separately. The first is 

the transparency of data, which comes down to the question if readers have access to the evi-

dence or data that is used to answer the research question (Moravcsik, 2014: p.48). The data 

that will be analysed is taken from online databases, from companies that have been targeted 

by phishers, and from organisations that aim to combat phishing. Everybody with a working 

internet connection can access this data. None of the data that will be used for this research is 

classified which should guarantee an adequate level of data transparency.  

The second aspect of transparency relates to the analytical process. Analytic transparency al-

lows readers access to information about how the data is analysed. It provides readers with a 

better understanding of how a researcher is able to make certain claims about the data (Mora-

vcsik, 2014: p.48). Every research has to deal with biases and threats to validity. This is why 

an account has to be provided of the basis on which a particular conclusion is reached (Mora-

vcsik, 2014: p.49). The discussed body of knowledge and the indicators that followed from that 

will allow us to do so. By applying theory-based indicators to the data, results from the analysis 

will be directly linked to theory to ensure an adequate level of analytic transparency. For the 

results from the analysis that cannot be explained by the theory that was discussed in the body 

of the knowledge, alternative explanations will be sought that are also supported by literature. 

Thirdly, production transparency. This element of  research looks into ‘the methods by which 

particular bodies of cited evidence, arguments and methods were selected from among the full 

body of possible choices’ (Moravcsik. 2014: p.48). The measures, cases and sources that are 

selected in a particular research are only a small amount of the data that could be of importance 

to the study (Moravcsik, 2014: p.49). The danger of selection bias comes into play here. 

Selection bias is a general problem in qualitative studies, as cases are often hand-picked instead 

of using datasets (Moravcsik, 2014: p.49). The same goes for this particular research. A set of 

selection criteria have been developed to account for the choices made relating to the selection 

of cases. These criteria address how the cases that are analysed in this research have been 

selected. However, this does not take away the fact that there is a substantial amount of cases 

that had also could have been selected for this research. 

Replicability is another requirement for proper research. Replicability of a research implies that 

readers should have the necessary information to conduct your research similarly. Replicability 

allows other scholars to test your findings and see if they are empirically correct. The aim is to 

make results understandable enough for readers to be able to implement the study in their own 

situation (Stake, 1995 as cited in Baxter & Jack, 2008). In other words, ‘researchers working at 
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different points in time and perhaps under different circumstances should get the same results 

when applying the same technique to the same data’ (Krippendorff, 1980: p.18). 

As a qualitative content analysis will be applied a few comments have to be made. To draw 

valid conclusion from text, it is of importance that the procedure of classification is consistent. 

‘Different people should code text in the same way’ (Weber, 1990: p.12). In some cases this is 

problematic as the meaning of a word or the definition of a category is ambiguous (Weber, 

1990). To deal with this specific issue indicators are based entirely on theory, leaving little 

room for ambiguity. A coding scheme, a coding protocol and a general protocol for content 

analysis have been developed that explain how the process of coding should take place (Stem-

ler, 2001). These actions should lead to an adequate level of stability and reproducibility (Potter 

& Levine 1999). 

3.3. Operationalization  

The next step is to determine how the different principles will be measured. This will be done 

through the construction of three operational tables that will provide an overview of the differ-

ent indicators that have been developed to be able to measure the social psychological principles 

(Appendix A). The different operationalization table consist of (1) the theory they are based on, 

(2) the concept that is central in that theory, (3) a definition of that concept, and (4) the different 

indicators that will make the concept measurable. As stated earlier, these indicators have been 

deducted from academic literature to guarantee a higher level of validity. All theories, and the 

indicators that stem from those theories, are supported by a large amount of research. This 

should contribute to a higher level of internal validity. The internal validity is of importance to 

assess if the indicators really measure what they aim to measure (Whittemore, Chase & Mandle, 

2001).  

It is of importance to mention that all elements of the different theories have been discussed in 

the theoretical framework, but not all of those elements can be applied to phishing e-mails. If 

we look at visual deception for example, it is possible to place an illegitimate browser window 

on top of, or next to, a legitimate window. This method is not applicable to a phishing e-mail. 

The principles that are not applicable to phishing e-mails will not be a part of the 

operationalization tables.  
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3.4. Unit of analysis & Unit of observation 

Unit of analysis:  Researchers who use a case study design to conduct their research often have 

the tendency to attempt to answer a question that is too broad or a topic that has too many 

objectives (Baxter & Jack, 2008). To avoid this issue, it is of importance to define what the unit 

of analysis is going to be for this research. This study aims to study how social psychology is 

used by phishing offenders to achieve compliance from their victims. The results of the analysis 

will therefore tell us about the psychological mechanisms that are (ab)used by phishers in their 

attacks. 

Unit of observation: What will be studied to be able to say something about the unit of analysis 

(i.e. phishers)? To be able to analyse what psychological mechanisms are used by offenders, a 

set of different kinds of phishing e-mails will be analysed. A content analysis of these e-mails 

should provide us with the necessary information to be able to say something about the unit of 

analysis. These e-mails can therefore be regarded as the unit of observation. 

3.5. Case sampling 

The next step is to discuss how the cases are selected. Miles and Huberman (1994: p.25) define 

a case as: ‘a phenomenon of some sort occurring in a bounded context’. The phenomenon that 

is analysed is the use of social psychological principles in the field of cybersecurity and the 

bounded context is its use in phishing e-mails. But how to decide what phishing e-mails should 

be selected for analysis? When one wants to sample in qualitative research there are two ways 

to do so. A researcher could either select a unique case or focus on a composed sample of 

different units. The latter will be applied to this research to compare the different units as ex-

plained in the subchapter about the research design of this research. 

The objective of this research is to obtain information on the use of social psychology as an 

attack vector. According to Flyvbjerg (2006: p.13), a representative case or random selection is 

not always the most effective method to obtain such information. He argues that the average 

case often does not provide a lot of data. ‘Typical or extreme cases often reveal more infor-

mation because they activate more actors and more basic mechanisms in the situation studied’ 

(Flyvbjerg, 2006: p.13). Based on this assumption, this study has selected a set of typical cases 

that should provide the necessary information to answer the research question.  
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It is essential to realize that phishing attacks occur very often, but that most attacks fail to 

achieve the goal of obtaining personal details. A significant amount of the phishing e-mails that 

are sent out end up in spam filters (Trusteer, 2009 as cited in Prince, 2009). Google for example 

claims that it uses artificial intelligence that can catch 99.9% of all spam and phishing e-mails 

(Metz, 2015). Thus, a substantial amount of phishing e-mails is not even read by potential vic-

tims. However, according to cyber security firm Trusteer (2009 as cited in Prince, 2009), the 

ones that are actually opened and read cost societies millions. It would not make sense to ana-

lyse phishing e-mails that are not even read by victims, as it would not provide any useful 

information. For that reason, the main criteria for case selection is that there is a high probability 

that the phishing e-mail was actually read by potential victims. 

KnowBe4, the world’s largest security awareness training and simulated phishing platform, re-

cently conducted a study in which they sent phishing test emails to roughly 6 million users to 

find what subject lines were most likely to be clicked by potential victims (KnowBe4, 2017; 

Sjouwerman, 2018a; Sjouwerman, 2018b) The research provided an overview of what kind of 

general subject lines were most likely to be clicked and what e-mails were most likely to be 

read. Ideally, the most successful phishing e-mails ever would have been studied in this re-

search, but there was no data to be found on the success rate of different kind of phishing at-

tacks. Thus, a concession had to be made. This is why cases were selected with a relatively high 

probability of success in comparison to the large amount of phishing e-mails that are not even 

opened. 

Unfortunately, the research conducted by KnowBe4 only goes back to 2017, which makes it 

nearly impossible for this research to include phishing e-mails from before that year. When 

comparing 2017 and 2018 the subject lines (and the e-mails that are selected based on those 

subject lines) can roughly be divided into six different categories. As mentioned earlier, the 

expectation is that the phishing e-mails (that are selected based on their subject line) aim to 

evoke different emotions and thus differ in the way social psychological principles are applied. 
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(1): Phishing e-mails that contain information on the delivery of a product: 

(2): Phishing e-mails that contain information regarding social media: 

(3): Phishing e-mails that contain information regarding holiday offers 

(4): Phishing e-mails that contain tax-related information 

(5): Phishing e-mails that contain information regarding a user’s account. 

(6): Phishing e-mails that contain information related to a user’s work environment. 

Often when companies have been the victim of a phishing attack, it proves that their security 

systems are vulnerable in some aspects. To prevent similar attacks from happening in the future, 

companies are often reluctant in sharing detailed information about the attack with the outside 

world (Richmond, 2011). In these specific cases it is difficult to retrieve the phishing e-mail 

that caused all the trouble. To deal with that the e-mails that are analysed have mostly been 

gathered from online databases like the Fraude Helpdesk, which is a Dutch database where 

consumers can send their phishing e-mails. They provided permission to use their e-mails. This 

database makes it possible to distinguish between different kinds of phishing e-mails, which is 

useful for this research for two reasons. Firstly it guarantees that the phishing e-mails have 

actually been read, otherwise it would not have been posted in the database. Secondly it assures 

that phishing e-mails can be found that correspond with the most clicked phishing e-mail gen-

eral subject lines. The e-mails that have been analysed that have not been retrieved from Fraude 

Helpdesk, have been retrieved from either companies that have had to deal with a phishing 

attack, or companies that operate in the field of cybersecurity. Before the images were down-

loaded from the various webpages, the Four Fair Use Factors were applied to assess if the im-

ages could be taken from those websites without infringing on copyright (Digital Media Law 

Project, 2018). 

It is common in qualitative research that data are based on 1 to 30 informants (Fridlund & 

Hildingh, 2000). However, more importantly the ‘the sample size should be determined on the 

basis of informational needs so that the research question can be answered with sufficient con-

fidence’ (Bengtsson, 2016: p.10). This research has selected 19 different e-mails, divided 

amongst the different categories. It was assessed that more e-mails would not provide any extra 

useful information that could help to answer the research question. 
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3.6. Methods 

This research will apply a qualitative content analysis to a set of phishing e-mails. Content 

analysis is a systematic method used to analyse textual data (Mayring, 2000). The aim of this 

method is to systematically (and in a replicable way) categorize text in order to make sense of 

it (Miles & Huberman, 1994). As mentioned, this research uses a deductive approach, so the 

categorization of text will also be deductive. ‘Deductive category application works with prior 

formulated, theoretical derived aspects of analysis, bringing them in connection with the text 

(Mayring, 2000). Researchers have to decide whether the analysis should be a manifest analysis 

or a latent analysis (Bengtsson, 2016: p.10) In a manifest analysis, the researcher analyses what 

is said in the text, and uses the words to describe the visible and obvious in the text. The re-

searchers looks at the text in a very literal way, leaving little room for additional interpretation. 

This research will conduct a latent analysis, as it leaves more room for interpretation. A latent 

analysis is useful to look into the underlying meaning of text (Bengtsson, 2016). To able to 

analyse the social psychology behind certain words, sentences, paragraphs and images it is nec-

essary to leave room for interpretation as this will not show from the literal meaning of the text 

that will be analysed. 

When applying qualitative content analysis, the focus is put on a small number of cases. The 

categorised data is interpreted through an in-depth discussion. The goal of this is to draw 

conclusions from studied data to theory, rather than to a population (Mayring, 2000). This re-

search will follow Mayring’s (2000) model on deductive content analysis (Figure 3). 

Theoretically based categories have been developed to analyse the different elements of social 

psychology that will be applied to the different cases. These categories need to be clearly de-

fined, and coding rules must be given to determine when a text passage can be coded with a 

specific indicator (Mayring, 2000). A coding protocol and coding scheme have been developed 

to address these requirements efficiently. The cases will be analysed carefully and codes (re-

lated to the different elements) will be assigned to words, sentences, paragraphs and images. 

This coding process will be conducted by using software program QDA Miner Lite, which is a 

software program specifically designed for content analysis. 
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Fig.3: Step model of deductive category application (Mayring, 2000) 

The protocol for content analysis (See Appendix B) gives an overview of the process that will 

be taken to conduct said analysis. This protocol could function as a guideline for other research-

ers who aim to replicate this study. As stated in the protocol, textual sources (based on research 

done by KnowBe4) will be download from online phishing databases like the Fraude Helpdesk. 

The findings from this analysis will be illustrated with marked words, sentences, paragraphs, 

and images and will be integrated into an in-depth discussion that will provide an answer to the 

research question. 

The coding protocol (Appendix C) gives an overview of the different codes and their corre-

sponding coding rules. These coding rules determine when a text passage can be coded with an 

indicator (Mayring, 2000). The coding scheme (see Appendix B) provides an overview of the 

different labels that have been assigned to the different codes.   
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Chapter 4: Analysis 

Prior quantitative research has found that social psychological mechanisms are applied in phish-

ing attacks. This qualitative content analysis will aim to focus on how phishers apply these 

principles. This chapter will report the findings of this analysis and will discuss what the mean-

ing is of these research outcomes. The results will be linked to elements from the body of 

knowledge to guarantee a substantiated insight into the use of social psychological principles 

in phishing attacks. 

Derived from the discussed body of knowledge, it is expected that social psychological mech-

anisms are applied differently across different attacks, depending on the kind of phishing attack 

and the method that corresponds with that attack. The different types of phishing e-mails that 

were discussed during the justification for case selection (Chapter 3.5) aim to evoke different 

kinds of emotions and therefore require the use of varying social psychological principles. The 

findings that result from this analysis will be integrated into a discussion on the question of 

whether or not this expectation was met. 

Chapter 3 provided an insight into how concepts from the theoretical framework were 

operationalized and transformed into indicators that are used to conduct this qualitative content 

analysis. To get a better understanding of how this content analysis will be conducted Figure 4 

provides an example of how these indicators have been applied to one of the cases that was 

studied in this research. All codes have different colours related to the principle they are 

grouped under. For example, all codes that belong to the Visual Deception principle (deceptive 

images and deceptive text) are grey. All e-mails have been added to Appendix E, so whenever 

the text refers to an e-mail it can be found in Appendix E.  So what can be deducted from this 

analysis? 
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Fig 4: Example of how codes were assigned to the words, sentences, paragraphs or images that make up the 

content of a studied phishing e-mail. (14) 

4.1: General observations 

Appendix D provides an overview of the total amount of times an indicator was assigned to 

certain words, sentences, paragraphs or images. Although the amount of cases that was studied 

for this research is not sufficient to make generalizing claims, this table still provides some 

interesting information. It can emphasise what principles require more attention. For example, 

the table shows that visual deception, and specifically the use of deceptive text, is the most 

common method applied by the phishers that constructed these different phishing e-mails. 

Deceptive text was applied in 94.7% of all studied cases, and the use of deceptive images was 

used in 63.2% of all e-mails. Visual deception was applied more often than any other social 

psychological principle, so it is of interest to discuss how this method was applied and what 

underlying factors might have contributed to this result. 
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When the theory from the body of knowledge is applied to this observation, this result does not 

come as a surprise. The act of masquerading as a trustworthy third party is at the heart of every 

phishing attack, and visual deception is a common method to appear as a legitimate party 

(Jagatic, Johnson, Jakobbson & Menczer, 2005; Dhamija, Tygar & Hearst, 2006). But why is 

it such a standard method? Firstly, it is a relatively easy method to implement. A simple way to 

appear trustworthy and authentic is by copying and pasting elements from e-mails or websites 

from an authentic party. In little over 60% of all phishing e-mails that were analysed, fake logos 

and other images were used by the phishing offender as a means to mislead the victim into 

thinking they were looking at an authentic e-mail. A similar observation can be made with 

regards to the use of deceptive text. In 94.7% of the studied cases, some form of deceptive text 

was used to mislead a victim. Some placed an image over a malignant hyperlink 

(E-mail 10), and in other cases they would simply create hyperlinks that consisted of words that 

were in sync with the overall content of the e-mail. The creators of E-mail 3 for example, merely 

created a hyperlink that consists of the words log in to account. Other phishers obfuscated a 

hyperlink in such a way that the victim could believe that the hyperlink belongs to the company 

that the phishers masquerade as (E-mail 5). 

Apart from the fact that it is easy to implement, a second reason for the common use of visual 

deception is its effectiveness. Dhamija, Tygar and Hearst (2006) proved this when they found 

that more than 90% of their test-subjects were fooled by a phishing e-mail. People often incor-

rectly judge web pages based on the content and how professional it looks, not taking into 

account that web pages can easily be copied. As stated, phishers are aware of how easy it is to 

copy an authentic website. This shows from the studied cases in this research, as 94.7% of all 

e-mails consisted of some form of visual deception. So when done well, visual deception can 

be an effective and easy method to achieve compliance. 

But there is an argument to be made that visual deception by itself is not enough to achieve 

compliance. In every studied e-mail , the principle of visual deception was accompanied by at 

least one other social psychological principle. This makes sense, as phishers would most likely 

want to hedge their bets instead of just relying on the persuasive power of just one principle. 

This idea is supported by Garera et al. (2007), who argue that phishers often combine social 

engineering techniques and sophisticated attack vectors in their attempts to obtain valuable in-

formation. The next subchapter of this analysis will focus on these combinations and how they 

are applied across the different types of phishing attacks. 
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Another observation that derives from Appendix D is that the Principle of Consistency has not 

been applied in any of the studied e-mails. This principle consists of the idea that whenever 

people make a promise or adhesion, they are likely to follow up on that promise or adhesion 

(Cialdini, 2009). An efficient way for phishers to abuse this is by making the victim commit to 

something. An explanation as to why this principle was not applied in the studied e-mails could 

be that for this principle to be effective multiple moments of contact are required. To come to 

a commitment, the victim will have to let the phisher know that he/she agrees to something. 

When this occurs, the phisher can abuse this heuristic by using the agreement to influence the 

victim’s decision- making process (Cialdini, 2009; Sherman, 1980). 

The fact that several moments of contact are required, does not fit into the common way that 

phishing attacks are conducted. As stated in the body of knowledge, phishing attacks usually 

consist of a three step process (Chandrasekaran, Narayanan & Upadhyaya, 2006; Hong, 2009). 

They first gather set of e-mail addresses and then send a substantial amount of phishing e-mails 

to all the e-mail addresses they were able to obtain. The aim of the regular phisher is not to 

focus on one specific target, but to reach as much potential targets as possible. This is the dif-

ference between regular phishing e-mails,  that were studied in this research, and spear-phishing 

e-mails that contain content that is specifically focussed on individuals (Jagatic, Johsnson, 

Jakobbson, & Menczer, 2007). The Principle of Consistency seems more fitting for spear phish-

ing than it does for regular phishing. 

4.2: An analysis of different kinds of phishing e-mails 

So in combination with what other social psychological principles was visual deception used, 

and do these combinations differ per phishing category? The aim of this part of the analysis 

will be to see if, how and why the use of social psychological principles differs per category. 

4.2.1: Phishing e-mails containing information regarding taxes 

Phishing e-mails that contain tax-related information consist of content that is aimed to mislead 

the potential victim by making them believe that they have to comply with a tax-related request. 

This could for example be a reminder from tax authorities to pay them (E-mail 16).  

There seems to be a recurring pattern within this category. As mentioned before, the abundance 

of visual deception in the phishing e-mails is clear and logical. The interesting thing about this 

category is the observation that the use of visual deception is accompanied by the principle of 

authority in every e-mail that was analysed. The principle of authority consists of the idea that 

people are more inclined to comply with the requests of authoritative figures (Cialdini, 2009). 
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Phishers who construct phishing e-mails that could be put into this category often masquerade 

as tax authorities to achieve compliance. If tax authorities are perceived as a authoritative or-

ganisation by victims, the chance of compliance would increase as it is more likely that the 

authority heuristic is activated. So are tax authorities seen as authoritative figures? 

A study conducted by Braithewaite (2003) provides an answer to that question.  For a survey, 

done by the Centre for Tax System Integrity at the Australian National University 

(Braithewaite, 2001), 7754 persons were asked to agree or disagree with certain statements 

regarding Australia’s Tax Office. The outcome was that most people saw the Tax Office as an 

authoritative organization, but they also seemed to have a largely positive attitude towards the 

Tax Office (Braithewaite, 2003). Participants agreed with statements like: ‘No matter how co-

operative or uncooperative the Tax Office is, the best policy is to always be cooperative with 

them’ and ‘I accept responsibility for paying my fair share of tax’ (Braithewaite, 2003: p.20). 

Statements like the one on cooperation prove why the authority heuristic has the potential to be 

effective. As argued in the body of knowledge, people have been conditioned to adhere to the 

requests from authoritative figures from a young age. Following the authority principle allows 

people to generally make fewer mistakes and enjoy more advantages than when they would not 

comply with authority (Cialdini, 2009). This is also applicable to the aforementioned statement. 

Throughout their lives people have experienced that in general it is better for them to cooperate 

with the Tax Office, as an uncooperative attitude could lead to negative consequences. The 

experiences they have gained with the Tax Office throughout the years, have contributed to the 

integration of the Tax Office into their authority heuristic. It is this aspect of the Principle of 

Authority that phishers aim to abuse. But there is a second principle that comes into play in a 

more implicit way. The answers from the survey also provide evidence for the Principle of 

Commitment. The majority of the respondents accepted responsibility for paying tax, and felt 

it as their moral obligation to do so (Braithewhaite, 2003). The Principle of Commitment and 

Consistency consists of the idea that people tend to act in line with their past behaviour. So by 

claiming that they are cooperative towards tax authorities, they are more likely to do so in the 

future. This provides opportunity for phishers. 

So that provides an explanation as to why the combination of these principles is potentially 

effective in this type of phishing e-mail. But how are these principles then implemented in the 

content. There are three different indicators that are used to measure the Principle of Authority 

in phishing e-mails. The use of titles seems to be the most common way to trigger the authority 

heuristic in phishing e-mails that belong to this category. Like the use of visual deception, it is 



36 

 

fairly easy to incorporate this method into the content. And as tax authorities are seen as au-

thoritative figures, the presence of their name helps to activate this heuristic. The use of author-

itative words, also contributes to this process. Braithwaite’s (2003) study showed that people 

generally feel that they should be cooperative towards tax authorities, and words that set forth 

duties might pressure people to act accordingly to that attitude. 

4.2.2: Phishing e-mails containing information regarding holiday offers 

Phishing e-mails that contain information regarding holiday offers aim to persuade the victim 

to comply with a request by offering them attractive holiday offers. The aim of phishing e-mails 

that belong to this category is to evoke an emotion that can lead to the victim applying the 

peripheral route to decision-making. The feeling that seems to be triggered most in these kind 

of phishing e-mails is a feeling of greed. This is what distinguishes this category from the other 

categories. Phishing e-mails containing information on holiday offers almost always offer the 

potential victim something , while the other categories usually request something from the vic-

tim. For that reason, this type of phishing e-mail relies on different social psychological princi-

ples to be potentially successful.  

Stajano & Wilson (2011) argue that a feeling of need or greed can make people vulnerable. The 

wish to obtain a certain product or service can put people in a vulnerable position when they 

are dependent on someone else to obtain that product or service. This longing for certain prod-

ucts even leads to less self-control and more impulsive behaviour (Seuntjens, 2016). In other 

words, it can force people to use the peripheral route of thought. This explains why it would be 

attractive for phishers to evoke such a feeling of need or greed. 

E-mail 11 provides an example of how such emotions are evoked. The e-mail gives the victim 

the possibility to win two free airline tickets to a destination of his/her choice. The only thing 

that needs to be done, is click a button that says Ik wil meedoen! (I want to join!). The fact that 

something relatively expensive is offered for free, is an exciting thought to many of us. It almost 

instantaneously evokes a feeling of greed within people. This seems quite obvious, but the in-

teresting thing is that phishers seem to have figured out that this feeling of greed can be exac-

erbated even further. They are able to do this by pairing the Need and Greed Principle with the 

Principle of Scarcity or the Time Principle. 

E-mail 10 shows how the principles are paired together to achieve maximum effect. The e-mail 

provides the victim with the opportunity to win six free tickets to a leisure park of his/her choice. 

Again, this evokes a feeling of greed as something expensive is offered for free. In addition to 
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this, the e-mail notifies the reader that this is a temporary offer and that the reader needs to act 

quick to be able to get the tickets. As argued by Brehm & Brehm (as cited in Cialdini, 2009), if 

scarcity comes into play and interferes with our prior access to a certain item, we will react by 

wanting and trying to possess the item more than we did before. 

So by triggering a feeling of greed the phisher is able to grab a victim’s attention, but by men-

tioning that the victim might miss out on that same product, the chance increases that a victim 

makes use of the peripheral route of thought and thus is more likely to comply with the request. 

4.2.3: Phishing e-mails that contain work-related information 

Phishing e-mails that contain work-related information aim to achieve compliance by referring 

to certain circumstances that are related to a victim’s work environment. E-mail 18 provides an 

example of such an e-mail. In this e-mail the phisher masquerades as someone from manage-

ment and asks the victim to comply with a request. This is a popular way for phishers to achieve 

compliance (Infosec Institute, 2018). A second method could be for the phisher to masquerade 

as a third party that does business with the victim’s company (E-mail 19). 

Like phishing e-mails that contain tax-related information, phishing e-mails that aim to make 

the victim believe that they were sent by someone higher up in the organization, rely on the 

principle of authority. The difference between these two categories is that the effect of this 

principle may even be stronger. The effects of non-compliance can be felt almost immediately 

when it is the CEO who has requested something, while it takes a certain amount of time before 

the consequences are felt of non-compliance with the tax authorities. Not complying with their 

bosses could lead to direct negative social consequences, something every employee naturally 

aims to avoid (Cialdini, 2009). 

So aside from the authority heuristic, which makes a victim believe that it is in his/her best 

interest to comply with authoritative figures, these kind of phishing e-mails also evoke a sense 

of urgency. It is very normal for employees to aspire a successful career, and not complying 

with the wishes of someone higher up in the organization could form an impediment to that 

goal. Nobody who aims to climb the organizational ladder would want to disappoint or annoy 

their direct bosses. This feeling of urgency can be exacerbated by pairing the Principle of Au-

thority with the Time Principle. E-mail 18 serves as an example of how the two principles are 

combined. The Phisher/Management employee asks if his request can be fulfilled within a 

week, limiting the potential for the victim to overthink his/her decision, therefore guiding the 

victim to the peripheral route of decision-making. 
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E-mail 18 is also the only e-mail that contained the Principle of Conformity. This principle 

states that people determine what is correct by finding out what other people think is correct 

(Cialdini, 2009). At the start of this e-mail it is said that ‘All employees must update their 

healthcare information’ (E-mail 18). By starting the e-mail with this sentence the phisher has 

the potential to activate the conformity heuristic by implying that the victim should act accord-

ingly to the other employees. All employees must update their healthcare information and the 

victim is no exception. Like the Principle of Authority, the effects of not conforming to the 

behaviour of other employees can be felt directly. By stating that ‘or else we cannot continue 

coverage this year’ the individual victim is made responsible for a group of people. If he or she 

does not comply, coverage cannot continue and if the victim is supposedly to blame for that, it 

could lead to severe social consequences. 

4.2.4: Phishing e-mails that contain information regarding social media 

Phishing e-mails that contain information regarding social media, aim to persuade victims to 

click malignant hyperlinks or to share personal details by referring to something related to a 

user’s social media accounts. This could be anything from fake friend requests (E-mail 14), to 

an e-mail claiming that the company is updating its privacy agreement (E-mail 12). 

The interesting thing about this category, is that it is one out of two categories in which the 

Principle of Reciprocity is applied. E-mail 12 and E-mail 13 provide examples of how this is 

done. In E-mail 13 the phisher (who is masquerading as a LinkedIn employee) claims that: 

‘We’re currently upgrading our systems to bring enhanced features to your LINKEDIN Account 

experience’. In a world where social media plays a very prominent role, enhanced features are 

almost certainly welcomed by a large part of the users. This potentially evokes a feeling of 

indebtedness, as the company is supposedly doing its utmost best to maximize user experience.  

As discussed in the theoretical framework, this feeling of indebtedness even remains when a 

stranger does us a favour we have not asked for (Cialdini, 2009). So by simply acting as if the 

phisher is doing the victim a favour, he/she is potentially able to evoke a feeling of indebtedness 

which can then be exploited. All that is requested from the victim is that he/she fills in some 

personal details so that the company can make it happen for them (E-mail 13). 

When it comes to fake friend requests, a different method is applied. Phishers that construct 

these kind of phishing e-mails tend to emphasize what the victim can gain from clicking a hy-

perlink or filling in personal details. In E-mail 14, it is emphasized what qualifications ‘Timo-

thy’  has and what he is looking for. At first glance that may look very interesting for someone 
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who works in the same field. The victim is distracted away from the scam by showing him 

something that possibly interests him or her. It also has the potential to activate the Need or 

Greed Principle, when someone is in real need of a job. When these principles in this setting 

are applied to the right victim, it could force them towards the peripheral route of thought. This 

is why phishers try to send their e-mails to as many people as possible, as it increases the chance 

of the e-mail reaching someone who would be interested by this profile. 

4.2.5: Phishing e-mails that contain information regarding a failed delivery 

Phishing e-mails that contain information regarding a failed delivery, aim to persuade the victim 

to click a malignant hyperlink or fill in personal details by claiming that a product was not able 

to be delivered to the victim. An increasing amount of people is using the Internet to purchase 

products, and it has become very common for products to be delivered to your front door 

(Reagan & Gralnick, 2017). For that reason an e-mail claiming that a product was not able to 

be delivered is not something uncommon. And as people increasingly buy products online, it is 

very well possible that such a phishing e-mail is read by someone who has been waiting for a 

product to be delivered.  

The Need and Greed Principle is automatically applied in these e-mails. If a victim is expecting 

a product to be delivered, it will inevitably be something he/she needs and/or wants. As the 

product has not been delivered, that feeling of longing has not been taken away. The victim still 

wants or needs the product that he or she is waiting for. This idea is at the heart of these kind 

of phishing e-mails, and it is very easy for phishers to abuse it. E-mail 7 shows how phishers 

claim that the product could not be delivered because a wrong address was provided, while the 

phishing offenders that constructed E-mail 6 wrote that nobody was present at the time the 

product was delivered. The aim is for victims to click a hyperlink that is either infected or will 

link the victims to a page where he/she has to fill in personal details. 

In line with some of the e-mails from other categories, this feeling can be exacerbated by putting 

the victim under time pressure. The Time Principle is again used as a tool to exacerbate other 

emotions. The way this principle is applied differs per e-mail, but they rely on the same psy-

chological reaction to achieve compliance. In one e-mail the phishers stated that: ‘Als het pakket 

niet binnen 15 werkdagen wordt ontvangen heeft ons bedrijf recht om schadevergoeding te 

eisen van u, de kosten van de opslag van goederen kost EUR 4,18 per dag  (if the product was 

not able to be delivered within 15 days, the company they masqueraded as would have the right 
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to charge €4,18 per day) (E-mail 7). Another e-mail simply let the victim know that if the prod-

uct was not able to be delivered within 48 hours, it would be returned to sender (E-mail 5) 

A second way this type of e-mail can be successful is when it evokes a sense of confusion within 

the victim. It can occur that the victim is sure that he or she has not ordered anything and that 

there is no product that should be delivered to them. As the victim is unaware of what product 

this might be, he or she might click a hyperlink that supposedly will tell them what they have 

ordered (E-mail 5). Confusion has the potential to interfere with a victim’s capacity for deep 

thinking, therefore guiding the victim to the peripheral route.  

4.2.6 Phishing e-mails containing information related to a user’s account 

Phishing e-mails that contain information related to a user’s account, aim to achieve compliance 

by tricking the victim into believing that something is wrong with their account (for whatever 

service that may be). There are several ways to achieve this goal. Phishers could for example 

claim that a victim’s account is on hold because the company they masquerade as was unable 

to authorize the payment method (E-mail 3). Another method would be for the phisher to state 

that the company they masquerade as has noticed some unusual activity on a victim’s account 

and they have blocked the account until the issue has been solved (E-mail 1, 2 & 4).  

Especially the second method has the potential to be effective as it consists of multiple elements 

that could increase the chance of compliance. First of all it triggers a sense of fear. People 

increasingly make use of online systems for certain services, think of how many people use the 

Internet to organize their financial matters. As argued in the first chapter, this has led to an 

increasing possibility for hacking. People are aware that hacking can occur and what implica-

tions that might have (Downs, Holbrook, & Cranor, 2006). An e-mail stating that unusual ac-

tivity was noticed is therefore likely to grab a victim’s interest. 

It is interesting to see that 75% of the e-mails that were studied under this category applied this 

method. And like other phishers were able to do in other e-mails,  the phishing offenders behind 

these e-mails were able to intensify the effect of fear by applying two other social psychological 

principles. The first is the Principle of Reciprocity. The phishers write that the victim’s account 

has been blocked only to protect his or her account (E-mail 1). By doing so they can convince 

the victim that they are doing everything they can to help him/her. The phishers behind E-mail 

2 even go as far as to say that the safety of the victim’s PayPal-account is their number one 

priority and that they want to work together to assure that safety.  
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Like in e-mails from other categories, the Time Principle to exacerbate the effect even further. 

In the e-mails from this category this is done by mentioning that the victim must verify his/her 

account ‘binnen 24 uur’ (within 24 hours) or else their account will be deleted (E-mail 2) 

4.3: Concluding remarks 

To summarize, social psychological principles seem to be applied differently across different 

types of phishing e-mails. As discussed, the intention of phishers is to evoke certain emotions 

that interfere with a victim’s capacity for deep thinking. This analysis has shown that the 

emotion that is targeted by phishing offenders differs per type of phishing e-mail and for that 

reason, the social psychological principle that is at the centre of the phishing e-mail also di-

verges per type. In addition to this observation, some of the social psychological principles 

that were discussed in this research seem to have an intensifying effect on the main principle 

that is applied to achieve compliance. These exacerbating principles are applied across all dif-

ferent types of phishing e-mails. 

However, although social psychological principles play a role in the studied phishing e-mails, 

their use should not be overestimated. The quality of the content in the e-mail differs quite 

significantly, and a substantive amount of phishing e-mails are hastily constructed with hardly 

any thought going in to them. Phishers mainly aim to copy as much from authentic e-mails or 

websites as possible. This also shows from the abundance of visual deception in the studied e-

mails. If the elements of text that are copied contain psychological nudges, that could work to 

the offender’s advantage but they are not always implemented purposely by the offender. In 

other words, phishers are not always aware of the psychological affect their content may bring 

about.  
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Chapter 5: Conclusion 

The aim of this chapter is to provide an answer to the research question posed in the first chapter 

of this research. The answer to this research question follows from the analysis conducted in 

chapter 4. The objective of this research was to analyse how phishers have applied social psy-

chological principles in phishing e-mails with the most clicked subject lines of 2017 and 2018. 

These e-mails were analysed by applying a qualitative content analysis. By doing so, an in-

creased understanding was developed of how phishers construct their e-mails to achieve com-

pliance and why phishing victims fall for them. 

In addition to answering the research question this chapter will also elaborate on several other 

aspects of this research. Firstly, it will be discussed whether or not the body of knowledge that 

was used for this research was appropriate for this analysis. Secondly, the question has to be 

answered how this research has enriched academic knowledge. Thirdly, this chapter will look 

at the strengths and weaknesses of this research. After that, suggestions will be made for future 

research. 

5.1: Conclusions 

How have phishing offenders applied social psychological principles in phishing e-mails with 

a subject line that was among the most clicked general subject lines of 2017-2018? 

By studying the most clicked general subject lines of 2017 and 2018, it was possible to distin-

guish six different kinds of phishing e-mails. As was expected from the theoretical framework,  

the analysis proved that social psychological principles are applied in different ways across 

these different types of e-mails. The expectation that the analysis would lead to ‘contrasting 

results but for predictable reasons’ has therefore been fulfilled (Yin, 2003: p.47). The different 

kinds of phishing e-mails that have been studied aim to evoke different kinds of emotions, that 

are triggered by different kinds of social psychological principles. For example, the Need and 

Greed Principle seems to be at the heart of the phishing e-mails that contain information re-

garding holiday offers, while the Principle of Authority is at the centre of phishing e-mails 

containing tax-related information. 

What the researched e-mails have in common, is that the social psychological principles that 

played a role in the e-mails have the potential to meddle with a victim’s capacity for deep 

thinking. When phishing offenders are able to trigger certain emotions, victims are forced to 

use the peripheral route to decision-making therefore increasing the chance of compliance. 
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So although the emotion that is triggered differs, the end-goal remains the same: to steer the 

victim away from the scam by triggering emotions and activating heuristics. 

A second aspect the e-mails have in common is the way certain principles are used to intensify 

the effect of the main social psychological principle. The Time Principle for example, is used 

throughout the different kinds of phishing e-mails to apply time pressure to the victim. This 

limits his or her time to carefully assess what he or she is reading, thus exacerbating the effect 

of the main principle and therefore increasing the chance of compliance. 

However the use of social psychological principles by phishing offender should not be overes-

timated. As argued in the concluding remarks of the analysis, phishers not always purposely 

include social psychology in their content. Sometimes it is just a lucky side-effect of simply 

copying and pasting from authentic websites or e-mails. In addition to that, the quality of the 

content differs to quite some extent. Although the e-mails that were studied for this research 

have selected critically, a lot of phishing e-mails are sent out every day and sometimes there is 

hardly any thought going into these phishing e-mails. An e-mail could merely consist of a link 

without any further explanation  thus not including any form of social psychology. So although 

social psychology played a role in the analysed phishing e-mails, a substantial part of phishing 

e-mails do not include such social psychological principles. This has to be taken into account 

when developing effective countermeasures. 

5.2: Recommendations 
First of all, it is necessary to discuss if the theories that were used in this research were appro-

priate for the analysis that was conducted. The body of knowledge that was discussed in this 

research mainly consisted of three different theories. It is important to note that the selection of 

these theories did not come out of the blue. Their selection was based on previous research 

regarding this topic, thus justifying their use in this research. As argued earlier, quantitative 

research into the use of social psychological principles in social engineering attacks had already 

proven that Cialdini’s principles of influence were used in phishing attacks. Secondly,  Ferreira, 

Coventry and Lenzini (2015) showed that elements of Stajano and Wilson’s principles of sys-

tem security were applied in phishing attacks. And finally, Dhamija, Tygar & Hearst’s (2006) 

theory on visual deception is from the field of cybersecurity and was specifically designed for 

phishing attacks. Resulting from the aforementioned, the theories that were used for this anal-

ysis seem appropriate. 
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Secondly, the contribution to academic knowledge needs to be discussed. As argued in chapter 

3, the goal of this research was ‘to generate background material to a discussion about a con-

crete problem’ (Solberg, Soilen & Huber, 2006 as cited in Gustaffson, 2017: p.5). Phishing 

attacks are still a very concrete problem and what this discussion missed was an insight into 

how social psychology was applied in phishing attacks. This insight is useful as this deeper 

understanding of this specific attack vector can contribute to the development of effective coun-

termeasures (Krombholz, Hobel, Huber, & Weippl, 2015: p.9). The practical contribution of 

this research is also its academic contribution. As argued in the introduction, qualitative re-

search into this subject is scarce and the qualitative research that has been conducted is fairly 

limited. This research has added to the literature by analysing different kinds of phishing e-

mails to give an extensive insight into how and in what ways social psychological principles 

are used to achieve compliance from victims.  

Thirdly, the limitations of this research. Before some of the limitations are discussed, it is also 

important to discuss some of the positive aspects of this research. One of those positive aspects 

is  the elaborate theoretical framework. In contrast to other studies on this topic, multiple theo-

ries were selected to analyse this phenomenon. This study did not rely on the explanatory power 

of one single theory, but applied multiple theories to get a more extensive insight into phishing 

attacks. A second aspect was the amount of cases that were studied. This research thoroughly 

analysed 21 different cases to obtain the right amount of information to answer the research 

question. Thirdly, the content analysis was conducted in a replicable and valid way. Measures 

were taken to assure that the procedure of classification was consistent. Think of the develop-

ment of a coding protocol and coding scheme. 

A factor that could have made this research stronger would have been the incorporation of a 

second method to acquire data. Interviews with phishers or victims for example or an experi-

ment could have provided information that had the ability to verify the findings that resulted 

from the content analysis. They could have provided insights into aspects of the e-mail that 

were not measured by the indicators, or they could have provided a different view on some of 

the results. This content analysis was used as a tool to analyse how the social psychological 

principles were potentially able to mislead a victim, but the actual effect of these different prin-

ciples remains unclear. Other forms of data collection could have provided information to in-

corporate these aspects in this research. Due to time constraints it was too difficult too incorpo-

rate this into this research. 
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The second limitation to this research is the case selection. Although selection criteria were 

developed, there were still a lot of other cases that could have been selected. At first the goal 

was to select the most successful phishing mails ever, but that proved to be very difficult mostly 

down to a lack of data. There were reports of phishing attacks that were successful in terms of 

money, but the phishing e-mails that were used to conduct these attacks were often not included 

in these reports. A concession had to be made, which is why the decision was made to analyse 

phishing e-mails that had the highest chance of being read (because of the most clicked general 

subject line) and thus the highest chance of success. But even with this selection criterium there 

are still loads of phishing e-mails to select from. The e-mails that were selected in this research 

were obtained from online databases that granted permission to use these e-mails and from 

websites where the Four Fair Use Factors were applied to use the images. As cases are often 

hand-picked, selection bias is a common problem for qualitative studies and this research is no 

exception (Moravcsik, 2014, p.49). 

The main suggestion for future research is the incorporation of these limitations into their own 

research. The most important aspect is to include a second or even third method of data collec-

tion. Interviews and/or an experiment would provide an even more detailed insight into this 

phenomenon, potentially contributing to even more effective countermeasures. A second aspect 

could be the incorporation of more social psychological principles into the analysis. The field 

of social psychology is enormous and there is a possibility that other theories could complement 

the theoretical framework that was used for this research. A third suggestion would be a repli-

cation of this study with different cases, to see if other principles can be identified that cannot 

be explained by the theoretical framework from this research. 
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Appendix A: Operationalization tables 
Theory Concept Definition Indicators 

-Cialdini’s (2009) the-

ory on influence. 

 

-Theory from the field 

of social psychology. 

 

-Discusses methods to 

influence the decision-

making processes of ac-

tors. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

‘Principles of 

persuasion’: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

‘Principles of persuasion’: 

 

-‘Social influences that can be 

used to change the odds of 

compliance in the favour of 

the offender’. (Bullée et al, 

2017: p.3) 

 

- Cialdini (2009) distinguishes 

6 principles of persuasion that 

can be used by offenders: 

 

-(1) Principle of authority 

 

-(2) Principle of conformity 

 

-(3) Principle of reciprocity 

 

-(4) Principle of commitment 

 

-(5) Principle of liking 

 

-(6) Principle of scarcity 

 

 

 

 

 

 

 

 

-(1) Principle of authority: 

(1.1) Offender uses an official title. 

(1.2) Offender provides contact de-

tails that give the victim the idea that 

the offenders has a position with au-

thority. 

(1.3) Offender makes use of ‘words 

of authority’: Words that set forth 

duties, rights, prohibitions, and enti-

tlements. 

(1.4) Offender uses official logos. 

  

-(2) Principle of conformity: 

(2.1) Offender emphasizes the fact 

that other actors have already com-

plied with the request. 

(2.2) Offender mentions the behav-

iour of other people with the inten-

tion that the victim will conform to 

it. 

 

-(3) Principle of reciprocity: 

(3.1) Offender provides the victim 

with a favour to create a feeling of 

indebtedness and then aims for a fa-

vour in return 

(3.2) Offender aims for the victim to 

develop a feeling of indebtedness 

(3.3) Offender asks for large favour, 

and follows that up with a smaller 

request (Rejection-then-retreat) 
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-Cialdini’s (2009) the-

ory on influence. 

 

-Theory from the field 

of social psychology. 

 

-Discusses methods to 

influence the decision-

making processes of ac-

tors. 

 

‘Principles of 

persuasion’: 

 

 

‘Principles of persuasion: 

 

-‘Social influences that can be 

used to change the odds of 

compliance in the favour of 

the offender’. (Bullée et al, 

2017: p.3) 

 

- Cialdini (2009) distinguishes 

6 principles of persuasion that 

can be used by offenders: 

 

-(1) Principle of authority 

 

-(2) Principle of conformity 

 

-(3) Principle of reciprocity 

 

-(4) Principle of commitment 

 

-(5) Principle of liking 

 

-(6) Principle of scarcity 

-(4) Principle of consistency: 

(4.1) Offender tries to make the vic-

tim commit to something. 

(4.2) Offender starts with asking for 

a minor favour and gradually in-

creases the size of the favour.  

 

-(5) Principle of liking: 

(5.1) Offender gives compliments. 

(5.2) Offender emphasizes similari-

ties between him/her and the victim. 

(5.3) Offender uses certain words or 

phrases that make him/her seem 

more likeable 

 

-(6) Principle of scarcity: 

(6.1) Offender offers victim some-

thing with limited availability. 

(6.2) Offender emphasizes that vic-

tim might lose out on offered object 

if he/she does not act. 

(6.3) Offender offers victim some-

thing widely available and follows 

up by stating that product is no 

longer widely available 
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Theory  Concept Definition Indicators 

Stajano & Wilson’s (2011) 

theory on scamming 

 

-theory from the field of so-

cial psychology 

 

-Discusses the idea that 

many attacks on computer 

result from the fact that secu-

rity engineers do not under-

stand the psychology of the 

system users they aim to pro-

tect 

‘Principles of system 

security’ 

Principles of system 

security: 

 

‘ General principles 

about the recurring 

behavioural patterns 

of victims that hus-

tlers have learn to ex-

ploit’ (Stajano & 

Wilson, 2011: p.1) 

 

-(7) The need and greed princi-

ple: 

 

(7.1) Offenders offers victim 

something he potentially needs 

(Stajano & Wilson, 2011: p.17) 

 

(7.2) Offender offers victim 

something that spikes his/her in-

terest and could trigger a feeling 

of greed (Stajano & Wilson, 

2011: p.17-18). 

 

-(8) The dishonesty principle 

 

(8.1) Offender aims to make the 

victim complicit in an illegal act 

(Stajano & Wilson, 2011: p.14) 
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Theory Concept Definition Indicators 

Dhamija, Tygar and Hearst’s 

(2006) theory on visual de-

ception 

 

-Although deception is stud-

ied in the field of psychol-

ogy, this specific theory is 

from the field of cybersecu-

rity 

 

-Discusses the idea that of-

fenders make use of visual 

deception to fool their vic-

tims 

‘Visual deception in 

phishing’ 

‘Phishers use visual 

deception tricks to 

mimic legitimate 

text, images and win-

dows (2006: p.3) 

-(9) Visual deceptive text: 

 

(9.1) Offender obfuscates the 

URL 

 

-(10) Images masking underlying 

text: 

 

(10.1) Offender uses image of a 

legitimate hyperlink that really 

serves as a hyperlink to a phish-

ing website 
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Appendix B: Protocol for Content Analysis & Coding Scheme 
Step 1 Download textual sources from online databases or companies that have been 

targeted 

Step 2 Close read texts and assign codes (related to different elements of social psy-

chology) to words sentences and paragraphs 

Step 3 Integrate findings into discussion by illustrating with words, sentences etc. 

 

Coding Scheme 

Authority - Title Offender uses an official title 

Authority- Contact details Offender provides contact details  

Authority-Words Offender uses words of authority 

Conformity- Compliance Offender emphasizes compliance of others 

Conformity- Behaviour Offender mentions behaviour of others 

Reciprocity- Favour for Fa-

vour 

Offender provides favour and asks for favour in return 

Reciprocity- Indebtedness Offender aims to achieve feeling of indebtedness in a victim 

Reciprocity- Rejection-then-

retreat 

Offender asks for large favour and follows that up with a smaller 

request 

Consistency- Commitment Offender tries to make the victim commit to something 

Consistency- Increasing size 

favour 

Offender starts with asking for minor favour and gradually in-

creases the size of the favour 

Liking- Compliments Offender gives compliments 

Liking- Similarities Offender emphasizes similarities between them 

Liking- Likeability Offender uses words that make him/her more likeable 

Scarcity- Limited availabil-

ity 

Offender offers victim something with limited availability 

Scarcity- Miss out Offender emphasizes that victim might lose out on offered object 

if he/she does not act 

Scarcity- Abundance drop Offender offers victim something widely available and follows 

that up by stating that product is no longer widely available 

Need & Greed- Need Offender offers victim something he potentially needs 

Need & Greed- Greed Offender offers victim something that spikes his or interest and 

could trigger a feeling of greed 

Dishonesty- Illegal act Offender aims to make victim complicit in an illegal act 

Visual Deception- Deceptive 

text 

Offender obfuscates the URL 

Visual Deception- Images Offender uses fake images of legitimate hyperlink 

Time- Time Pressure Offender aims to put victim under time pressure to guide them to 

peripheral route of thought 

Distraction- Spark interest Offender aims to evoke emotions to distract victim away from the 

scam towards what interests him or her 

Deception- Fake situation Offender aims to construct a fake situation in such a way that the 

victim believes it to be real. 
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Appendix C: Coding Protocol 
Authority - Title E-mail contains official titles of authoritative figures. This could 

be from within the organizational hierarchy (CEO for example) or 

outside of the organizational hierarchy (Police for example). 

Authority- Contact details E-mail contains contact details of authoritative figures. This could 

be from within the organizational hierarchy (CEO for example) or 

outside of the organization hierarchy (Police for example).  

Authority-Words E-mail contains words of authority, which are words that set forth 

duties, rights, prohibitions and entitlements. Examples of these 

words include ‘shall’, ‘must’ and ‘will’ (Ward, 2006: p.1) 

Conformity- Compliance Offender emphasizes in text that others around the victim have al-

ready complied with the request. 

Conformity- Behaviour Offender mentions how people around the victim have behaved 

themselves. An offender could for example mention that others 

around him have decided not to ask a manager about the request 

Reciprocity- Favour for Fa-

vour 

Offender provides a favour for the victim and asks for a favour in 

return. An offender could for example mention to the victim that 

he/she has already filled in most of a victim’s tax form (because it 

is such a hassle to do so), and that they only need to fill in some 

minor last details. 

Reciprocity- Indebtedness Offender aims to achieve a feeling of indebtedness in a victim. 

This is a more general indicator to account for feelings of indebt-

edness that cannot be explained by the two other reciprocity indi-

cators.  

Reciprocity- Rejection-then-

retreat 

Offender asks for a large favour which is likely to be rejected, and 

follows that up with a smaller request which is then more likely to 

be accepted. 

Consistency- Commitment Offender tries to make a victim commit to something. An offender 

could aim to make a victim agree to something, which increases 

the chance of them following up on that agreement. 

Consistency- Increasing size 

favour 

Offender asks for a minor favour and gradually increases the size 

of the favour. An offender could first ask for simple things like the 

e-mail address of a colleague and gradually ask for more personal 

details. 

Liking- Compliments Offender compliments the victim. The e-mail contains compli-

ments made by the offender regarding the victim. An example 

could be to ask how a victim’s beautiful children are doing 

Liking- Similarities Offender emphasizes the similarities between victim and him/her. 

An offender could for example mention that they work for the 

same company (at a different location). 

Liking- Likeability Offender uses words that make him/her more likeable. In some 

cases words can be used just to be nice to someone. Starting an e-

mail with ‘I hope you are well’ is an example of this. 

Scarcity- Limited availabil-

ity 

Offender emphasizes that victim might lose out on product or ser-

vice with limited availability if they don’t act.  

Scarcity- Abundance drop Offender offers victim a product or service that is widely available 

and follows that up by mentioning that this product or service now 

has limited availability. 
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Need & Greed- Need Offender offers victim something he/she potentially needs. An of-

fender might for example have figured out that a victim is in finan-

cial trouble and needs quick money to address that issue. 

Need & Greed- Greed Offender offers victim something that is not a necessity for the 

victim, but is very likely to spark his/her interest and might trigger 

a feeling of greed. An example is the chance to win a free holiday. 

Dishonesty- Illegal act Offender aims to make the victim an accomplice in an illegal act. 

An example could be an offender who aims to sell stolen products 

for a very cheap price to the victim. 

Visual Deception- Deceptive 

text 

Offender obfuscates a URL or e-mail address or connects a hyper-

link to certain words or sentences.  

Visual Deception- Images Offender uses fake images as hyperlinks, or makes use of fake 

logos to make the e-mail look more authentic. 

Time- Time Pressure Offender aims to put victim under time pressure to guide them to 

peripheral route of thought. An offender could mention that a vic-

tim needs to act within a certain amount of time, or his or her ac-

count will be locked down. 

Distraction- Away from 

scam 

Offender aims to evoke emotions to distract victim away from the 

scam towards something that has his/her interest. This is a more 

general indicator to account for the words, sentences, paragraphs 

and images that cannot be explained by the more specified indica-

tors. An offender could for example claim that someone’s profile 

has been hacked which is likely to trigger a feeling of anxiety. 

Deception- Masquerade Offender aims to construct a fake situation in such a way that the 

victim could believe it to be true. Such a situation is likely to trig-

ger some form of emotion, to guide victims to the peripheral route 

of thought. An offender could for example masquerade as some-

one from the IT-department. 
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Appendix D: General Table  
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Appendix E: Phishing E-mails 
E-mail 1:  

 

[E-mail 1. This is an image of a phishing mail that was obtained by a Dutch online database 

for phishing e-mails. Fraude Helpdesk. Downloaded from: 

https://www.fraudehelpdesk.nl/wp-content/uploads/2016/09/pp-update.png. On May 25, 

2018] 

 

 

 

https://www.fraudehelpdesk.nl/wp-content/uploads/2016/09/pp-update.png.%20On%20May%2025
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E-mail 2: 

 

 

 

 

[E-mail 2. This is an image of a phishing mail that was obtained by a Dutch online database 

for phishing e-mails. Fraude Helpdesk Downloaded from: https://www.fraudehelpdesk.nl/wp-

content/uploads/2018/05/PAYPAL2405.jpg. on May 10, 2018] 

 

 

 

 

 

 

 

 

 

 

 

https://www.fraudehelpdesk.nl/wp-content/uploads/2018/05/PAYPAL2405.jpg
https://www.fraudehelpdesk.nl/wp-content/uploads/2018/05/PAYPAL2405.jpg
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E-mail 3: 

 

 

 

[E-mail 3. This is an image of a phishing mail that was obtained by a Dutch online database 

for phishing e-mails. Fraude Helpdesk. Downloaded from: 

https://www.fraudehelpdesk.nl/wp-content/uploads/2018/03/Netflix-29032018.jpg. On May 

10, 2018] 

 

 

 

https://www.fraudehelpdesk.nl/wp-content/uploads/2018/03/Netflix-29032018.jpg
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E-mail 4 

 

[E-mail 4. This is an image of a phishing mail that was obtained by a Dutch online database 

for phishing e-mails. Fraude Helpdesk Downloaded from: https://www.fraudehelpdesk.nl/wp-

content/uploads/2017/01/We-detect-fraud-activity-on-your-PayPal-.png. On May 10, 2018] 

 

 

 

 

 

 

 

https://www.fraudehelpdesk.nl/wp-content/uploads/2017/01/We-detect-fraud-activity-on-your-PayPal-.png
https://www.fraudehelpdesk.nl/wp-content/uploads/2017/01/We-detect-fraud-activity-on-your-PayPal-.png


65 

 

E-mail 5 

 

 

[E-mail 5. This is an image of a phishing e-mail obtained from the University of Saskatche-

wan. Downloaded from: https://words.usask.ca/phishingalerts/2017/04/. On May 09, 2018] 

 

 

 

 

 

 

 

 

 

 

https://words.usask.ca/phishingalerts/2017/04/
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E-mail 6 

 

 

 

[E-mail 6. This is an image of a phishing mail that was obtained by a Dutch online database 

for phishing e-mails. Fraude Helpdesk. Downloaded from: 

https://www.fraudehelpdesk.nl/wp-content/uploads/2018/06/Postnl0106.jpg. On May 10, 

2018] 

 

 

 

 

 

 

 

 

https://www.fraudehelpdesk.nl/wp-content/uploads/2018/06/Postnl0106.jpg
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E-mail 7 

 

 

[E-mail 7. This is an image of a phishing mail that was obtained by a Dutch online database 

for phishing e-mails. Fraude Helpdesk. Downloaded from: 

https://www.fraudehelpdesk.nl/wp-content/uploads/2015/10/Post-NL12102015.jpg. On May 

10, 2018 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://www.fraudehelpdesk.nl/wp-content/uploads/2015/10/Post-NL12102015.jpg
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E-mail 8 

 

 

 

[E-mail 8. This is an image of a phishing e-mail that was obtained by information security 

magazine Helpnet Security. Downloaded from: https://www.helpnetsecu-

rity.com/2013/12/02/free-shopping-voucher-offer-leads-to-phishing/. On May 10, 2018] 

 

 

 

 

 

 

 

 

 

 

https://www.helpnetsecurity.com/2013/12/02/free-shopping-voucher-offer-leads-to-phishing/
https://www.helpnetsecurity.com/2013/12/02/free-shopping-voucher-offer-leads-to-phishing/
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E-mail 9 

 

 

[E-mail 9. This is an image of a phishing e-mail that was obtained by a cybersecurity firm 

(specialised in phishing) Cofense. Downloaded from : https://cofense.com/popular-holiday-

themed-phishing-attacks/. On May 14, 2018] 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://cofense.com/popular-holiday-themed-phishing-attacks/
https://cofense.com/popular-holiday-themed-phishing-attacks/
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E-mail 10  

 

 

 

[E-mail 10. This is an image of a phishing mail that was obtained by a Dutch online database 

for phishing e-mails. Fraude helpdesk. Downloaded from: https://www.fraudehelpdesk.nl/wp-

content/uploads/2017/08/DUINRELL288.png. On May 12, 2018. 

 

 

 

 

 

 

https://www.fraudehelpdesk.nl/wp-content/uploads/2017/08/DUINRELL288.png
https://www.fraudehelpdesk.nl/wp-content/uploads/2017/08/DUINRELL288.png


71 

 

E-mail 11 

 

 

 

[E-mail 11. This is an image of a phishing mail that was obtained by a Dutch online database 

for phishing e-mails. Fraude Helpdesk. Downloaded from: 

https://www.fraudehelpdesk.nl/wp-content/uploads/2016/10/klm2510.png. On May 12, 2018] 

 

 

https://www.fraudehelpdesk.nl/wp-content/uploads/2016/10/klm2510.png
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E-mail 12 

 

 

[E-mail 12. This is an image of a phishing mail that was obtained by a Dutch online database 

for phishing e-mails. Fraude Helpdesk. https://www.fraudehelpdesk.nl/wp-content/up-

loads/2016/10/update-linked-in.pn. On May 10, 2018] 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://www.fraudehelpdesk.nl/wp-content/uploads/2016/10/update-linked-in.pn
https://www.fraudehelpdesk.nl/wp-content/uploads/2016/10/update-linked-in.pn
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E-mail 13 

 

 

 

[E-mail 13. This is an image of an e-mail obtained by a firm who offers LinkedIn consul-

tancy. Intero Advisory. https://www.interoadvisory.com/2015/09/report-phishing-emails-in-

linkedin/screen-shot-2015-09-06-at-2-23-23-pm/. On May 14, 2018]. 

 

 

 

 

 

 

 

 

https://www.interoadvisory.com/2015/09/report-phishing-emails-in-linkedin/screen-shot-2015-09-06-at-2-23-23-pm/
https://www.interoadvisory.com/2015/09/report-phishing-emails-in-linkedin/screen-shot-2015-09-06-at-2-23-23-pm/
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E-mail 14 

 

 

 

[E-mail 14. This is an image of a phishing e-mail that was obtained by cybersecurity firm Se-

cureworks. Downloaded from: https://www.secureworks.com/research/suspected-iran-based-

hacker-group-creates-network-of-fake-linkedin-profiles. On may 10, 2018. 

https://www.secureworks.com/research/suspected-iran-based-hacker-group-creates-network-of-fake-linkedin-profiles
https://www.secureworks.com/research/suspected-iran-based-hacker-group-creates-network-of-fake-linkedin-profiles
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E-mail 15 

 

[E-mail 15. This is an image of a phishing mail that was obtained by a Dutch online database 

for phishing e-mails. Fraude Helpdesk. https://www.fraudehelpdesk.nl/wp-content/up-

loads/2016/12/U-heeft-recht-op-een-belastingteruggave-1.png. On May 10, 2018] 

 

 

https://www.fraudehelpdesk.nl/wp-content/uploads/2016/12/U-heeft-recht-op-een-belastingteruggave-1.png
https://www.fraudehelpdesk.nl/wp-content/uploads/2016/12/U-heeft-recht-op-een-belastingteruggave-1.png
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E-mail 16 

 

 

[E-mail 16. This is an image of a phishing mail that was obtained by a Dutch online database 

for phishing e-mails. Fraude Helpdesk. https://www.fraudehelpdesk.nl/wp-content/up-

loads/2018/01/Belastingdienst.png. On May 12, 2018] 

https://www.fraudehelpdesk.nl/wp-content/uploads/2018/01/Belastingdienst.png
https://www.fraudehelpdesk.nl/wp-content/uploads/2018/01/Belastingdienst.png
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E-mail 17 

 

 

 

[E-mail 11. This is an image of a phishing mail that was obtained by a Dutch online database 

for phishing e-mails. Fraude Helpdesk. https://www.fraudehelpdesk.nl/wp-content/up-

loads/2017/11/BELASTING211.png/. On May 13, 2018] 

 

 

https://www.fraudehelpdesk.nl/wp-content/uploads/2017/11/BELASTING211.png/
https://www.fraudehelpdesk.nl/wp-content/uploads/2017/11/BELASTING211.png/
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E-mail 18 

 

 

[E-mail 18. This image shows a phishing e-mail that was recovered by Information Security 

training platform the Infosec Institute. Downloaded from: https://resources.infosecinsti-

tute.com/category/enterprise/phishing/the-phishing-landscape/phishing-attacks-by-demo-

graphic/phishing-in-healthcare/#gref on May 15, 2018] 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://resources.infosecinstitute.com/category/enterprise/phishing/the-phishing-landscape/phishing-attacks-by-demographic/phishing-in-healthcare/#gref
https://resources.infosecinstitute.com/category/enterprise/phishing/the-phishing-landscape/phishing-attacks-by-demographic/phishing-in-healthcare/#gref
https://resources.infosecinstitute.com/category/enterprise/phishing/the-phishing-landscape/phishing-attacks-by-demographic/phishing-in-healthcare/#gref
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E-mail 19 

 
 

[E-mail 19. This image shows a phishing e-mail that was send to NSA employees. Image was 

obtained from cyber security firm Lookingglass. Downloaded from: https://www.looking-

glasscyber.com/blog/threat-reports/phishing/rsa-token-vulnerability-and-one-of-americas-

most-secret-agencies-invoked-in-latest-spear-phishing-attack/ on May 15, 2018) 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://www.lookingglasscyber.com/blog/threat-reports/phishing/rsa-token-vulnerability-and-one-of-americas-most-secret-agencies-invoked-in-latest-spear-phishing-attack/
https://www.lookingglasscyber.com/blog/threat-reports/phishing/rsa-token-vulnerability-and-one-of-americas-most-secret-agencies-invoked-in-latest-spear-phishing-attack/
https://www.lookingglasscyber.com/blog/threat-reports/phishing/rsa-token-vulnerability-and-one-of-americas-most-secret-agencies-invoked-in-latest-spear-phishing-attack/


80 

 

 

 

 

 

 

 


