
 

 

 

 

 

 

 

 

 

  



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  



 

 

Abstract 

This thesis compares Russian cyber operations against Ukraine and the United 

States of America between 2014 and 2019. It aims to research which factors 

influence the different outcomes in the studied operations. The studied 

operations involve cyberattacks on power grids on the one hand and digital 

information operations interfering in elections on the other. The results show that 

Russian power grid cyberattacks in Ukraine are more disruptive than in the USA, 

while their information operations were more effective in the USA. The 

argument put forward in this research is that Russia is less hesitant to disrupt 

critical infrastructure in Ukraine due to is involvement in the Ukrainian conflict. 

Moreover, there is limited potential of escalation of applying such disruptions in 

Ukraine. Finally, Ukraine provides Russia with opportunities to test its cyber 

operations without risking large scale retribution from powerful states.  

Information operations targeting the presidential elections have been more 

effective in the USA than similar operations in Ukraine. In this research it is 

argued that Ukraine is both more familiar and more resilient to Russian 

(dis)information operations. Furthermore, the conflict scenario between the two 

countries causes Ukrainians to be suspicious of pro-Russian narratives.  Western 

media on the other hand amplified the Russian disinformation in the USA. In 

both countries Russia succeeded in deepening the social polarisation between 

opposing groups.  
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1. Introduction 

Tensions between the West and Russia have increased over the course of the past 

fifteen years. The United States of America (USA) and the North Atlantic Treaty 

Organisation (NATO) arguably remain among the primary adversaries of Russia 

in many affairs. The digital world and the power struggle over it symbolise these 

rising tensions. The number of interstate cyber enabled espionage, sabotage, 

subversion as well as overall computer network attacks have increased 

exponentially in the period between 2014 to now. This includes operations 

attributed to Russia. (Faesen, Torossian, Mayhew, & Zensus, 2019) Not just the 

number of attacks, but also the intensity and corresponding threats have 

increased. Evidently this creates a serious security concern for governments 

worldwide. (Faesen et al., 2019)   

The USA and Russia accuse one another of conducting offensive cyber 

operations, digital espionage and interference in domestic affairs. Russia’s 

Intelligence and Security Services (RISS) are viewed as the preeminent and most 

capable Russian actors conducting offensive cyber operations.(Connell & 

Vogler, 2017) Both the American and Ukrainian governments as well as 

cybersecurity companies have attributed a significant number cyberattacks to 

Russian Intelligence services. (Greenberg, 2019; Symantec, 2017; US CERT, 

2018) These operations are a serious threat to states, but also pose a significant 

threat to private companies. The infamous NotPetya malware is one of the most 

prominent examples, causing around $10 billion in damages worldwide and 

paralysing multinational companies’ networks. (Greenberg, 2019, pp. 197–199) 

Such historic events have made the field of cybersecurity increasingly relevant. 

Russian cyber operations have influenced regional politics in Eurasia too. 

Several countries which were once republics within the Soviet Union have 

distanced themselves from Russia, some of them now favouring close ties with 

the West. The Baltic States, Ukraine and Georgia are well-known examples. 

These strategically important countries are referred to as the near abroad by 

Russia.1 The deteriorated relationship between Russia and some of its former 

Soviet Republics has resulted in several conflicts with varying levels of hostility. 

These conflicts often included the use of offensive cyber operations. (Popescu, 

Secrieru, Soldatov, & Borogan, 2018)  

 

 

1 The near abroad are the fourteen republics that, together with Russia, formed the Union of 

Soviet Socialist Republics (USSR). The Baltic States, Ukraine and Georgia are among those 14. 
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In 2014, the annexation of Crimea by Russia and the ensuing civil war in Eastern-

Ukraine marked a low point in East-West relations. This conflict has seen the 

use of various offensive cyber operations. Ukraine also remains among the 

primary target of Russian digital information operations in 2019. (EU vs 

Disinformation, 2019) It seems cyber operations have become an inseparable 

part of interstate diplomacy, competition and political warfare.  

Russia has applied similar cyber operations against Ukraine and the USA, with 

different outcomes. This research examines which factors influenced these 

different outcomes, aiming to help understand Russian cyber operations from an 

academic perspective.  

This first chapter serves to explain the academic scope, methodology and 

research questions. Chapter two examines Russia’s conception of information 

operations. Chapters three and four contain case studies of recent Russian cyber 

operations, providing empirical data to answer the research questions. Chapter 

three examines Russian cyberattacks targeting power grids in Ukraine and the 

USA. Chapter four examines cases of digital information operations targeting 

elections in Ukraine and the US. Finally, in the concluding fifth chapter, the 

results of the comparative case study as well as limitations of the research and 

recommendations for future study are discussed.  

1.1 Literature review & research questions 

1.1.1 Terminology 

The field of cybersecurity has a multitude of terms associated with it. This thesis 

has chosen to use the following terminology: 

All cases in this research are regarded as offensive operations executed by 

Russia. Herbert Lin defines cyber operations as: “actions taken against an 

adversary’s computer systems or networks that harm the adversary’s interests”. 

(Lin, 2012) In this thesis Lin’s umbrella term (offensive) cyber operations is 

applied to all studied operations. A subdivision is created to distinguish 

operations which predominantly target networks, in particular industrial control 

systems, from operations targeting mostly the non-physical information sphere. 

It distinguishes cyberattacks; digital attacks on physical networks such as 

control systems, from digital information operations; information operations 

targeting predominantly the non-physical information sphere.  
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1.1.2 Area of research 

This thesis is placed in between two subfields of academic research, political 

science and conflict studies on the one hand and cybersecurity on the other. Its 

aim is to research the factors influencing the effects that Russian cyber 

operations have in Ukraine and in the United States.  To understand Russian 

cyber operations, it is necessary to understand the security strategy of the Russian 

state, its threat perception, and its take on information security and -warfare. This 

thesis is based primarily on English language sources that analyse these Russian 

concepts.  

1.1.3 Russian national security concerns and objectives 

According to several European security services, Russia remains among the 

biggest threats to western national security. (Karlsen, 2019) Not entirely 

surprising, Russia regards the United States and NATO as the biggest threats to 

its national security. (Karlsen, 2019)  

Developments in the near abroad including Ukraine are an important part of 

Russia’s threat perception. The end of the Soviet Union also signalled the end of 

its status as a superpower. Several countries in the near abroad have since leaned 

increasingly westward. Russia attributes these defeats at least partially to western 

information warfare. (Blank, 2013; Bouchet, 2016) Since President Putin took 

the oath of office in 2000, Russia has steadily tried to regain its status as a global 

power. The annexation of Crimea and the war in Donbass are regarded by Russia 

as a reaction to the ongoing encroachment of NATO and the increasing western 

influence in Ukraine. These operations are indicative of a more ambitious 

Russian foreign policy in the last decade. (Dobbins et al., 2019) Russia has 

applied a broad range of cyber operations in this conflict.(Greenberg, 2019, p. 

313)  

The other focus of this research is the Russian perspective towards cyber 

operations in conflict or competition scenarios with the West and in particular 

the United States. There is no declared state of war between Russia and the West. 

However, as Russia’s highest ranking general Valery Gerasimov has stated: “In 

the 21st century we have seen a tendency toward blurring the lines between the 

states of war and peace. Wars are no longer declared and, having begun, 

proceed according to an unfamiliar template”.(Gerasimov, 2013) Although this 

citation has been ill-analysed and misinterpreted by many, British scholar 

Galeotti pointed it out to argue that Russia regards itself threatened by an 

expansionist western and NATO agenda. (Galeotti, 2016a) 
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1.1.4 Non-linear strategy 

Galeotti argued that to counter these threats against numerically stronger 

adversaries, Russia relies on a non-linear strategy. (Galeotti, 2019) This strategy 

employs a wide range of both military, but mostly non-military means against 

countries and adversaries that are not necessarily at war with Russia. This applies 

to the near abroad as well as the west. Non-linear warfare has no clear boundaries 

and aims to subvert an adversary’s political and social structures. (Schnaufer, 

2017) Clausewitz’s most famous statement “war is continuation of politics by 

other means” is thus still relevant. (Clausewitz, 1832) Information warfare is an 

important part of Russia’s non-linear strategy, and part of Russian information 

warfare are cyber capabilities. (Allen & Moore, 2018) Cyber capabilities have 

grown in importance because they are suitable for covert operations, are less 

risky than for example covert human intelligence (humint) operations and the 

countries that Russia perceives to be the largest threats are vulnerable to 

cyberattacks. (Karlsen, 2019)  

Hybrid warfare is sometimes used interchangeably with non-linear warfare. 

However, according to Schnaufer, it fails to aptly describe Russian strategy, 

particularly in Ukraine. Hybrid warfare includes the involvement of non-state 

actors, insurgents, criminals, and terrorists in a conflict scenario. The civil war 

in Ukraine however is fought primarily between the Ukrainian armed forces and 

largely militarised separatists supported by Russia. Moreover, hybrid warfare 

definitions often: “do not include the information, economic, social, and 

political aspects of warfare that states can apply on a much larger scale 

compared to non-state actors and for a much different intent”. (Schnaufer, 2017)  

Non-linear warfare combines types of warfare such as conventional, irregular, 

political and information warfare, coordinated by a state. (Kofman & Rojanksy, 

2015; Schnaufer, 2017) This includes cyber operations and cyber enabled active 

measures (see 1.1.6). Hybrid warfare is western coined term often used to 

describe Russia’s non-linear approach in Ukraine. (Renz, 2016) In the Ukraine 

conflict, conventional and non-linear warfare co-existed, and both were 

supported by cyber operations. The Russian annexation of Crimea is 

characterised by the absence of direct force and a heavy reliance on 

psychological influence operations. As such non-linear warfare is a better suited 

umbrella term for the Russian operations in Ukraine following the Crimea and 

Donbass conflicts.(Galeotti, 2016a; Schnaufer, 2017)  
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1.1.5 Strategic value of cyber operations 

In an article written by Max Smeets, offensive cyber operations are divided 

between counterforce and countervalue operations. Counterforce operations 

target military targets or other operationally relevant targets.(Smeets, 2018) 

Cyberattacks which aim for such targets can be considered counterforce 

operations. Countervalue operations target a state’s centres of power, for 

example critical infrastructure.(Smeets, 2018) The lines between these types of 

operations can become somewhat blurry. An example is found in the 2008 

Russo-Georgian war, when Russia used cyberattacks against several civilian 

targets alongside a conventional military offensive in Georgia. On the other 

hand, the 2015 cyberattack on the Ukrainian power grid, part of the case studies 

in this research, is given as an example of a countervalue operation. However, at 

the time Russia was involved in armed conflict with Ukraine too and used several 

other military means against its government. Furthermore, Smeets argues that 

cyber operations can be applied in similar fashion as special operations, adding 

they are often used “pre-escalatory”; before a conflict erupts. (Smeets, 2018) 

However, it is clear that this was not the case in Ukraine, where conflict had 

already begun. 

The theory is useful though, as it concludes: “The potential use of offensive cyber 

capabilities provides an extra option to state leaders across a range of 

situation”. (Smeets, 2018) It does not explain why Russian cyber operations lead 

to different outcomes in Ukraine compared to the USA. An example of 

countervalue cyber operations are active measures. The application of cyber 

operations as active measures provides another useful point of view.  

1.1.6 Active measures 

Cyber capabilities are in some ways a continuation of Soviet active measures in 

contemporary Russia. (Bentzen, 2018; Rid, 2020b)  Active measures are a form 

of political warfare that aims to weaken an adversary from the inside, using tools 

such as forgery, disinformation, covert operations, blackmail, terrorism, and 

assassinations. Often they include disinformation, but built up around elements 

of truth. (Abrams, 2016) Cyberattacks can be considered active measures, when 

they are not applied in a narrow, counterforce type of operation. Digital 

information operations are particularly suitable as active measures and can also 

be countervalue operations.  

In the 1980’s the United States erected a dedicated interagency group solely to 

counter Soviet active measures. This Active Measures Working group battled 

Soviet disinformation with success, leaving president Gorbachev with the 

decision to discontinue these measures. (Schoen & Lamb, 2012) Being vigilant 

to Russian disinformation became less pressing for the USA after the dissolution 
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of the Soviet Union. This thesis will delve deeper into the use of active measures 

by the Russian Federation after these historic events, and how they are integrated 

into contemporary cyber operations.  

Two things are important to add to this from a US perspective. In the US 

government official cyber strategy, a distinction is made between cyberattacks 

on networks, and disinformation and active measures. (The White House, 2018) 

There  currently is no specific US agency responsible for countering active 

measures, as opposed to several agencies responsible to countering cyberattacks 

on networks in the USA.  (Raymond, 2020) The relevance of this will be further 

explored later. 

1.1.7 The role of the Intelligence agencies 

Russia’s Intelligence and Security Services (RISS) are first and foremost the 

responsible agencies for Russian cyber operations. (Heickerö, 2010) These 

agencies have differing responsibilities. The domestic services such as the FSB 

are likely primarily responsible for informational security: protecting strategic 

information of great value to Russia. (Heickerö, 2010) Foreign intelligence 

service SVR and military intelligence service GRU are active in matters of 

digital (military) espionage as well as covert sabotage and subversion in foreign 

countries.  

There is competition between the different services as well as overlapping areas 

of responsibility, which means that there are numerous exceptions to this rule of 

thumb. RISS are governed by different parent organisations and some are under 

direct control of the president of the Russian Federation. This is reflected in 

differing organisational cultures and modus operandi among RISS. The GRU, 

for example, is known to be rather aggressive using all means necessary, whereas 

the SVR is known for a more subtle, long term approach. (Galeotti, 2016b) 

Russian cyber operations are primarily executed or coordinated by RISS. Thus, 

it can be argued that cyber operations are likely to support their traditional 

activities too, which include espionage, subversion, and sabotage.  

These paragraphs lay the foundation of the first hypotheses: Among Russia’s 

foremost national security threats are the West and the expansion of NATO into 

its near abroad. The United States and NATO (the West) are numerically and 

conventionally stronger adversaries. To counter these threats, Russia relies 

mostly on RISS to execute non-linear operations, including traditional 

intelligence activities such as espionage and active measures. RISS use cyber 

operations as non-military means and intelligence capabilities to weaken 

adversaries and gain a strategic advantage in interstate competition and conflict.  
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The review explains why Russia uses cyber operations in conflicts but fails to 

explain why similar operations lead to different outcomes in the studied 

countries. This implies there are other, unknown factors that influence Russian 

cyber operations.   

The goal of this research is to bridge this gap by looking for these factors. To 

this end, the following main research question in formulated: 

Which factors influence the different effects of Russian cyber operations in 

Ukraine compared to similar operations in the USA? 

One of these factors could be different Russian strategic approaches towards 

cyber operations in the near abroad (Ukraine) versus the West (United States). 

The first chapter examines this theoretical approach. The hypotheses are derived 

from the identified gap as well as the concepts covered in this literature review.  

This leads to the following, first sub research question: 

1. Is Russia’s theoretical understanding of offensive cyber operations in 

Ukraine different from such operations in the USA?  

Based on the reviewed concepts, the following hypotheses have been created to 

fill this gap: 

H 1.1: Russian Intelligence and Security Services use cyber operations as tools 

of non-linear warfare against Ukraine, while avoiding escalation and potential 

armed conflict with the West. 

And: 

H 1.2: Russian Intelligence and Security Services use cyber operations as active 

measures, aiming to subvert and sabotage the USA, and as political espionage, 

supporting Russia’s national security objectives. 

As stated previously, the United States government thinks differently about 

countering digital information operations and active measures compared to 

countering cyberattacks. The effects of these different Russian cyber operations 

vary as well. In Ukraine, these two concept are mentioned separately too, 

although Ukraine’s national security strategy has as somewhat more holistic 

approach. (Office of the President of Ukraine, 2016; Streltsov, 2017) The 

different characteristics of such operations could be a factor influencing the 

effects of Russian cyber operations as well. Considering all this, chapter two and 

three will research these Russian cyber operations as two separate types: 

cyberattacks on networks and digital information operations. The following 

concepts in academic literature are relevant to this approach. 
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1.1.8 Home-field advantage 

History and geography play an important role in the power of states in the digital 

realm. The world wide web known now as the internet started in the 1960’s as a 

research project within the U.S Department of Defence, known as ARPANET.2 

In the following decades, American universities and companies strengthened the 

leading position of the US in the world wide web to this day. Buchanan refers to 

this position as a ‘homefield advantage’. (Buchanan, 2020, pp. 16–20) 

In the near abroad, Russia can benefit to some extent from being the successor 

of the Soviet Union as well. In this capacity, Russia has technological, 

infrastructural, and cultural knowledge of those countries that once were part of 

the Soviet Union. Much of the telephone and other network infrastructure used 

in a country like Ukraine originates from the Soviet era. (Soldatov & Borogan, 

2017) Ukraine and Russia too share large parts of their history and culture. 

Moreover, many Ukrainian citizens speak or understand Russian. Finally, there 

is a significant ethnic Russian population in Ukraine. (State Statistics Committee 

of Ukraine, 2001) Especially in Ukraine’s separatist regions, pro-Russian 

sentiments have grown stronger during the civil war, although only a minority 

of the population supported separatism before it was declared. (Giuliano, 2018)  

This home-field advantage is not present for Russia when conducting cyber 

operations in the United States. In fact, according to Buchanan, the United States 

actually have a home-field advantage over Russia.(Buchanan, 2020, pp. 16–20) 

Consequently, this could be a factor influencing the difference in effects Russian 

cyber operations have in Ukraine as opposed to the United States.  

1.1.9 Social polarisation & cyber operations 

The internet is increasingly important as a news medium. In the United States, 

almost two-thirds of the population gathers their news from social media. People 

are more susceptible to polarisation in an online environment than in the physical 

world.  (D. Gallacher & W. Heerdink, 2019) Furthermore, digitally disseminated 

content travels much faster and can reach people that do not have access printed 

media or other forms of traditional journalism. As such, the internet and social 

media could provide very suitable tools for any actor aiming to influence a target 

audience. Furthermore it could be used to exploit existing tensions in order to 

subvert societies. (Golovchenko, Hartmann, & Adler-Nissen, 2018) 

 

 

2 Advanced Research Projects Agency Network 
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In countries where traditional media are either censored or even steered by 

governments, this has another benefit. Governments generally have less control 

over internet news media and as such digitally disseminated news can fill a gap 

for citizens looking for alternative narratives. (Szostek, 2018) Russia has used 

internet and social media to spread their narrative on several occasions. 

Considering their experience and the comparative salience Russia has towards 

the west in terms of information warfare, it would make sense to exploit this non-

linear warfare strategy against the USA.  

As explained previously, this research maintains the distinction between 

cyberattacks and digital information operations. Moreover, the literature 

describes Russian strategy to be non-linear in order to counter conventionally 

superior adversaries. The academic gap that remains is, which factors influence 

the different effects that similar Russian cyberattacks have in Ukraine compared 

to the USA. This leads to the second sub research questions: 

2. Which factors influence the different effects of Russian cyberattacks on 

the power grid in Ukraine compared to similar operations in the USA? 

Considering Russian conception of non-linear warfare and the home-field 

advantage it has in Ukraine, the following hypotheses can be derived specifically 

for the cyberattacks.  

H 2.1 Russia’s cyberattacks in Ukraine are dependent on the factors; technical 

‘home-field advantage’, societal knowledge and a conflict scenario, which are 

absent in the USA. 

H 2.2 Russian cyberattacks in the USA are deliberately designed to avoid 

extensive damage, considering the superior power of the USA in conventional 

and cyber warfare. 

H 2.3 Russia tests cyberattacks in Ukraine which makes them operational for 

potential use against countries such as the USA.  

The specific choice for power grids is based on the available cases to analyse, 

while maintaining sufficient similarity. This is further explained in the chapter 

on research design. 

Finally, in chapter three the process is repeated for Russian digital information 

operations. The previously mentioned home-field advantage in Ukraine relied on 

Russian language proficiency, cultural knowledge, and an ethnic Russian 

minority. These characteristics could be otherwise relevant for Russian digital 

information operations. Golovchenko et al (2018b), for example, found that 

opinions regarding responsibility of the downing of MH-17 between pro-Russian 

and pro-Ukrainian users on Ukrainian social media was very polarised. Both 

sides applied information operations to influence public opinion. Interestingly, 
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ordinary citizens had a significantly stronger influence on the debate than any 

state or commercial users on social media had. (Golovchenko et al., 2018)  

Sentiments towards Russia among Ukrainian citizens, especially given the 

ongoing conflict scenario, could be a factor influencing the effects of Russian 

digital information operations. Another factor which could be relevant in both 

countries is the (lack of) familiarity with Russian disinformation and active 

measures. Referring to the discontinuation of Soviet active measures after 1987, 

the USA had since perhaps grown unfamiliar with similar Russian operations. 

Ukraine on the other hand is the most targeted country of Russian disinformation 

campaigns. (EU vs Disinformation, 2019) Furthermore it has been under the 

influence of Russia and its predecessors for centuries. Considering these 

arguments, chapter three’s hypotheses have been formulated.   

The academic gap identified is accordingly: which factors influence the different 

effects of similar digital information operations. This leads to the third sub 

research question: 

3. Which factors influence the different effects of Russian digital 

information operations targeting elections in Ukraine compared to similar 

operations in the USA? 

Again, the specific target of elections is based on cases available for study. The 

following hypotheses have been formulated: 

Hypotheses 

H 3.1: Russian digital information operations in Ukraine are designed to 

damage the confidence of the population in the state and those who lead it as 

well as to exploit and amplify social polarisation.  

H 3.2: Russian digital information operations in Ukraine are dependent on the 

factors: Ukrainian sentiments concerning Russia, familiarity with 

disinformation and a conflict scenario. 

H 3.3: Russian digital information operations in the USA are dependent on the 

factors: familiarity with Russian information operations, a climate of social 

polarisation and the dissemination of ‘Russian’ content by domestic media. 
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1.2 Research Design 

The sub research questions, and the accompanying hypotheses have been 

introduced in the initial literature review. The goal of this paragraph is to explain 

the design choices which have led to the hypotheses.  

This research aims for hypotheses which are both directional and correlative. 

Correlative in this context means that there is a relation between the independent 

and the dependent variable; the different outcomes of similar Russian 

information operations in two countries. Directional means that a prediction is 

made by a researcher regarding the nature of the relationship between two 

variables of a research, for example a positive or negative change, relationship, 

or difference. (Salkind, 2012)  Since this is a qualitative study, quantitative 

change is not part of the focus. For this research two different target categories 

are compared, two cases concerning critical infrastructure and again two cases 

concerning presidential elections.  

1.2.1 Epistemology  

The field of cybersecurity is both relatively new and multi-disciplinary. This 

research aims to use theories from the field of politics and international relations 

(PIR) applied to a cybersecurity issue. 

The thesis is based on a positivist approach on international relations. Positivism 

is the opposite school of thought to interpretivism. It is based on the premise  that 

PIR is a field comparable to natural sciences in which positive laws can be 

created.(Lamont & Boduszynski, 2020) This means scientifical research “should 

be conducted in a systemic replicable and evidence based manner that leads to 

conclusion about causality” (Gerring, 2011) Positivist research aims to 

maximise causal inference between an independent variable and a dependent 

variable. The main research question strives to find this causal inference.  

1.2.2 Methodology & case selection 

The research will be conducted as a qualitative literature study, using a 

comparative (observational) case research design. Qualitative research: “seeks 

illumination, understanding, and extrapolation to similar situations”. (Hoepfl, 

1997) In this research it is conducted using a relatively small but highly similar 

number of real-world cases that can be analysed through literature study. The 

disadvantage of such a design is that it limits the level of control the researcher 

has on determining the variables. However, the advantage  of such a design is 

that it generally has higher external validity, meaning the results are better suited 

to be generalised for other, similar cases.  (Lamont & Boduszynski, 2020)  
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Since this thesis has a positivist, causal design, the main research question has 

several underlying hypotheses which will be tested. 

1.2.3 Sources, data dependability & validity 

The used sources are derived mostly from academic books, journals, and papers 

as well as official government publications and reputable journalism. The 

technical analyses include quite a few sources derived from private cybersecurity 

companies. Since it is written in partial fulfilment of an academic degree, it 

cannot and does not include classified material. Considering the focus on cyber 

operations coordinated by RISS, official Russian sources concerning this are 

often classified and thus unavailable, However, the studied Russian cyber 

operations have been exposed and analysed by cybersecurity companies, western 

government agencies and journalists, which mitigates this limitation to a large 

extent. Certain empirical data is collected from declassified intelligence reports 

which include censored evidence, meaning parts of it are unverifiable.  

Considering that the subject of the research is often clouded in secrecy, it is 

almost inevitable to use some of these declassified reports despite these 

limitations. The dependability  of the data is increased by using other 

independent sources which confirm statements made in these reports. 

(Golafshani, 2003) Another design choice which influences dependability is the 

sample size. To this end the research includes four cases of Russian cyber 

operations, two in Ukraine and two in the USA. Additionally, all four cases in 

fact consist out of multiple subcases, for example different power stations and 

grids which fell victim to cyberattacks in both Ukraine and the US. Finally, 

reliability is  “a consequence of the validity in a study”. (Golafshani, 2003) 

Adcock and Collier argue that in political science, construct validity is the 

subsuming factor to assess the validity of a qualitative research. In short, this 

means whether or not “a test measures the intended construct”. (Adcock & 

Collier, 2001) The foundation of this research’s construct validity is the literature 

review, which is based on established and peer-reviewed scientific literature. The 

construct validity is increased by using positivist causal hypotheses, which are 

derived from the literature review. Finally, triangulation increases the validity of 

a research. (Golafshani, 2003) This research again aims to do so by using the 

different selected cases and subcases searching for: “convergence among  

multiple  and  different  sources  of  information”, which increases the validity 

and consequently the reliability of the research. (Golafshani, 2003)  
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1.2.4 Russia as subject of study 

In the period leading up finalising this research, new allegations high-profile 

Russian cyber operations kept making headlines. In July 2020, it involved 

Russian attempts to obtain COVID-19 related research information. In 

December 2020, it allegedly involved Russian intelligence agency SVR3 which 

had compromised hundreds of companies using SolarWinds software, including 

the nuclear research facilities, the US State Department, the Pentagon,  and 

cybersecurity company FireEye. (David, E. Sanger, Perlroth, & Schmitt, 2020)  

Notably, FireEye has inquired into several Russian state hacker 

collectives.(Newman, 2020)  It is an indication of just how pressing the threat of 

Russian cyber operations still is. According to the website Privacy Affairs, 

Russia is responsible for 27% of all state attributed cyber operations. (Robinson, 

2020) Carnegie Mellon University found Russia among the top attacking 

countries as well, with 0.52 launched cyberattacks registered for every computer 

in Russia. (Mezzour, Carley, & Carley, 2016) Although countries like China and 

Iran are conducting offensive cyber operations too, Russia remains among the 

first to integrate cyber operations into both armed conflict as well as interstate 

competition other than war. Russia also stands out in sophistication of its cyber 

operations. (Buchanan & Sulmeyer, 2016) As such, it provides a unique as well 

as current subject of study.  

1.2.5 Case selection criteria 

The selection of cases is critical to the outcomes of any comparative case study. 

It also has an inherent weakness. A particular case of a Russian cyber operation 

interfering in a foreign state does not automatically draw general conclusions 

about every other cyber operation that Russian intelligence conducts. However, 

generalisations can be made when the cases are representative and have similar 

independent variables. (Lamont & Boduszynski, 2020)  

The subject of the research is Russian offensive cyber operations, this is also 

referred to as the unit of analysis. Next, a two-by-two comparative case research 

design is created. This most similar systems (MSS) design aims to compare 

similar cases in Ukraine and in the USA, while keeping other variables as similar 

as possible too, improving the causal inference. (Lamont & Boduszynski, 2020) 

The dependent variable is the difference in outcomes of similar Russian cyber 

operations. There are two, distinct independent variables: the first being the 

geographical area in which the cyber operations took place, either in Ukraine or 

the United States of America (USA). The second independent variable is the type 

 

3 See appendix 1 for elaboration on APT 29 
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of cyber operation, cyberattacks on critical infrastructure on the one hand, and 

digital information operations on the other. Further explanation of these variables 

will be given further on. Keeping all this in mind, four cases have been selected. 

Schematically the research design looks as follows: 

Case selection model 

 

Additional to this model, the following criteria have been selected for the cases: 

• The cases are attributed to Russia with a certain degree of confidence. 

• The cases are regarded as representative of Russian cyber operations 

within the academic discourse and within their distinct category:  

infrastructure or information sphere. 

• The cases are selected based on a large degree of similarity, aiming to 

rule out as many other factors as possible which can influence the 

outcome. 

• The cases are limited in time; the period between 2014-2019, aiming to 

limit the influence of developing Russian strategy and tools while 

maintaining similarity.  

1.2.6 Selected cases  

Critical Infrastructure 

2015-2016  Cyberattacks on Ukrainian power grid. 

2016-2017  DragonFly 2.0 cyberattacks on US power grid.  

These cases have been selected based on a confident attribution to Russia or 

strong suspicions of links towards Russia. The cyber operations both targeted the 

same kind of critical infrastructure, power grids, with similar attack 

characteristics. As such these cases are suitable for this case study.  

 

 

 

Independent 

variables 

Ukraine USA 

Critical 

infrastructure 

C1: 

BlackEnergy3/CrashOverride  

C2: Dragonfly 2.0 

Digital information 

operations 

C3:  

2014/2019 presidential 

elections 

C4: 

2016 presidential 

elections 
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Digital information operations 

2014/19  Ukrainian presidential elections  

2016  US presidential elections 

Again, these cases show similar attack characteristics and target the same 

phenomenon. These cases have been selected to keep as many as possible 

variables similar, striving for optimal causal inference. Furthermore, there is 

plenty empirical data on these cases.  
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2. Russia’s conception of offensive cyber operations 

2.1 Introduction 

To understand Russia’s use of offensive cyber operations, this chapter will delve 

into the history and strategic thought behind these operations. Is there such a 

thing as cybersecurity in Russia? Are cyber operations the exclusive domain of 

the RISS? The second part of this chapter covers Russia’s national security 

doctrine and the role of cyber operations in it.  

2.2 Information operations versus cyber operations 

The word cyber is used in Russian strategic theory exclusively to describe 

western strategies and capabilities. Western countries such as the United States 

have the tendency to regard cyber as the fifth domain of warfare. (Hayden, 2011) 

The other domains are land, sea, air, and space. Three of these domains usually 

have their specialised branch of the armed forces: navy, army, and air force. 

Some countries have a separate space force and cyber command as well.  

Russia has a different, more comprehensive approach towards cyber operations. 

The premise of this approach is that cyber operations are in fact part of 

information operations (IO), as opposed to the technical and network oriented 

approach that western countries have. (Connell & Vogler, 2017; Giles, 2011) It 

has existed alongside other traditional forms of exercising power in both physical 

and psychological domains for decades. (Giles, 2016b). Russia applies 

information operations both in conventional wars as well as below the threshold 

of armed conflict. Consequently, IO are not exclusively the domain of the 

Russian armed forces, but of all government bodies. (Connell & Vogler, 2017)  

Russia views information operations as: “means the state uses to achieve its 

goals in international, regional and domestic politics and also to gain a 

geopolitical advantage. . . “. (Darczewska, 2014)  

The official Russian military doctrine on information security defines 

information warfare (IW) as follows:  

 “…The ability to, among other things, undermine political, economic, and social 

systems; carry out mass psychological campaigns against the population of a 

state in order to destabilize society and the government; and force a State to 

make decisions in the interests of their opponents” (T. Thomas, 2018) 

These definitions imply that IO and IW are viewed as strategic and operational 

tools employed by the state through its security institutions, such as the military 

and the intelligence community. Both definitions mention the psychological 
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aspect of cyber operations, indicating the importance of this particular element. 

Furthermore, cyber operations can be deployed in interstate competition, in all 

domains of warfare and in varying intensity levels of conflict. 4 5 

Information Warfare is not clearly defined in western sources. In the USA, the 

difference between IO and IW has been defined as the absence of war or armed 

conflict. When armed conflict is involved, information operations become part 

of what is called information warfare. However, there is no clear difference 

between IO and IW in Russian sources. (Theohary, 2020) More importantly, 

there is no real difference between cyberattacks on physical networks or 

infrastructure on the one hand, and operations targeting the information sphere 

on the other.  

The RISS are on the forefront of the execution of Russia’s IO. (Heickerö, 2010) 

Consequently, this research focusses on Russia’s intelligence services and in 

particular their offensive cyber operations in Ukraine and the west. The Soviet 

roots of the Russian Intelligence agencies have influenced how they operate 

nowadays. (Abrams, 2016; T. L. Thomas, 2010) Therefore, the next paragraph 

will delve into the history of the IO in the Soviet Union.  

2.3 Historical context of Russia’s information operations 

Russia’s conception of information operations and information security can be 

traced back to its Soviet past and even further. The father of the Soviet Union, 

Vladimir Ulyanov (Lenin) defeated his opponents against unfavourable odds, by 

mobilising the masses to revolt against the Tsar and join the Bolshevik cause. 

The Bolsheviks made extensive use of propaganda and information operations 

in doing so. After they had seized power, Lenin and his Soviet comrades had to 

strengthen their hold to power by eliminating internal opponents and regime 

dissidents whilst safeguarding the support of the people (the proletariat). 

Propaganda played an important role in this. The Soviets used the entire 

information sphere including printed media such as newspapers and pamphlets 

and radio broadcasts to spread their propaganda. (Siggett & Capstone, 2017). To 

consolidate its position of power domestically, the Soviet Union largely tried to 

 

4 The military generally defines three levels of warfare, starting with strategic, then operational 

and finally the tactical level. 

  
5 Information Operations (IO) are more narrowly defined in western military doctrines. For 

instance, the American definition of IO is as follows: “The integrated employment, during 

military operations, of information-related capabilities in concert with other lines of operation to 

influence, disrupt, corrupt, or usurp the decision-making of adversaries and potential 

adversaries while protecting our own”(Joint Chiefs of Staff USA, 2012) 
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control nearly all information sources available to its citizens. This concept of 

‘information security’ turned the Soviet Union into a bastion of secrecy, which 

helped to safeguard the survival of the Soviet regime (Soldatov & Borogan, 

2017) 

An important role in safeguarding secrets and keeping threats at bay was, and 

still is, a responsibility of the intelligence and security services. During the 

Soviet era, the primary security service was the KGB.6 Lenin and his successor 

Stalin were very aware of the power of information, propaganda, and mass 

media: they had used it extensively to stay in power. The Soviet leaders 

subsequently gave the security services, primarily the KGB, an increasing 

responsibility in controlling the information sphere. Consequently, newspapers, 

theatres, films, literature and poetry were censored by an array of different 

committees and officers. (Soldatov & Borogan, 2017) 

During the Cold War, the Soviet Union (USSR) was facing many challenges: 

protecting the sovereignty and unity of its vast territory, maintaining the planned 

economy, fighting an (ideological) war with its adversaries, and so on. 

Additionally, the Second World War had taken its toll on the Soviet Union. It 

had to rebuild and restore large parts of its cities, infrastructure, and industry. All 

these efforts required significant funds, forcing the USSR to set priorities for it 

its security strategy. (Davis, 2002) (Abrams, 2016)  

When the Cold War against the West and predominantly the United States started 

to intensify, both sides got involved in an arms race which again required 

unprecedented military-scientifical budgets. At the pinnacle, CIA analysis set the 

military budget of the USSR at 17.8% of GDP in 1988, yet it was still losing this 

arms race. (Davis, 2002) Whereas the USSR could not compete with the USA in 

military spending and technological advancement, it was on par or ahead of the 

USA when it came to using (counter-)intelligence, espionage and tools of 

(dis)information against its adversaries. (Abrams, 2016).  

 

 

 

 

 

6 Komitet Gosudarstvennoy Bezopasnosti; or Committee for State Security. 
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2.4 Active measures 

Active measures can be subdivided into three categories, white, grey, and black. 

White active measures are those executed by government officials using 

diplomacy, foreign policy, and state media. Black active measures are covert, 

illicit activities conducted by intelligence agencies such as the KGB and the 

military’s Main Intelligence Directorate (GRU) without using diplomatic covers. 

The grey active measures are those activities that hover in between. (Abrams, 

2016) 

In the Cold War, both sides used active measures against each other. However, 

after the rise of the Berlin Wall (1961) western countries gradually stopped doing 

so, which caused the loss of their know-how. The age of the internet and social 

media changed the pace and nature of active measures. In 1995 only about 0.5% 

of world population had access to the internet. In 2008 this number had gone up 

to nearly 22%. (Internet World Stats, 2020) The ability to spread disinformation 

faster and to a larger audience meant that active measures became more active, 

less sophisticated, and less controllable.   

Finally, disinformation and active measures do not blend well with democracy. 

This means that strong democratic countries are less capable in deploying active 

measures. However, democratic foundations also provide the best defence 

against it. Conversely, deploying active measures against an adversary 

simultaneously erodes and undermines a country’s own democratic foundations. 

(Rid, 2020b, p. 14) 

2.5 End of the Cold War 

The dissolution of the Soviet Union was a dramatic turning point in Russian 

history. Influential Russian military strategists attribute this defeat to a 

comprehensive information warfare campaign led by the United States. (Giles, 

2016a) The colour revolutions in former Soviet republics such as Georgia, 

Ukraine and Kyrgyzstan dealt another blow to Russian foreign interests. Pro-

Russian autocratic leaders were replaced by governments which often sought to 

improve relations with western countries, some even voiced a desire to join 

NATO. (Selhorst, 2016) 

Russia attributed these revolutions to foreign intervention and information 

warfare against what it regards as its near abroad. In the 21st century the Arab 

Spring revolutions led to the ousting of several long serving autocrats in the 

Middle East. High ranking Russian officials viewed this as a largely digital 

campaign orchestrated by the United States. Russia again felt threatened by this 

western, information-driven ‘expansion’. (Allen & Moore, 2018) 
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Russia’s new powerbrokers, the Siloviki,7 agreed that their country had lost too 

much power, influence, and prestige on the international stage, partly due to this 

information war which the West was waging on them and their former allies. 

Among those Siloviki was future President Vladimir Putin. Putin served as a 

KGB officer between 1975 and 1991. Later, he returned to its primary successor, 

the Federal Security Service, or FSB, as its director. As a KGB officer who had 

served in East-Germany (DDR), Putin is familiar with the concept of active 

measures and IW. (Abrams, 2016) Russia under Putin aspires to regain its 

position as a regional and eventually global power and will use IW to reach its 

objectives.   

2.6 Russia’s national security strategy 

The official and latest publicly available version of Russia’s national security 

strategy was formalised in December 2015. The basic premise as laid out in 

article 6 is as follows:  

“ The protection of the individual, society, and the state against internal and 

external threats, in the process of which . . . the sovereignty, independence, state 

and territorial integrity . . . of the Russian Federation are ensured . . . National 

security includes the country's defence and all types of security . . . primarily 

state, public, informational, environmental, economic, transportation, and 

energy security . . . ” (IEEE, 2016)8 

In article 7, another objective is mentioned: “. . . increasing the Russian 

Federation's economic, political, military, and spiritual potentials and for 

enhancing its role in shaping a polycentric world”. (IEEE, 2016) This illustrates 

Russian ambition to challenge western dominance, to become a centre of power 

and to strive for a polycentric world. 

Several articles in the 2015 strategy point towards external threats posed by the 

USA and NATO in particular. Both are explicitly mentioned as prime external 

threats for Russia in article 15: 

• The “Build-up of the military potential of NATO”  

• NATO’s “violation of the norms of international law”, 

• “The further expansion of the alliance”, and 

• “The location of its military infrastructure closer to Russian border 

creating a threat to national security”. (IEEE, 2016) 

 

7 Literally: “People of force”; politicians and other powerful men in Russia that often had a 

military or intelligence background.  
8 Besides matters of sovereignty and defence, the national security strategy also encompasses 

matters of individual security, economic growth, energy security and improving the international 

prestige of Russia. 
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Then the strategy explicitly mentions the negative influence the USA and the EU 

have had on Ukraine and the regional security situation following the Ukraine 

crisis in article 17:  

“The support of the United States and the European Union for the anti-

constitutional coup d’état in Ukraine led to a deep split in Ukrainian society and 

the emergence of an armed conflict. The strengthening of far right nationalist 

ideology, the deliberate shaping in the Ukrainian population of an image of 

Russia as an enemy . . . and the deep socioeconomic crisis are turning Ukraine 

into a chronic seat of instability . . . in the immediate vicinity of Russia's 

borders”. (IEEE, 2016) 

This citation is indicative of Russian concern with the geopolitical situation in 

Ukraine. This is reflected in the military doctrine which stresses the importance 

of Ukraine and the near abroad in Russia’s national security. 

Important to this research is Russia’s view on informational security within its 

national security strategy. Informational security is explicitly mentioned 

multiple times which indicates its importance. Citations from Russia’s security 

strategy illustrate Russia’s perception of being threatened by the West and USA. 

One article mentions information technologies as geopolitical tools used by other 

countries against Russia:  

21: “The intensifying confrontation in the global information arena caused by 

some countries' aspiration to utilize informational and communication 

technologies to achieve their geopolitical objectives, including by manipulating 

public awareness and falsifying history, is exerting an increasing influence on 

the nature of the international situation” (IEEE, 2016) 

These statements are indicative of the Russian perception that it is embroiled in 

an (information) war with the West. Furthermore, this paragraph has shown that 

Russia considers the USA, NATO, and the latter’s expansion drive as the 

foremost threats to its national security.  

2.7 Non-linear & grey zone warfare versus cyber operations 

Hybrid warfare is a term used by western institutions and governments to 

describe offensive operations of Russia, including those in Ukraine. It combines 

types of warfare such as conventional, irregular, political or information warfare. 

(Kofman & Rojanksy, 2015) A better suited term for such Russian operations is 

non-linear warfare. This includes cyber (enabled) operations and active 

measures, as were mentioned before. Although neither new nor exclusively 

Russian, the hybrid warfare label sticks to Russian offensive (cyber) operations 

despite scholars’ attempts to discard it.  
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Russian military strategists view information warfare and consequently cyber 

operations as an asymmetrical (non-linear) strategy. A relevant quote on 

asymmetrical measures states: “Important strategic facilities to damage include 

. . . major industrial enterprises, important communications facilities and 

installations posing a potential environmental hazard. Inflicting such damage in 

nonmilitary spheres is an asymmetric measure” (T. Thomas, 2014) Such 

strategic facilities include the targets of Russian cyber operations covered in this 

research.  

In Ukraine, there is an ongoing civil war between the Ukrainian armed forces 

and armed separatists in the eastern provinces of Donetsk and Luhansk, together 

known as Donbass. These separatist are supported by Russia. Furthermore, the 

Crimean Peninsula, with its ethnic Russian majority and strategic position in the 

Black Sea, was annexed by Russia following the Euromaidan revolution of 2014. 

As mentioned before, this revolution is regarded by Russia as an illegal coup 

d’état that increased insecurity and animosity between the two countries.  

In both regions, Russian armed forces and RISS have ‘engaged’ the Ukrainian 

and Russian population. In this conflict, Russia has made extensive use of 

offensive cyber operations, which will later be covered in detail.  It included an 

intelligence war waged by RISS “spreading despair and disinformation, 

encouraging defections, and breaking or corrupting lines of command and 

communications”. (Galeotti, 2015) The operations thus affected both the 

information sphere as well as physical targets.  

Examples of such operations are severing (digital) communications between 

Crimea and Ukraine, psychological operations through social media and the use 

of anonymous soldiers.9 The Russia-Ukraine conflict is often seen as exemplary 

of Russian non-linear warfare. Russian operations have been successful in 

Crimea but much less so in Donbass. These operations are thus neither easily 

replicated elsewhere, nor a blueprint for Russian non-linear warfare. (Kofman & 

Rojanksy, 2015) 

Grey zone warfare is another western coined term, describing the zone in 

between peaceful relations and conventional war. It is considered a form of 

political warfare filling the gap between diplomacy and open war and used 

“Where traditional statecraft . . . is ineffective and large-scale conventional 

military options are not suitable or are deemed inappropriate for a variety of 

reasons . . . It is a population-centric engagement that seeks to influence, to 

persuade, even to co-opt”. (Votel, Cleveland, Connett, & Irwin, 2016) 

 

9 These ‘little green men’ wore no Russian insignia on their uniforms and claimed to be Crimean 

citizens protecting their homeland, while in fact they were Russian military.  
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Russia also uses such capacities to fight the information war with the West, in 

an effort to challenge western worldwide information dominance. (Pomerantsev 

& Weiss, 2014) Given the absence of a civil or conventional war between the 

USA and Russia, this might be characterised as a form of grey zone warfare. In 

similar fashion to non-linear war, it uses nearly all means available and necessary 

other than conventional war to achieve its objectives. Cyber operations are very 

suitable tools of political and non-linear warfare. (Karlsen, 2019) When properly 

applied, they: 

• Are rarely interpreted as an act of war.  

• Provide asymmetric advantage against technologically superior 

adversaries. 

• Provide fast and accessible access to an adversary’s population. 

• Provide strategic ambiguity and plausible deniability. 

• Provide excellent tools of (political) espionage. (Karlsen, 2019) 

These potential benefits combined with historically developed information 

security views help explain why Russia uses cyber operations both in Ukraine 

and the USA, although with different objectives. 

2.8 Sub conclusion 

The first sub research question was: 

1. Is Russia’s theoretical understanding of offensive cyber operations in Ukraine 

different from such operations in the USA?  

Based on the studied sources, Russia views cyber capabilities as tools of 

information warfare that can be deployed on varying intensity levels of conflict. 

The fact that cyber operations allow Russia to maintain plausible deniability and 

strategic ambiguity is beneficial too. Russia can and does simply deny being 

involved in certain operations, perhaps losing the plausibility from time to time. 

The following hypotheses were defined: 

H 1.1: Russian Intelligence and Security Services use cyber operations as tools 

of non-linear warfare against Ukraine, avoiding escalation and potential armed 

conflict with the west.  

Non-linear warfare is not an official Russian strategic concept, and as such it is 

unfit to understand Russian foreign policy integrally. It should merely serve as 

an explanation to western audiences of, often existing and established, strategies 

employed by non-western countries including Russia in various types of 

conflicts.  
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Nevertheless, Russia has and will apply non-linear strategies in their 

involvement in Ukraine. Ukraine is considered the most important country of 

Russia’s near abroad. After several perceived defeats in former Soviet states and 

other areas regarded within Russian influence sphere, it seems that Russia drew 

the line in Crimea. This quick and successful intervention, supported by cyber 

operations, may have tempted Russian leadership to further cripple Ukraine 

through support of the Donbass separatists. (Galeotti, 2015) This intervention 

turned into an actual civil war, and one which proved significantly harder to win. 

Russian information and influence operations are part of their war effort. 

Tensions between Russia and the West have risen significantly after the Ukraine 

crisis, but it has not led to armed conflict. The first part of H 1.1. is thus partially 

falsified. However, it is true Russia succeeded to avoid armed confrontation with 

the west with its approach. (Jonsson & Seely, 2015) Although it is impossible to 

know for certain based on available sources, it is likely that this avoidance 

strategy was intentional, meaning the second part of H 1.1. is not falsified.  

H 1.2: Russian Intelligence and Security Services use cyber operations as active 

measures, aiming to subvert and sabotage the USA, and as political espionage, 

supporting Russia’s national security objectives. 

Russia considers itself to be in conflict with the West, although there is no 

conventional armed conflict between the two blocs. This is the most significant 

difference between these two cases. Russia’s cyber operations are part of the 

larger concept of information warfare. In line with the Russian definition on IW, 

these operations aim to impose Russian will on its opponents. NATO and the 

USA are among the primary threats to Russian national security. An ongoing 

(ideological) fight over power continues between the USA, NATO, and Russia. 

Russia’s ambition is to challenge American information dominance and to 

establish a polycentric world order with a larger role for itself. Information 

warfare is seen as a useful tool of political warfare and espionage that help 

complete these objectives, while preventing war like confrontations and 

escalation. H 1.2 is thus not falsified.  

However, it is worth mentioning that Russia must balance its actions and 

aggressiveness in order to prevent provoking western countries both in Ukraine 

as well as in the USA. It is likely that Russia tailors its cyber operations to an 

extent, enabling them to be more aggressive and blunt with its cyber operations 

in Ukraine. In Russian strategic thought however, employing information 

operations in Ukraine is essentially not different from doing so against the USA. 

The context and objectives of Russian cyber information warfare are different in 

Ukraine. The existence of such a tailored approach to cyber operations will be 

further explored in the case studies. 
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3. Case studies: critical infrastructure 

3.1 Introduction 

The following chapters form the empirical core of this research. Several cases of 

Russian cyber operations in Ukraine and the USA are studied. Every case will 

be examined using four central questions, followed by a sub conclusion. These 

central questions are: 

1. Technical description: How was the operation executed? 

2. Attribution: Was it Russia? Who in particular? 

3. Effects: What type of effects did the operations have? For example, 

technical or political effects. Were the effects intended? Were there any 

unintended effects? 

4. Is there a discrepancy in the effects of the operation in Ukraine and the 

operation in the United States?  

5. Sub conclusion: what factors influenced the different effects, if found? 

3.2 Ukraine: BlackEnergy3 & CRASHOVERRIDE 

In December 2015, a region in Ukraine suffered a blackout for several hours, 

leaving hundreds of thousands of citizens without electrical power. The effects 

at the several different power distribution stations would be even more severe 

and had lasting effects for nearly a year on the regional Ukrainian grid. 

(Buchanan, 2020, p. 196) This attack became knowns as the BlackEnergy3, 

named after a piece of malware used in it.  Before the Ukrainian grid had fully 

recovered, a second and more sophisticated cyberattack led to a black out in the 

Ukrainian capital Kiev, almost exactly a year later. (Buchanan, 2020, pp. 196–

200) This attack was nicknamed CRASHOVERRIDE. Both these attacks 

targeted the Ukrainian power grid successfully, albeit with some significant 

differences as well.  

3.2.1. Technical description: BlackEnergy3 

In 2015 the attackers used several methods to cause the black out in Western-

Ukraine. Firstly, a spear phishing campaign targeting email addresses of the 

Oblenergo10 employees enabled the attackers to install a piece of malware knows 

as BlackEnergy3 onto the network. This malware gave the attackers access to 

the corporate network of the company. The regional power company had wisely 

separated its industrial control systems (ICS) network from the rest of the 

 

10 Power distribution stations 
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corporate network with a firewall. (Buchanan, 2020, p. 195) The attackers used 

the foothold within the corporate network for reconnaissance, which eventually 

lead to acquiring administrator credentials for the separated part of the network. 

In turn this provided them with remote access to the ICS. (US CISA, 2018) 

Access to the industrial network allowed the attackers to remotely control so-

called breakers, which are automatically controlled electrical switches. These 

breakers are able to interrupt the current flow, designed to prevent damage to a 

substation. When the attackers opened up one after the other breaker, they were 

able to interrupt the flow of power into the grid, ultimately causing the 

blackout.(Lee, Assante, & Conway, 2016) However, the attack did more than 

interrupting the current flow at the stations. Other parts of the attack were aimed 

to amplify the effects caused by opening the breakers.  

This was done using a data wiper known as KillDisk, disabling workstations and 

wiping master boot records11. This left the station’s staff locked out of their 

workstations. Furthermore, the attackers modified code that controls a piece of 

hardware known as a serial to ethernet converter12, further impeding engineers 

trying to take back control over the power stations. This caused engineers rushing 

to the actual substation breakers to restore power locally. In one substation, the 

attackers modified an uninterruptable power supply (UPS) which left this 

particular station literally in the dark without its backup power. Finally, the 

attackers launched a telephone denial of service (TDOS) attack onto one of the 

power company’s customers support centre, which denied access to worried 

customers and leaving the company unaware of the actual consequences of the 

blackout. (Buchanan, 2020, p. 194; Lee et al., 2016) The combined efforts of the 

attack left an estimated 225.000 customers without electrical power for up to six 

hours.  

3.2.2. Technical description: CRASHOVERRIDE 

In 2016, almost exactly a year later, a second blackout occurred at a transmission 

station named Ukrenergo near the Ukrainian capital of Kiev. At first sight, this 

blackout may have seemed less disruptive than the 2015 occurrence since it did 

not last as long, nor did it affect as many customers. However, the attack was 

regarded as both more sophisticated in its approach and more alarming to leading 

cybersecurity experts due to its aim and potentially devastating effects. 

(Cherepanov & Lipovsky, 2017; Slowik, 2019)  

 

11 Master boot record is the parts of a (computer’s) hard drive which  among other thing enables 

the startup of an operating system. A successful wipe of the MBR causes a failure to boot the 

computer.  
12 A serial to ethernet converter is typically hardware that enables remote control of a serial 

industrial device.  
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The malware used in the 2016 attack was capable of disrupting industrial control 

systems such as power grids, without hackers ‘physically’ taking control over 

parts of the ICS.  In order to do so, the attackers had meticulously studied the 

infrastructure of the Ukrenergo station, building up their knowledge through 

several previously used espionage tools such as Havex and BlackEnergy2. The 

initial attack vector was a so-called back door, but no public information is 

available that further specifies this.  

This initial foothold enabled the attackers to control switches and relays at the 

transmission station, similar to the 2015 attack. (Slowik, 2019) Like 

BlackEnergy3 (BE3), CRASHOVERRIDE included data wipers too. However, 

these wipers would automatically search for configuration settings of the ICS 

and overwrite them, while wiping employees’ workstations as well. (Buchanan, 

2020, p. 199) For unknown reasons, the attackers chose to deploy the attack 

solely on the Ukrenergo station.(Lee et al., 2016) 

What set this malware apart from BE3 was that it could be used against other 

critical infrastructure using industry standard communication protocols. This 

significant difference between BE3 and CRASHOVERRIDE was used to 

execute four payloads that altered legitimate communication protocols. These 

protocols communicate between the remote network and the physical parts of the 

grid such as switches and relays. Worth noting is that the attackers did so without 

using employees’ credentials. (Cherepanov & Lipovsky, 2017) This allowed 

them to remain more or less undetected, executing malicious code during night 

shifts for example. The data wiper enabled the attackers to simultaneously 

disable all monitoring of control systems. Being able to control electrical relays 

while leaving the engineers unaware of the attack is what made this malware 

potentially much more destructive. (Cherepanov & Lipovsky, 2017) In any 

power grid, relays prevent severe damage to a grid when irregularities in the 

power supply occur. It is very likely that the attackers observed the Ukrainian 

engineers’ response to the 2015 attack, who moved quickly to manual control 

over the substations in order to restore power. If the engineers would act 

similarly during this second attack, the disabled relays would have caused severe 

damage to the entire region’s grid. (Slowik, 2019) 

In fact, the Ukrenergo staff acted exactly as expected, but no further harm was 

done to the grid. This may have been due to an error in the code written by the 

attackers.  If this error had not been made and/or the attackers would have chosen 

to deploy CRASHOVERRIDE to more power distribution stations, it is highly 

probable the attack would have caused significantly more damage. (Lee et al., 

2016; Slowik, 2019) Another suggested explanation for the lack of severe 

damage, is that the CO malware served as a proof of concept, and some of its 

functionalities were not executed in the Kiev attack. Such a test could also be 

used as to signal deterrence to other countries. (Sebenius, 2017)  
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3.2.3. Attribution 

Researchers of private cybersecurity companies have  independently attributed 

the 2015 and 2016 attack to a group named as ELECTRUM, which in turn has 

been linked to, or seen as part of SANDWORM: a Russian military intelligence 

(GRU) hacker unit. (Hultquist, 2016; Slowik, 2019) This is based both on public 

information, as well as additional classified evidence unavailable to this 

research. Cybersecurity companies FireEye and Dragos argue that the use of 

distinct versions of the BlackEnergy malware are evidence of Russian 

involvement, pointing towards earlier use of this malware by SANDWORM to 

back their claim. (Hultquist, 2016; Slowik, 2019)  

Additionally, cybersecurity company ESET found Russian language in both 

lines of code in the BE malware as well as a Russian language guide in malware 

that was also used in the CRASHOVERRIDE attack. (Cherepanov, 2016) 

Although the latter could also be a false flag operation from another actor trying 

to escape attribution. Hiding behind a different IP address, leaving breadcrumbs 

 

13 Figure 1: Schematic overview of CRASHOVERRIDE. Source: 

https://www.welivesecurity.com/2017/06/12/industroyer-biggest-threat-industrial-control-

systems-since-stuxnet/ 
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of a certain language, or using a specific type of malware; these are all methods 

used in cyberattacks to mislead investigators, drawing attention away from the 

actual culprit. Countries other than Russia use this tactic too. (Goodman, 2010) 

In October 2020, the United States Department of Justice in a public statement 

announced legal charges against six Russian officers affiliated with GRU Unit 

74455. This formal indictment included criminal offences such as computer 

hacking and wire fraud.  It explicitly mentioned the BlackEnergy, KillDisk and 

Industroyer malware as responsible for separate power blackouts in Ukraine. The 

statement corroborated the research findings of cybersecurity companies with 

regard to attribution of the Ukraine blackouts, while identifying SANDWORM 

and Unit 74455 as one and the same.(US Department of Justice, 2020) During 

the 2015 attack, the TDOS calls were reported to come from Moscow, another 

indicator of Russian involvement. (Buchanan, 2020, p. 194)  

Finally, the attacks and spear phishing campaigns were traced back to a number 

of command and control servers which were used in other attacks, targeting 

Ukrainian rail and financial infrastructure as well as the mining industry. 

(Wilhoit, 2016) This indicates that whoever was behind these attacks, was 

willing and able to target Ukraine on a large scale. Since it is difficult to attribute 

these attacks definitively using the limited available technical details, it can be 

informative to look at other possible explanations of attribution. Using motives 

and potential gains involved in executing the described operations we now enter 

the area of informed speculation: 

Leaving the fact that two government intelligence agencies and two renowned 

cybersecurity companies independently attributed these attacks to 

SANDWORM and Russia’s GRU aside, why would an actor capable of these 

operations conduct them? Given the sophistication of the attacks, not many types 

of organisations can be held responsible. Criminal incentives seem improbable 

since these attacks offered no obvious opportunities to create profit. Professional 

hacker collectives, such as Anonymous, might be able to execute such attacks, 

but usually claim their attacks. No such claims were made. Consequently, a 

nation state seems the most probable culprit of such an attack.  

The fact that Ukraine and Russia were embroiled in an ongoing conflict over 

Crimea and the Donbass region cannot be overlooked in this respect. Within this 

armed conflict, Ukraine and Russia were fighting over energy supply too, both 

sides were nationalising energy companies in either Crimea or Ukraine that 

belonged to an adversary. (Buchanan, 2020, p. 203)  Russia for instance blamed 

Ukraine for a particular blackout in the Crimean capital Simferopol as recent as 

March 2014. (Herszenhorn, 2014)  Adding things up, it can be argued with quite 

some level of confidence that Russia and Russian intelligence in particular were 

indeed involved.   



36 

 

3.2.4. Effects of the operations: BE3 

On the surface, the BE3 blackout had the most serious effects on critical 

infrastructure. As mentioned before, up to 225.000 people lost power anywhere 

between one to six hours. The attack also left several serial-to-ethernet 

converters unrepairable, as well as quite a few workstations. Combined, this left 

the regional power company dealing with the damages for nearly a year. 

(Buchanan, 2020, p. 196) According to at least two experts, the attackers could 

have caused much more damage to the Ukrainian grid. (BBC News, 2016; Smith, 

2016) A definitive explanation lacks, but a plausible one is that the attackers 

restrained themselves. Besides the technical effects there were multiple political 

effects worth mentioning.  

Ukraine was quick to blame Russia for the first attack, an understandable move 

in the light of their ongoing conflict. BE3 showed the willingness and ability of 

Russia to hack critical infrastructure targets in order to sabotage and subvert 

Ukraine, especially since this was part of larger cybercampaign that included 

political and financial targets. (Wilhoit, 2016) However, the story was also given 

extensive worldwide media coverage as the first cyberattack to cause an actual 

blackout. Researchers and journalists pointed out that the Ukrainian company 

was relatively well digitally secured, particularly given the fact that critical 

infrastructure often is not. (Lee et al., 2016; Zetter, 2016)  

Both in the United States and United Kingdom experts warned that this could 

happen in their home countries too. (BBC News, 2016) Another interesting fact 

was that the American power grid uses the same serial-to-ethernet converter as 

those targeted in Ukraine. (Zetter, 2016) This amplified speculations that Russia 

was now likely able to carry out blackouts in the USA too, although it is not 

entirely clear whether these converters are very similar in the rest of the world 

too. 

Lastly, the TDOS attack which left customers unable to reach the power 

company, made little impact on the restart of operations. An explanation could 

be that it served as the psychological part of the attack, aiming to undermine the 

image of the national energy company. Considering the reported restraint, the 

attackers showed, and the interstate conflict background, the attack can be 

interpreted in many different ways.  It could have served as a warning to Ukraine, 

a retaliation for power cuts in Crimea, a proof of concept for developing 

cyberattacks to come, or all of the above. The other question that remains is 

whether all of these effects were intended. This is impossible to determine 

definitively, and perhaps this is what suits Russia best too. Cyber capabilities can 

cause harm without evoking escalation. (Lin, 2012) Russia could test its 

offensive cyber capabilities and cause damage to an adversary. Furthermore, 

they could maintain plausible deniability, avoid provoking western countries, 
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while still displaying Russian capabilities. Although escalation with Ukraine was 

likely not a Russian concern, preventing escalation with more powerful 

adversaries may very well have been: an example of grey zone warfare in 

practice.  

3.2.5. Effects of the operations: CRASHOVERRIDE 

Similar to BE3, the CRASHOVERRIDE (CO) malware caused a blackout in the 

northern part of Kiev, if only for about an hour. Although the number of 

customers affected was smaller, the total power output lost (200MW) in the 

second blackout exceeded the output loss of all substations in the 2015 attack 

combined (135MW). (Lee et al., 2016) As mentioned in the technical 

description, the potential damage in the CO attack could have been far greater. 

If the CO malware would have been used against more stations, it could have 

triggered a longer blackout with exceedingly worse consequences. This could 

have caused backup systems to overload with even more failures as a result.  

The different outcomes in technical and systems effects of CO became clear in 

the aftermath of the attack. The CO attack had very limited lasting effects on the 

station in Kiev. Furthermore, the attack had lost its potency within an hour. If 

some parts of the code had worked as researchers at Dragos suspected, causing 

the relays to malfunction, the damage could have been much more severe. 

(Slowik, 2019) Arguably the most significant difference was that CO code was 

more modular than BE3 and therefore applicable to a wide range of industrial 

control systems. This distinction remains theoretical since it did not make any 

difference in the actual outcome. 

The political effects of the CO attack are perhaps even more complicated. 

Whether or not the attackers withheld themselves is still an issue of debate but 

remains a plausible explanation. Was the restraint in their operation a coding 

failure, or was it intentional? The same could be argued with respect to the 

chosen singular target, using much wider applicable malware. Another 

commonly heard explanation is that the Kiev grid may have served as a proof of 

concept of the CO malware. (Lee, 2017) 

An interesting discrepancy appears between this apparent restraint on one hand 

and the wide ranging cyberattacks aimed at Ukraine over the course of many 

years on the other. This could indicate that Russia uses Ukraine as a live ‘test 

facility’ for its arsenal of cyber weapons. Moreover, both explanations for the 

limited damage in Ukraine can be understood as attacks serving as a warning 

towards the west and the USA in particular.  
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3.3 USA: Dragonfly 2.0 cyberattacks on critical infrastructure 

Between late 2015 and 2017, critical infrastructure targets including power grids 

located in the United States were attacked by a group identified as Dragonfly 

2.0. Among the more than twenty affected targets were nuclear power plants, 

although these turned out be more resilient to the attacks. Several conventional 

energy utilities were however penetrated, down to the level of the industrial 

control systems; a similar feat as the events described in Ukraine. Contrary to 

the Ukraine cases, none of these attacks caused blackouts. (Symantec, 2017) 

3.3.1. Technical description Dragonfly 2.0 

Dragonfly 2.0 started with reconnaissance of mostly third-party networks with 

ties to the energy sector, known as staging targets. The attackers collected bits 

of sensitive information such as technical specifications of the targeted industrial 

systems. In one example they examined a publicly available picture on a 

webpage which provided them with the ICS model being used at a particular 

plant. (US CERT, 2018) The reconnaissance phase provided the necessary 

knowledge for the attack phase.  

The first attack consisted out of a series of (spear) phishing campaigns targeting 

specific third parties in the energy sector in an attempt to steal legitimate user 

credentials. Examples given by US CERT include legitimate CV’s of technical 

personnel stolen and then sent by the attackers to incite victims to open malicious 

attachments. (US CERT, 2018) The toolkit (phishery) used for stealing the 

credentials was publicly available on the internet at the time. Simultaneously, the 

attackers used a watering hole attack to collect network credentials from energy 

sector employees as well as trusted third parties. Such an attack compromises 

websites which are known (or suspected) to be used by a targeted victim, in order 

to gather network credentials. (Symantec, 2017) 

Armed with legitimate credentials and knowledge of the network’s structure, the 

attackers build a back door into the networks of the third parties giving them 

remote access and allowing them to create local administrator accounts. The 

attackers could now install both software and malware on third party servers 

which, by then, were compromised sufficiently to serve as command-and-control 

servers in the attack on the intended final targets. These servers now contained 

compromised services,14 that provided access to the networks of the energy 

companies. (US CERT, 2018) 

 

14 The compromised services included a Virtual Private Network (VPN), a remote desktop 

protocol (RDP) and the Outlook Web Access mail client. (US CERT, 2018) 
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Continuing with a second reconnaissance phase on the final target’s internal 

network, the attackers gained access to the domain controllers15 of several 

targeted networks. This allowed them to view ICS data output and configuration 

profiles to access the ICS network. They could now access the ICS and SCADA16 

systems of several electrical utilities. Similar to the intrusions in Ukraine the 

attackers could now interrupt the current flow, through control over equipment 

such as breakers. After compromising the ICS the attackers tried to cover their 

tracks by deleting log files and registration of remote access connections they 

had used in the attacks, although authorities nevertheless succeeded in 

recovering these files afterwards. (US CERT, 2018) A crucial difference 

between Dragonfly and the Ukraine case was that the attack stopped short of 

‘flipping the switch’: now power loss or blackouts have been reported in the 

aftermath of this attack.  (Greenberg, 2017) 

3.3.2. Attribution 

The United States government CERT and the domestic intelligence agency FBI17 

released a joint technical report in 2018 where they publicly attributed the 

Dragonfly 2.0 case to the Russian government. No specific evidence was given 

to back this claim up, although the report provided great detail in the methods 

used by the attackers. (US CERT, 2018) It is likely that these agencies had more 

concrete evidence, ungrounded allegations would make a court case impossible. 

A plausible explanation for non-disclosure could be to prevent compromising 

their (technical) sources, safeguarding future collection on Russian APTs. This 

is something many intelligence agencies tend to do. (Buchanan, 2020, pp. 70–

76) Statements made by NSA18 officials allegedly accuse Russian agencies as 

well. (Nakashima, 2017)  

Earlier attacks on energy infrastructure by a group known as Dragonfly occurred 

around 2014. Both the modus operandi and recognized indicators of compromise 

were linked to Russian APTs 28 and 29, according to the US intelligence 

community. When working together these APTs are nicknamed Grizzly Steppe. 

(DHS & FBI, 2016) Although Dragonfly (likely GRU & SVR) and Dragonfly 

2.0 (likely FSB) are generally seen as two distinct groups, they used similar 

methods and two exact same pieces of malware, suggesting a certain link 

between the two groups, and therefore with Russia. (Greenberg, 2017)  

 

15 Domain controllers are mainly used for security, including the authentication of users 

accessing domain resources. (Red Hat, 2020) 
16 Supervisory Control and Data Acquisition; a type of ICS usually including a graphic user 

interphase to monitor and control industrial installations. 
17 Federal Bureau of Investigation 
18 National Security Agency; America’s foremost signals intelligence agency.  



40 

 

The Russian intelligence community is known to compete amongst each other 

over matters like funds and areas of responsibility. (Galeotti, 2016b) 

Follow up intrusions in other countries attributed to Dragonfly 2.0 strengthen the 

American claims.  Germany’s domestic security service declared in 2018 that 

highly likely Russian security service FSB, through Dragonfly 2.0 (Berserk 

Bear) had attacked energy companies in Germany, only succeeding to breach 

their corporate network. (REUTERS, 2018) In 2020, a classified report of the 

German foreign intelligence agency sent to industry cybersecurity officials 

attributed ongoing critical infrastructure intrusions in Germany to Dragonfly 2.0, 

again also identified as Berserk Bear. (Lyngaas, 2020a)  

Besides governmental institutions, some private cybersecurity companies have 

tracked Russian APT’s including Berserk Bear over time, resulting in another 

link between the Russian government associated groups and attacks on critical 

infrastructure. (Crowdstrike, 2020; CrowdStrike, 2013) The initial report from 

Symantec noted that the attackers used several tools which were available on 

platforms such as GitHub, and the intrusions did not involve the use of zero days. 

This could have been an attempt to prevent attribution. The report did find strings 

of code written in Russian, although this provides very little certainty. 

(Symantec, 2017) 

The attributions to the group dubbed as Dragonfly 2.0 regarding the attacks on 

US energy sector provide little publicly available technical or forensic evidence, 

making it again hard to be absolutely certain of Russian state involvement. 

However, as with the BlackEnergy case, again there are several reputable and 

independent sources that attribute these intrusions to Russian APTs with high 

confidence. The number of sources linking Dragonfly 2.0 to Russian government 

agencies, such as the FSB, is significant. One could argue as well that the pattern 

of these attacks seems to be coherent with one another, although with differing 

success.  

3.3.3. Effects of the operations 

A number of government investigations were conducted in between and after the 

various reported incidents that were attributed to Dragonfly 2.0. The United 

States Computer Emergency Response Team (US CERT) identified several 

vulnerabilities in the software and security architecture of the affected companies 

as well as the involved third parties. The attackers succeeded in penetrating all 

the way down to the ICS level, so the potential consequences could have been 

similar to what happened in Ukraine in 2015 and 2016; provided the attackers 

would have proceeded with the attack. The fact that they chose not to proceed 

with the attack is crucial in this respect.   
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A part of the vulnerabilities found in the energy sector stem from legacy systems, 

which were never designed with (digital) security in mind. Most of the legacy 

(operating) systems used in critical infrastructure are no longer supported and 

patched for vulnerabilities. But simple preventive measures, which are becoming 

standard cybersecurity principles, and are featured in common email clients or 

cloud storage services, were lacking in these companies’ networks. Examples 

given by private parties were; two factor authentication of user credentials, 

enforcing minimum password requirement policies, encrypting network stored 

data and updating anti-virus suites regularly. (Symantec, 2017) US CERT gave 

an even more extensive advice on best practices protecting against campaigns 

such as Dragonfly executed. Proper segmentation, better monitoring of remote 

access sessions, monitoring of email accounts registered, to name a few.  

A second effect of this operations was that it once again reminded the US and 

other western countries just how vulnerable their critical infrastructure is and 

how much there is to improve on securing it. The story was relatively well 

covered by the media, which served to amplify this notion.  

The given advice should therefore be implemented beyond the energy sector as 

well, to better secure other critical infrastructure. The wider disruption of critical 

infrastructure in Ukraine has shown that this is an issue that transcends the 

energy sector. Industrial control systems managing other critical infrastructure 

are at risk in the United States too. Especially since experts have noted that the 

network security in Ukraine was on par with or better than in the USA, and 

similar hardware is found in both countries. Attackers can exploit similar 

vulnerabilities identified in the Dragonfly 2.0 case to this end. When several 

critical infrastructure systems are affected simultaneously and fail, it can create 

a cascading effect with far reaching consequences. (Desouza, Ahmad, Naseer, & 

Sharma, 2020) 

This warning created a political effect related to the discussion on cyberwar and 

its thresholds. The US, itself no stranger to cyber enabled espionage and 

sabotage, was targeted with some level of success by one of its oldest 

adversaries. The fact that Russia did not ‘flip the switch’, causing a blackout in 

the United States, may well have been caused by a fear of cascading cyber 

operations. However, this cybersecurity dilemma is a separate field of study 

which lies outside the focus of this research.   

Perhaps Russia was signalling to the United States what they are capable of in 

cyberspace as means of deterring. Both states have been embroiled for decades 

in an ongoing espionage and sabotage cat and mouse game. The US has had 

reconnaissance probes installed on Russian energy sector control systems since 

2012. (David E. Sanger & Perlroth, 2019) Given the proven sophistication of the 

US Cyber Command and the NSA, it is not unlikely that the US is or was able 
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to disrupt critical infrastructure in Russia too. The operations in the US could 

have served as an intentional warning from Russia showcasing that they too are 

‘a mere snap away’ from inflicting actual damage.   

An interesting point against this goal of signalling through cyber espionage and 

sabotage is put forward by Buchanan. Cyber operations are unfit for the task of 

signalling, because the exposure of a state’s cyber capability often makes that 

very capability ineffective. (Buchanan, 2020, pp. 307–312) Let us explore this 

for a moment. 

If Russia wanted to warn the United States that it could disrupt its energy sector, 

the US would have to notice the warning for it to work. When noticed, the 

intrusion serving as a warning would certainly be thoroughly investigated, as 

was the case for the Dragonfly 2.0 intrusions. The modus operandi of the Russian 

intrusion would be compromised, and the exploited vulnerabilities would be 

patched, making it harder to repeat and damaging the credibility of the 

deterrence. In a worst-case scenario, it could also negatively affect other Russian 

cyber capabilities using similar techniques and/or vulnerabilities.  

Besides, Russia’s cyber sabotage operations in Ukraine already sent a message 

of warning to the West, whether this was intentional or not. Given the risks 

involved of repeating this course of action in the US, this may seem irrational. 

Although perhaps they wanted the warning to be very credible indeed. Signalling 

therefore seems a less likely explanation. 

Ultimately, it could have been an espionage and/or training operation which was 

fortunately discovered by cybersecurity professionals. Some of the tools used 

were publicly available, which eliminates the risk of compromising one’s 

capabilities and tailor-made tools. Other techniques had been applied in previous 

operations as well. Similar activities attributed to Dragonfly were reported in 

Turkey and Switzerland as well, indicating this could all be part of a wide 

ranging reconnaissance operation. (Symantec, 2017) 

3.4 Discrepancies 

The most straightforward difference in the Russian operation in Ukraine and the 

United States is the fact that in the US, no blackouts had occurred. According to 

several cybersecurity companies and reputable journalists, the dominant 

explanation is that Russian hackers showed restraint against the US energy 

sector. Another difference between both BlackEnergy and DRAGONFLY on the 

one hand and CO on the other was the wider applicability and operator 

independent functioning of the latter. The CO malware was more sophisticated 

and likely a further developed version of BlackEnergy, though based on its 

predecessor’s proven effectiveness.  A year had passed since ELECTRUM had 



43 

 

shut down the stations in western Ukraine, and it seems Russia learnt from it. 

This is also reflected in the CO payload which was likely developed based on 

observed reactions from Ukrainian staff after the first attacks in 2015. Assuming 

that these operations were conducted by two different intelligence agencies, this 

slightly complicates the comparison between the BE3 and CO attacks with the 

Dragonfly case.  

3.5 Sub conclusion 

Our second sub research question was: 

2. Which factors influence the different effects of Russian cyberattacks on 

the power grid in Ukraine compared to similar operations in the USA? 

The accompanying hypotheses were: 

H 2.1 Russia’s cyberattacks in Ukraine are dependent on the factors; technical 

‘home-field advantage’, societal knowledge and a conflict scenario, which are 

absent in the USA. 

A technical ‘home-field advantage’ was present in the fact that much of the 

infrastructure used in Ukraine originates from the Soviet era, which is 

advantageous for Russian hackers who know these systems well. The conflict 

scenario was too very likely a factor in these attacks. First, the Russian attacks 

spanned much wider than just the power grid and included attacks on the railway, 

television, mining and government sectors, indicative of a larger conflict 

between the two. Second, Ukraine and Russia were fighting over energy supply 

in particular too, with power cuts being used as a coercive tool by both sides. 

Evidence against this hypothesis is that Russia succeeded to compromise the US 

grid without any home-field advantage, although they did not actually cut the 

power as discussed. Neither is there any evidence suggesting that societal 

knowledge played a part in these operations. The factors home-field advantage 

and societal knowledge are therefore considered falsified. The conflict scenario 

factor is not considered falsified.  

H 2.2 Russian cyberattacks in the USA are deliberately designed to avoid 

extensive damage, considering the superior power of the USA in conventional 

and cyber warfare.  

The operations in Ukraine did inflict damage on the power grid and caused 

blackouts, whereas in the United States they did not. Considering Russia had 

compromised the US grid similarly down to the ICS level this was likely not a 

matter of ability, supporting H 2.2. Whether Russia was willing to disrupt the 

US power grid at the time remains a matter of debate, but this chapter has argued 

that they were in fact not willing to cross that line. Further support for hypothesis 
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3.2 can be found in the fact that Russia used the same malware against other 

states such as Turkey and Switzerland. No blackouts were reported as a result of 

these attacks either, while both attacks in Ukraine did inflict damage. It can also 

be argued that this restraint is evidence of Russian consideration for the US 

military and cyber superiority, although Russia will probably never admit it.  

Arguing against this hypothesis is that BE3 and CO were likely the responsibility 

of the GRU, while Dragonfly is likely FSB. The GRU is known to be aggressive 

and its operations have escalated before, notably in the NotPetya incident. FSB 

cyberattacks do not share the same infamy. The next chapter will also show that 

the GRU does not hesitate to target the USA with information operations either. 

Another countering argument could be the coding error in the CO attack. If it 

was not an unintended error, it means Russia deliberately avoided extensive 

damage in Ukraine too. But then again, attacks on other Ukrainian infrastructure 

were still disruptive. Therefore, hypothesis 3.2 is not considered to be falsified.  

H 2.3 Russia tests cyberattacks in Ukraine which can then be regarded as 

operational for potential use against countries such as the USA.  

Both the Ukraine and US operation can be attributed to Russian intelligence with 

high confidence. Exactly why Russia did it is impossible to know except in the 

unlikely scenario where for example Kremlin officials will state this explicitly. 

Evidence that supports this hypothesis includes: in all three cases covered in this 

chapter some level of restraint on behalf of Russia remains a plausible 

explanation for the relatively limited damage inflicted. The malware was 

adjusted after initial execution and observation of Ukraine’s response, to then be 

executed again, which may indicate a trial phase. Moreover, the CO malware 

was applicable to a larger set of critical infrastructure but not applied as such. 

The chronological order of the attacks permits the theory that the Ukraine attacks 

could have served as a study for Dragonfly 2.0, although these were two separate 

agencies. The fact that Berserk Bear used the same attacks against Turkey and 

Switzerland makes matters more complicated. It is possible that Ukraine served 

as a test site for these countries too. Even if this was not the case, H 2.3 is not 

falsified by this or any of the other findings. 

Thus, we can conclude that Russian cyberattacks on the power grid in Ukraine 

are intentionally causing damage, whereas in the USA they are not. The conflict 

scenario between Russia and Ukraine and the risks involved with such 

disruptions in the USA are contributing factors in this matter. Finally, it seems 

plausible that Russia uses the opportunity it has to test cyber weapons 

functionalities in Ukraine.    
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4. Case studies: digital information operations 

4.1 Ukraine: 2014 & 2019 presidential election interferences 

Both and 2014 and in 2019, attempts to meddle with the Ukrainian elections were 

reported. Both elections took place in tumultuous circumstances. In 2014 the 

elections were held shortly after the Ukrainian revolution, also known as the 

Euromaidan revolution. The revolution escalated into civil war and to make 

matters worse, Russia annexed the Crimean Peninsula just days later. Both 

conflicts are currently unresolved.  

4.1.1. Technical description: 2014 elections 

As stated before, the 2014 elections followed the Euromaidan revolution, after 

which incumbent president Yanukovych fled to Russia. The elections are 

organised by the Central Election Commission (CEC), using paper ballots and 

digital monitoring systems. On the 21st of May 2014, the CEC was attacked by 

hackers targeting  parts of voting monitoring system, resulting in flawed vote 

monitoring for almost twenty hours. (Baezner & Robin, 2018) The attackers, 

who nicknamed themselves CyberBerkut, boasted they had destroyed the 

tallying system and leaked emails to back their claims. The Ukrainian 

government responded quickly by restoring all data and services a day later. 

(Rid, 2020a) 

On election day, minutes before the polls would close, the attackers placed a 

forged result on the CEC server, falsely stating that far right candidate Dmitry 

Yarosh had won the election. The CEC had set up mirrors of its website, causing 

the false results not being visible on the public website of the CEC. However, 

CyberBerkut had leaked the forged results to Russian media, who immediately 

picked up the story. (Rid, 2020a) Non-CEC websites related to the 2014 elections 

were successfully targeted as well. The morning after election day, the CEC 

website was struck by a Distributed Denial of Service Attack (DDoS)19, further 

delaying the actual results of the election. (Clayton, 2014) 

Furthermore, Ukrainian CERT reported they had identified espionage malware  

on the CEC network, but had successfully mitigated the threat. (Koval, 2015) 

This attack was again claimed by the group identified as CyberBerkut.20 

(Baezner & Robin, 2018) According to the Ukrainian CERT head of 

 

19 DDoS attacks are blunt instruments which aim to launch large amounts of data (requests) to a 

server, causing it slow down or crash.  
20 Berkut was the name for the Ukrainian riot police, which was deployed to suppress the 

Euromaidan protests during president Yanukovych tenure. The unit was dissolved after the 

revolution due to its violent reputation.  
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investigation, the attack was both sophisticated and well planned, initial 

reconnaissance had taken place since at least March 2014. Allegedly, the 

attackers had gained administrator level access to the CEC network. (Koval, 

2015) 

Three months later, the parliamentary elections would take place in Ukraine. 

Again, attackers targeted CEC website with a DDoS attack. The attack slowed 

the CEC website down but did not cause a crash. Both the May and October 

attacks were unable to change any voter data held by the CEC, the CEC used 

paper ballots and manual counting to determine the outcome. Furthermore, the 

attackers did not gain access to the votes registration part of the network. (Marks, 

2014) 

Besides the attempts to interrupt the services of the CEC, several other efforts 

seemingly aimed to deface the Ukrainian government and its officials were 

reported over the course of 2014. These efforts included: 

• Sabotaging fibre optic cables in the Crimean Peninsula, cutting official 

communications with the mainland short. This happened during the 

Russian annexation of Crimea.  

• Disabling access to- and altering data on-, Ukrainian government 

websites. 

• Smear campaigns against individual politicians. 

• Telephone Denial of Service attacks against Ukrainian members of 

parliament. (Weedon, 2015) 

4.1.2. Attribution 

As mentioned, the group CyberBerkut publicly claimed responsibility of the 

attacks on the CEC website. The initial assessment of cybersecurity researchers 

and academia was that CyberBerkut was likely a pro-Russian hacktivist group 

based in Ukraine. In its public statements, the group had mimicked the symbols 

and language of infamous hacktivist collective Anonymous. Ukrainian CERT 

assessed that due to the sophistication of the attack and the presence of espionage 

malware linked to Russia, these hacktivist had to be state sponsored. (Koval, 

2015)  

CyberBerkut is a reference to the Ukrainian riot police (Berkut) which was 

involved in the violent suppression of the Euromaidan protests of February 2014. 

Likely the group tried to signal they were Ukrainian through naming themselves 

as such. (Jensen, Valeriano, & Maness, 2019) More thorough investigation later 

led to a different assessment: CyberBerkut was likely a Russian state sponsored 

group tied to the Russian government. (Jensen et al., 2019)  
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Rid takes this assessment even further, claiming CyberBerkut was a front 

operation of Russia’s military intelligence agency GRU. (Rid, 2020a) This claim 

is backed up by forensics which reveal the usage of the same shortened URL’s 

associated with APT28, or GRU Unit 26165. Citizen lab also found strong 

commonalities in the domains set up by APT28 and CyberBerkut for different 

operations, suggesting a link between the two. (Hulcoop, Scott-Railton, 

Tanchak, Brooks, & Deibert, 2017) The United Kingdom’s National 

Cybersecurity Centre stated with ‘high confidence’ that the GRU was behind the 

moniker CyberBerkut.(UK NCSC, 2018) Finally, a study by Stanford university 

revealed several references to GRU cyber operations outside of Ukraine in social 

media content disseminated by CyberBerkut. (Diresta & Grossman, 2019) 

The group claimed responsibility or was seen as the culprit of other attacks too, 

both in Ukraine and in the rest of the world. Among the Events tied to 

CyberBerkut are: 

• An attack on a large Ukrainian bank, which had suspended its services 

in the separatist regions of Donetsk and Luhansk. (The Moscow Times, 

2014)  

• The targeting of several NATO websites.  (Jensen et al., 2019) 

• The placement Holocaust related defacement material on Polish 

websites including the stock exchange. (Jensen et al., 2019)  

• Attacks in 2015 on German government websites.  (Trend Micro, 2015) 

• Hack and leak operations aimed to discredit journalist David Satter, a 

known critic of the Russian government. Worth noting is that it applied 

a phishing technique that matched the John Podesta phishing operation 

exactly. (Hulcoop et al., 2017) 

• Hack and (tainted)21 leak operations against George Soros’ Open 

Society Foundation (OSF). (Hulcoop et al., 2017)  

A well trained and funded hacktivist group could have been able to target the 

CEC servers as observed in this case. However, other attacks attributed to 

CyberBerkut fit poorly into the narrative of being a Ukrainian nationalist 

hacktivist group, such as the attack against Poland. Considering that several 

operations were leaked proactively to Russian media; strong similarities were 

found in the methodology applied by APT28 and CyberBerkut and multiple 

sources tying CyberBerkut to the Russian government and the GRU in particular; 

 

21 The Citizen Lab has named operations in which stolen data or communication is altered before 

it is leaked ‘tainted’ leaks. OSF has been formally declared an undesirable organisation by the 

Russian government.  
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it is no leap of faith to state that the interference was a Russian false flag 

operation.22  

4.1.3. Technical description: 2019 presidential elections 

The 2019 presidential elections in Ukraine were again targeted by disinformation 

and digital fraud. According to a statement from a high-ranking Ukrainian cyber 

police official, the attacks consisted of phishing emails and malicious software 

updates seeking to harvest credentials from government officials. As such it 

started months before the elections would take place in March and April. The 

same source reported that the attackers tried to buy sensitive information on the 

dark web related to election officials, using cryptocurrency. (Reuters, 2019) The 

US Director of National Intelligence, in its annual threat assessment, added that 

Russia was proactively trying to influence these elections through exploitation 

of cyber vulnerabilities and other information operations: “Hoping to remove 

Petro Poroshenko from top office in Ukraine and aiming to bring to power a less 

anti-Russian parliament” (Director of National Intelligence, 2019) However, 

other than in 2014 no intrusions onto the CEC networks were reported.  

Besides the efforts aiming to gain access to election officials’ personal files and 

government computer networks, other active measures including disinformation 

were employed in Ukraine. Social media companies such as Facebook and 

Twitter had increased their monitoring and detection capabilities following 

disinformation operations in the US elections. Disinformation spread by 

suspicious IP addresses and coming from foreign countries would likely be 

detected and flagged. Facebook alone reportedly took down more than 100 

accounts and almost 2000 pages, used to impersonate candidates and spread 

disinformation. Presidential candidates mobilised their constituencies to help 

identify imposter accounts, overflowing them with messages of support for the 

candidate. The perpetrators tried to circumvent security measures by using 

proxies in Ukraine who were offered payment for the use of their social media 

accounts. (Schwirtz & Frenkel, 2019) 

Partly due to this new strategy of hiring citizens instead of using forged accounts, 

plenty of disinformation was successfully spread. An interesting example 

involved a Telegram account posing as an employee of the Ukrainian national 

security service (SBU). This ‘mole’ claimed he leaked inside information from 

the service. It included stories claiming the SBU was secretly plotting to keep 

incumbent president Poroshenko in power in spite of his unpopularity. To this 

end, it posted several unverifiable statements. On such message included vague 

 

22 False Flag operation: when an attacker tries to shield their true identity or origin by putting the 

blame on a forged or real third party.  
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pictures of ‘instructions’ handed out to SBU to use violence against protests 

aimed at Poroshenko. These messages were then amplified by other social media 

accounts involved in the spread of disinformation. (DFR Lab, 2019) 

A Kiev based non-governmental fact checking organisation pointed to Russian 

television talk shows and news channels as the most successful spreaders of 

disinformation. These media also reach an estimated 1.4 million Ukrainian 

citizens, predominantly in the separatist regions of Donetsk and Luhansk. In a 

survey of three of these channels they registered several baseless and/or partially 

biased claims in 18 broadcasts dedicated to the Ukrainian elections. (StopFake, 

2019) These are depicted in the table below: 

23 

4.1.4. Attribution 

The head of Ukrainian cyber police was quoted saying it was ‘likely’ that Russia 

was behind the phishing attacks targeting Ukrainian election officials, though no 

evidence was given to support this. (Reuters, 2019) The US Director of National 

Intelligence gave a similar assessment, but as is often the case with intelligence 

agencies, no further specifications were given here either. The head of Ukraine’s 

foreign intelligence service stated that the Russian government had allocated 

$350 million just for operations regarding the 2019 elections. These operations 

had the goal to prevent Poroshenko from being re-elected. (UNIAN, 2019) That 

same president Poroshenko went public to state that the Russian government was 

behind two different DDoS attacks targeting the CEC website in February 2019. 

(Lyngaas, 2019) 

 

 

23 Figure 6: Overview of claims made by three Russian news outlets (Channel One and Russia 1) 

with regard to the presidential elections in Ukraine. (StopFake, 2019) 
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Concerning the disinformation efforts, again Ukrainian SBU pointed towards the 

Saint Petersburg based Internet Research Agency, which will be covered in the 

next paragraph. (UNIAN, 2019) Furthermore, they assessed that it was Russian 

intelligence who had approached Ukrainian citizens to lend their social media 

accounts in exchange for money. (Schwirtz & Frenkel, 2019) Observers working 

for the Canadian government revealed that there were significant spikes in the 

creation of bot-controlled Russian language Twitter accounts during the 2014 

Ukrainian election, during the first days after the MH-17 aircraft crash and 

during the 2019 Ukrainian elections. (Rapid Response Mechanism Canada, 

2019) Facebook reported that it had removed accounts that “originated in 

Russia” which “created fictitious personas, impersonated deceased Ukrainian 

journalists, and engaged in fake engagement tactics. They also operated fake 

accounts to increase the popularity of their content, deceive people about their 

location, and to drive people to off-platform websites” The advertisement space 

bought by these account were paid for in Russian Rubles. (Facebook, 2019) 

None of the above provide any definite proof nor absolute certainty. This means 

it is hard to identify Russian government agencies responsible for any of it. Some 

of the sources might have benefited politically, making attribution in this 

particular case slightly more speculative. However, the efforts made were well 

aligned with Russian interests in Ukraine. This is especially true for the efforts 

hindering the re-election of Poroshenko, who took a firm stand against Russia 

during his presidency. Then there is plenty of circumstantial evidence pointing 

towards Russia and Russian intelligence. Finally, the observed methods and 

targets are also similar to what would be observed in the United States election 

interference in 2016 as well as the 2014 Ukrainian elections. Both these instances 

provide much more reliable and concrete evidence of Russian involvement. 

Altogether, it is hard to maintain that Russia, still engaged in a bitter conflict 

with Ukraine, had nothing to do with this election interference whatsoever.  

4.1.5. Effects of the operations 

Both the 2014 and the 2019 presidential elections elected presidents which were 

not the candidates that Russia supported with their information operations. In the 

2014 election, candidate Poroshenko, who had supported the Euromaidan 

revolution, won 54% of the votes. CyberBerkut’s claim that far right candidate 

Yarosh had won the election was therefore far from credible: he gained 0,7% of 

the votes. Another effect of the operation was that Ukraine immediately accused 

Russia. This claim was then gradually supported by other states, journalists, and 

non-governmental organisations. Therefore, the operation was likely to 

strengthen anti-Russian sentiments in Ukraine and other European countries.  
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Studies have found that the Russian information campaign prior to the 2014 

elections did influence Ukrainian voters. It concluded that the pro-Russian 

population’s attitude towards Russia benefitted from the campaign. However, on 

the pro-Western population it had no such effect, which means it primarily led 

to further polarisation of the Ukrainian society. (Peisakhin & Rozenas, 2018)  

Another contributing fact in this respect is that people living in the Donbass and 

Crimea regions are generally isolated from information that is not controlled by 

Russia, whereas people in Western Ukraine have little to no access to Russian 

information. (Baezner & Robin, 2018) 

The intended effects were likely to damage the trust in the Ukrainian government 

and the elections in general rather than having a significant influence on the 

outcome of the elections. This is part of ongoing Russian efforts to destabilise 

Ukraine and delegitimise its government. This campaign was successful for 

certain target audiences, notably people in pro-Russian regions. (Jensen et al., 

2019) 

In 2019, Russian efforts tried to prevent the re-election of Poroshenko, according 

to the US intelligence community. Poroshenko’s challenger Zelensky eventually 

won the election with more than 70% of the votes. There is no evidence that 

Russian information operations influenced the results in any significant way. The 

landslide victory of former professional comedian Zelensky was likely due to a 

very successful media campaign, which articulated the fact that he was anything 

but a corrupt career politician. (Dosenko, Gerachkovska, Shevchenko, & 

Bessarab, 2019)  

Although Russia had not been able to influence the outcome in 2014, it tried to 

interfere again in 2019. Perhaps they had regained confidence after the partial 

success of the 2016 US elections. However, it is more likely the interference was 

again part of the combined Russian efforts to subvert Ukraine by any means 

available and further fuel social polarisation.   
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4.2 USA: 2016 presidential election interference 

In the run up to the 2016 United States presidential elections, a number of 

confidential emails were leaked on the website DC leaks. These emails exposed 

a bias in the democratic party favouring presidential candidate Hillary Clinton 

over Bernie Sanders. The stolen emails were then leaked by a hacker group at 

the time known as Guccifer 2.0. Investigations later indicated that Russia was 

likely responsible for this hack and leak operation, adding that Russian President 

Putin ordered the operation.(DHS, 2016) By discrediting the primary democratic 

candidate, Russia aimed to influence the elections. (Mueller, 2019; Office of the 

D.N.I., 2017) 

4.2.1. Technical description & subsequent leaks 

In March 2016, Russian military units started a spear phishing campaign against 

dozens of employees working for the Clinton candidacy, the Democratic 

National Convention (DNC) and Democratic Congressional Campaign 

Committee (DCCC). Official and private email accounts of staff members 

working for the presidential candidate were compromised. One of the victims 

was Clinton’s campaign leader John Podesta. The hackers extracted campaign 

related communication and user credentials from their victims, which granted 

them access to the DCCC network. Once on the DCCC network, they collected 

administrator credentials, compromising more than 20 different computers. In 

both instances they used a credential harvesting tool known as Mimikatz.24 

(Mueller, 2019) 

The credentials enabled them to traverse from the DCCC to the DNC network 

using a VPN connection between the two. Between April and June, they 

continued to compromise the DNC network. Using malware knowns as X-

Tunnel, the attackers could transfer large amounts of data back to their ‘own’ 

control servers, which were leased from a commercial party in Arizona. Another 

malware known as X-agent, enabled the attackers to log keystrokes and take 

screenshots, capturing both sensitive business and personal information from 

DNC and DCCC employees during business hours. These combined efforts 

allowed the intruders to collect thousands of documents and emails from the 

Democratic party, which were secured on their leased servers. (Mueller, 2019; 

Rid, 2020a) 

 

 

24 Mimikatz was a tool that was created by a French programmer. The Russians allegedly tried to 

physically steal the source code, but failed. It was then published online and has been used in 

infamous hacking operations such as NotPetya and BadRabbit targeting Ukraine.  
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The next step was to leak large amounts of information without compromising 

the source. For this step, the attackers had registered the domain DCleaks.com 

anonymously through a commercial service which they paid for in bitcoins. 

These bitcoins were mined by the computing resources of the attackers. The 

documents and emails were neatly sorted, and the timing of their release was 

tightly controlled. The first leaks occurred around early June 2016, which were 

then promoted via social media accounts registered by the hackers under the alias 

DCLeaks. In addition, email accounts were opened to communicate with 

journalists. Some were given early access by DCLeaks to documents that were 

password protected. Meanwhile, the DNC had hired a private cybersecurity 

company to investigate the intrusions. Within two weeks of the first leaks, the 

DNC disclosed they had been compromised by Russian state-sponsored hackers 

identified as ‘Fancy Bear’. (Mueller, 2019) 

The response to the DNC disclosure did not take long; a blog was created on 

WordPress under the moniker Guccifer 2.0. The author, a self-proclaimed 

Romanian hacker, claimed to be responsible for the leaks and began to publish 

new stolen documents from the DNC. Additionally, it provided exclusive access 

to parts of the DCLeaks website to individual journalists and even provided 

information to a republican candidate for congress regarding his democratic 

opponent. This indicated that the author of the Guccifer 2.0 blog at least had 

access to the DCleaks documents, as he claimed. (Rid, 2020a) 

The stolen documents were shared with an independent third party as well: Julian 

Assange’s WikiLeaks. Staff working for DCLeaks contacted WikiLeaks in order 

to synchronise the joint release of new stolen documents. Near simultaneously, 

WikiLeaks staff contacted Guccifer 2.0 offering to help disseminate future 

leaked materials. According to WikiLeaks staff this would increase the impact 

of the Guccifer revelations. The hackers behind Guccifer 2.0 accepted, sharing 

communication from campaign leader John Podesta with WikiLeaks through 

encrypted online archives. Wikileaks subsequently released tens of thousands of 

emails and document via their channels three days before the National 

Convention would take place. (Mueller, 2019) The involvement of WikiLeaks 

did in fact increase the impact of the leaked documents. The DCLeaks initially 

did not receive a lot of attention, but this changed when WikiLeaks got involved 

and some of the files were altered by the hackers to give them a fictive 

classification. (Rid, 2020a) 

The efforts of the attackers did not focus solely on the Democratic Party and its 

presidential candidate. Several election administration related organisations and 

individuals were targeted, as well as companies providing soft- and hardware 

used in electronic polling stations. In one instance they successfully installed 

malware on the network of such a private company.  
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According to an investigation led by the FBI, this allowed the attackers to delete 

casted votes in the state of Illinois. However, there was no evidence that the 

attacker deleted any votes. (D. Sanger & Edmondson, 2019) 

4.2.2. Social media troll campaign 

The interference in the elections actually started nearly two years before the first 

intrusions into the DNC network were noticed. As early as 2014, a Russian 

private institution known as the Internet Research Agency (IRA) started a social 

media campaign in the United States. The IRA employed social media profiles 

of fictitious US citizens, also known as trolls. These trolls are created to actively 

comment on all sorts of political issues in both the English and Russian language 

on platforms such as Twitter and Facebook. (Jamieson, 2020) The IRA aimed to 

be a secretive organization. Working industriously in 12 hour shifts to produce 

large amounts of forged content, it became known as a troll farm or factory. (Rid, 

2020a) 

The IRA troll farm is an example of contemporary active measures, which aims 

to influence (interstate) political affairs. It is estimated that IRA could reach 

millions of American citizens on divisive political matters. In order to do so they 

sent out millions of tweets, tens of thousands of Facebook messages and created 

more than 1100 YouTube videos filled with disinformation and other content 

aiming to influence the debate. Additionally, legitimate political advertisement 

space was bought to disseminate their message and fake organisational accounts 

were set up, mimicking actual political organisations. (Howard, Ganesh, 

Liotsiou, Kelly, & François, 2018) 

These efforts had several goals; to discredit the Democratic candidate Clinton,  

to boost the campaign of candidate Trump and to increase domestic tensions and 

polarisation in the US. (Mueller, 2019) The amount of disinformation spread was 

significant. An open source analysis showed that disinformation spread in the 

final months of the election campaign outperformed  the Facebook engagement 

of 19 large media outlets combined.(Silverman, 2016) The table below indicates 

this engagement.  
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25 

The trolls repeated narratives of republicans such as candidate Trump, who 

referred to candidate Clinton as “crooked Hillary” and suggesting Clinton should 

be imprisoned. However, the trolls took the derogatory narrative much further, 

using terms such as “Killary” and “Hitlery”. Furthermore, the trolls focused on 

the suggestive consequences of the election of candidate Clinton, such as 

increased taxes, near limitless immigration, gun banning legislation, increased 

terrorist threats and economic depression. Simultaneously, the trolls would 

spread the narrative which endorsed the policies and views of candidate Trump. 

These efforts again focused on matters such as the perceived loss of the 

American identity, the threat of mass immigration towards American culture and 

the deteriorated economic perspective of white working-class Americans. These 

were among the main issues that candidate Trump focused on during his 

campaign. (Jamieson, 2020)   

IRA trolls targeted left wing audiences too, with topics such as the Black Lives 

Matter movement and Hashtags #PoliceBrutality. This activity was nearly on par 

with the conservative narrative until some months before the elections, when 

conservative narratives peaked. Through this double edged sword they again 

tried to deepen the divide between liberal and conservative American audiences. 

(Howard et al., 2018) 

4.2.3. Attribution 

One of the first reports that attributed the DNC campaign to Russia was drafted 

by the three intelligence agencies in the US: CIA, FBI, and NSA. In their joint 

report they concluded with high confidence (CIA and FBI) that Russian 

President Putin himself had ordered the interference campaign. Furthermore, the 

assessment was that Russia preferred presidential candidate Trump over Clinton, 

directing their efforts to help candidate Trump win the election. (Office of the 

D.N.I., 2017)  

 

25 Figure 5: Shows the Facebook engagement that the IRA caused with their troll campaign. 

(Howard et al., 2018) 
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The unclassified report provided little (technical) evidence, referring to the 

classified version. None of the members of congress who had seen the classified 

report, neither Republican nor Democrat, questioned its conclusions that Russia 

was responsible. This is important, since president Trump initially rejected the 

conclusions even though he was informed on the contents of the classified report. 

(Jamieson, 2020) Later, President Trump did admit Russia was involved. Even 

President Putin did not deny that Russians had interfered in the elections two 

years after the events occurred. However he did deny the government had 

anything to do with it and pointed to ‘146 million Russian people’. (President of 

Russia, 2018) 

After president Trump had won the elections, accusations were made that his 

campaign had worked together with the Russian government in order to secure 

their victory. Eventually, the Department of Justice initiated its own independent 

investigation into the campaign and its aftermath, led by special counsel Robert 

Mueller. His 2019 report has again attributed the entire campaign to Russian 

intelligence, stating Russia had aimed to influence the election “in sweeping and 

systemic fashion”. (Mueller, 2019) The report provides some unclassified 

evidence against Russia’s units held responsible for the DNC leaks and the 2016 

election interference.  

According to the 2019 report assembled by special counsel Robert Mueller, 

Russia’s military intelligence agency GRU was the primary responsible agency. 

In particular, Main Special Service Unit 26165 (APT28) in cooperation with Unit 

74455 (SANDWORM) were identified as the culprits. Unit 26165 was behind 

the spear phishing campaigns that led to the initial foothold within the DNC 

network. It also registered the domain name DCLeaks.com. Unit 74455 was 

responsible for the persona Guccifer 2.0 and most of the communication with 

WikiLeaks staff. According to the Mueller report, both units coordinated their 

actions with one another.(Mueller, 2019)  

However, the initial investigation led by Crowdstrike stated forensics had 

indicated that two separate agencies had worked on the DNC hack. These 

agencies did not seem to cooperate, even to compete with one another. On certain 

occasions they compromised each other’s operations while trying to gain a 

foothold on the DNC servers. According to Crowdstrike, these agencies were 

APT28 (Unit 26165) and APT29 (Rid, 2020a; U.S. House of Representatives, 

2017) The Mueller report however does not mention APT29.  

The District Court of Columbia indicted twelve Russian GRU senior officers of 

Units 26165 and 74455 for ‘large scale interference’ in the 2016 elections stating 

their full names, rank, and position. This is indicative of the level of knowledge 

and confidence the US had in their attribution. (U.S. District Court of Columbia, 

2018) 
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Among the technical traces that the GRU left are: 

• The use of a Moscow based server by Unit 74455 server to create the 

Guccifer 2.0 Wordpress blog. (Mueller, 2019) 

• The bitcoin payments of hired servers in Arizona. Mueller’s 

investigation points out that these coins were mined by the GRU to 

increase anonymity. The servers exfiltrated the DNC data from servers 

in Arizona and Illinois back to the GRU. (Rid, 2020a) 

• Twitter accounts set up by the GRU were used to communicate with 

DCLeaks and Wikileaks, including WikiLeaks founder Assange. 

(Mueller, 2019) 

• Spear phishing URLs targeting the DNC staff were all traced back to 

Bitly accounts which had targeted thousands of other known GRU 

targets. These included Eastern-European militaries, critical journalists 

and the spokesperson for the prime minister of Ukraine. (SecureWorks, 

2016) 

• The use of Russian metadata found in the documents disseminated by 

Guccifer 2.0. (Franceschi-Bicchierai, 2016) 

• The lack of Romanian language skills of the persona Guccifer 2.0  

(Franceschi-Bicchierai, 2016)  

• The presence of GRU attributed malware (indicators of compromise) 

used in other attacks including Ukraine. (U.S. House of 

Representatives, 2017) 

• The presence of Russian state hackers digital ‘fingerprints’ based on 

tactics and procedures in previously investigated attacks by Russia.  

(U.S. House of Representatives, 2017)  

• The use of known APT28 registered spoofed name servers in the 

operation.26 (Bundesamt für Verfassungsschutz, 2016)  

• The use of a Russian language only VPN service by Guccifer 2.0. 

(ThreatConnect, 2016a) 

The IRA troll farm was financed by Yevgeny Prigozhin, a Russian businessman 

who is loyal to president Putin. (Rid, 2020a) The  troll operations were traced 

back to the agency’s headquarters in St. Petersburg, based on both classified 

evidence in the Mueller report as well as data provided by social media 

companies analysed by academia. (Howard et al., 2018; Mueller, 2019) Some 

IRA accounts were set up using Russian (St. Petersburg) IP-addresses and phone 

carriers. (Howard et al., 2018) Another clue was found in the metadata of the 

documents shared with WikiLeaks. One of the hackers used the Cyrillic 

 

26 A spoofed name server resembles a legitimate name server, but is actually administered by 

another party. An example is nato-org.com. In this case, Russian intelligence paid in bitcoins for 

more than 300 spoofed name servers.  (ThreatConnect, 2016b) 
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nickname of a former Soviet director of the secret police as his username27, 

another hacker gave away his Russian language settings through the metadata. 

(Rid, 2020a) 

Furthermore, the agency sent two covert operatives to the US in order to collect 

information for the IRA, they later were identified and indicted. (Mueller, 2019) 

Finally, internal communication within the IRA that was secured by  the US 

confirmed the aim to criticise Clinton and support Trump. (Office of the D.N.I., 

2017) Prigozhin, his companies and a few employees have too been indicted for 

this interference by a US court. Although the IRA’s campaign served the 

interests of the Russian government and was financed by an ally of President 

Putin, there is no evidence indicating it coordinated its actions with Russian 

intelligence agencies. (Rid, 2020a) 

4.2.4. Effects of the operations 

Few people had predicted that Donald Trump would become the 45th president 

of the United States, with the famous exception of the Simpsons cartoon series. 

Both Trump and Sanders were widely regarded as outsiders for the presidency. 

(Jamieson, 2020) If the Russian information operation was indeed a factor in this 

unlikely outcome, it is a very significant effect.  

Many scholars have written about the effectiveness of the 2016 election 

interference campaign. Whether the campaign had a decisive effect on the 

election of President Trump is virtually impossible to say, but it cannot be ruled 

out entirely. Many scholars agree that the combined information operations and 

active measures of Russian intelligence and the IRA did have an effect on voters 

in the US. In this case, it had an unquantifiable though favourable effect on 

Donald Trump’s campaign. It can also be argued safely that those same efforts, 

including the leaked documents from campaign leader Podesta, damaged Hillary 

Clinton and the Democratic Party’s reputation. In that sense, the operations were 

successful in its intended effects. (Howard et al., 2018; Jamieson, 2020; 

McCombie, Uhlmann, & Morrison, 2020)  

Interestingly however, traditional and contemporary independent media 

contributed greatly to the successfulness of the Russian operations. They did so 

by publishing leaked documents stolen by the GRU and published by well-read 

websites such as WikiLeaks, while obscuring the Russian source. They did so by 

their reporting on fake news trolls, giving these stories much wider coverage 

(Rid, 2020a) Lastly they did so by allowing already exposed trolls spread 

 

27The username was “Феликс Эдмундович” or Feliks Edmundovich, the nickname of “Iron” 

Feliks Dzerzhinsky, the father of active measures and a Soviet (dis)information specialist. (Rid, 

2020a) 
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divisive and violent messages all over social media. Consequently, both the 

actual and the perceived influence that Russia had on the election outcome were 

amplified. (Jamieson, 2020)  

The 2016 election interference operation had other, perhaps less intended 

(political) effects. It further damaged the already strained relationship between 

Russia and the West. It  also  helped increase the distrust of the US (and western) 

citizens in main stream journalism, shifting people away from established media 

to more partisan and ‘fake news’ outlets. (Jamieson, 2020) This shift gave rise 

to some infamous conspiracy theories such as Pizzagate.28 Furthermore, it 

exploited and amplified the damaged trust of voters in the other party, be it the 

Republican or Democratic. This process of domestic polarisation was already 

ongoing, but certainly not hindered by the Russian operation. (Jamieson, 2020) 

Finally, the world and the US again were made aware of the power of social 

media and the companies who dominate these platforms, as the Cambridge 

Analytica scandal had already shown before.29 Open and democratic societies 

and the United States in particular are vulnerable to influence operations through 

social media, especially given the deeply rooted polarisation within the US. 

(Cosentino, 2020) Russia effectively weaponised the use of American social 

media and technology companies against the United States. Politicians and 

NGO’s have called for more government oversight and control over social media 

to battle fake news, but thus far these calls have had limited effect. All together 

it means that the US and other western states are still susceptible to such forms 

of information warfare. Western societies are still under attack by other states, 

including Russia, who aim to undermine their democracies. (Cosentino, 2020; 

Howard et al., 2018) 

 

 

 

 

 

28 In the leaked documents stolen from campaign leader Podesta, sentences such as ordering 

pizza and hotdogs were explained in a conspiracy theory as a codewords used in pedophile circle 

run by candidate Clinton’s inner circle. According to research, nearly one in three American 

believed this was “probably” or “definitely” true. (Jamieson, 2020) 
29 Cambridge Analytica was a company who harvested data from Facebook users to build 

profiles of its customers. These profiles were then sold for political purposes, including the 

campaign of President Trump 
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4.3 Discrepancies 

Both operations deployed attacks against election infrastructure, although in 

Ukraine, Russia was slightly more successful with the partial CEC website data 

fraud. The troll campaign was largely similar too, and not very effective. The 

defacement of politicians was somewhat effective too in both elections, arguably 

slightly more in the US in particular with regard to candidate Clinton. Domestic 

media and Wikileaks quickly picked up on the leaked materials of the DNC. 

Such credible and well covered kompromat was not observed in the Ukrainian 

elections. Finally, the operations in Ukraine were part of a larger offensive cyber 

operation against Ukrainian infrastructure, in the USA such large-scale 

operations were not reported, although they may have occurred. 

4.4 Sub conclusion 

The third sub research question was: 

3. Which factors influence the different effects of Russian digital 

information operations targeting elections in Ukraine compared to similar 

operations in the USA? 

The accompanying hypotheses were: 

H 3.1: Russian information operations in Ukraine are designed to damage the 

confidence of the population in the state and those who lead it as well as to 

exploit and amplify social polarisation.  

The Russian information operations aim to undermine the Ukrainian government 

and to increase social tensions, instead of actually swaying the vote to Russia’s 

advantage. Ukrainian politicians have gained a reputation of corruption for good 

reason, and information campaigns successfully emphasised this. President 

Poroshenko most likely would have lost the 2019 election regardless of Russian 

interference. Even so, well-developed Russian smear campaigns against 

Ukrainian politicians are likely to further erode the already little confidence 

citizens have in the government and its institutions. (Golovchenko et al., 2018) 

Studies have shown that spreading divisive content through social media and 

online news outlet fuels social polarisation and consequently the ongoing civil 

war in Ukraine. Russia intentionally uses theses political warfare methods to 

prevent Ukraine from becoming a unified and pro-Western state. (Allen & 

Moore, 2018) Hypothesis 3.1 is thus considered not falsified.  

H 3.2: Russian digital information operations in Ukraine are dependent on the 

factors: Ukrainian sentiments concerning Russia, familiarity with 

disinformation and a conflict scenario 
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Russia regards Ukraine part of the Russian near abroad and a region of great 

strategic and cultural importance for centuries. Those in power perceived the 

anti-Russian developments in Ukraine, which culminated in the Euromaidan 

revolution of 2014 and the following civil war, as a plot orchestrated by the West. 

(Delcour & Wolczuk, 2015) Conversely, the general attitude of Ukrainians 

towards Russia, other than the population of separatist regions, has steadily 

deteriorated since that revolution. (Pifer, 2017)  

Ukraine has been a part of the Soviet Union and (at least partially) of Imperial 

Russia for centuries. As such it is familiar with Russian propaganda tricks and 

the methods of its intelligence agencies. Considering the recent aggravated 

hostility between the countries, it is apparent that the general Ukrainian attitude 

towards pro-Russian information is at the very least suspicious. Still, Russian 

information operations in pro-Russian regions have had a positive effect on the 

perception of Russia there. This leads to increasing social polarisation in 

Ukraine, which is advantageous for Russia. Although this does not counter the 

hypothesis, it does mean that Russian election interference meets other 

objectives in similar fashion as was concluded in H 3.1.   

Then there is the ongoing conflict scenario in Donbass and, to a lesser extent, 

Crimea. In Donbass pro-Russian separatist fight against the Ukrainian armed 

forces supported by Russia. Russia employs a wide range of tools, including 

digital information operations, which support the separatists who continue the 

fight. Election results in Ukraine are barely affected by Russian interference. 

Instead, these operations aim to influence the public opinion regarding the 

conflict, again discrediting the Ukrainian government and armed forces. The 

information operations should be understood as part on an integral effort by 

Russia to advance its interests in the Ukraine conflict. Hypothesis 3.2 is 

considered not falsified.   

H 3.3: Russian digital information operations in the USA are dependent on the 

factors: familiarity with Russian information operations, a climate of social 

polarisation and the dissemination of ‘Russian’ content by domestic media. 

Although Soviet active measures have targeted the USA since the Cold War, the 

USA had grown unfamiliar with the nature of the combined Russian active 

measures that preceded the 2016 elections. The hack and leak operation against 

the DNC successfully spread kompromat materials about the DNC, but the 

effects this had on the Democratic Party and its candidate were significantly 

amplified by western media. The much smaller exposure that Russian website 

DCLeaks had compared to WikiLeaks is an example of this. The fact that the 

GRU had contacted Wikileaks proactively contributed greatly to their smear 

campaign against Clinton. Furthermore, the IRA troll factory, though not known 

for its sophistication nor subtleness, contributed to the further deteriorating 
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socio-political climate in the USA. In the end, the Russian information 

operations likely had a favourable effect on the election of President Trump 

because the US had been unfamiliar with such an integral and cunning campaign. 

Moreover, the deteriorated socio-political climate was exploited successfully by 

the Russian operation. Hypothesis 3.3 is considered not falsified.  

Finally, it can thus be concluded that: 

• The differences in familiarity with information operations as observed 

in these elections; 

• The presence of an ongoing conflict scenario (and the lack of this in the 

USA) and; 

• The dissemination of Russian content by American media and 

subsequent increased exposure of it; 

were the most important contributing factors to the relatively successful 

operation in the USA and the consequent discrepancies between these two 

different Russian operations. 
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5. Conclusion 

The main research question was: 

Which factors influence the different effects of Russian cyber operations in 

Ukraine compared to similar operations in the USA? 

In line with Russia’s national security strategy, cyberattacks disrupting critical 

infrastructure and digital information operations interfering in elections are in 

fact both examples of cyber enabled information warfare used in separate 

conflicts. These operations provide Russia with deniability and ambiguity in 

their campaigns. Furthermore, these operations are a continuation of Russian 

non-linear strategies in armed conflict scenarios as well as in its fight against 

American (information) dominance. Information warfare provides Russia with 

tailored tools of information warfare serving varying interests and objectives in 

Ukraine and the USA. 

This research has found that Russian power grid cyberattacks in Ukraine are 

more disruptive than in the USA, while information operations were more 

effective in the USA. Russia is less hesitant to disrupt critical infrastructure in 

Ukraine due to is involvement in the Ukrainian conflict and the limited potential 

of escalation of applying such disruptions in Ukraine. Additionally, Ukraine 

provides Russia with opportunities to test its cyber operations without risking 

large scale retribution from powerful states. In the USA, the risks involved with 

disrupting critical infrastructure are considerably higher. These factors help 

explain why Russia tries to challenge the USA with a more subtle, political war. 

Interestingly, Russia has been quite effective in the latter. 

Conversely, the information operations targeting the presidential elections in 

Ukraine failed to influence these elections, although this was not the ultimate 

goal. Russia was able to deepen the divide between the pro-Russian and pro-

Western population in Ukraine. They also succeeded in damaging Ukraine’s 

confidence in some of its elected leaders, though not to the same extent as in the 

United States. This research argues the fact that Ukraine is more familiar with-, 

and more resilient to-, Russian disinformation is a factor which influenced this. 

Overall, anti-Russian sentiment has risen since the 2014 revolution in spite of 

Russian information operations. The ongoing conflict in Donbass and the 

annexation of Crimea are an important factor in this.  

In the USA information operations are primarily used as active measures. These 

measures aim to counter the perceived Russian national security threats coming 

primarily from the West, by weakening America from the inside. They also serve 

as excellent tools of political espionage. The DNC hack and leak effort applies 

to both purposes. Through espionage they were able to attack American 
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politicians effectively with an information war effort. These efforts were 

supported considerably by domestic and western media. This factor applies 

significantly less to the situation in Ukraine. The lack of an armed conflict with 

Russia, as is the case in Ukraine, was another factor of influence found in this 

research contributing to the different outcomes.  

Russia had success in the USA on a political-strategic level. Digital information 

operations in the 2016 US elections were unexpectedly influential. If Russia just 

want to erode trust in democracy and the Federal government in the US, they 

likely succeeded. But they achieved more than that. This research has argued that 

Russia had a favourable effect on the election of President Trump, which is an 

astonishing feat on its own.  

As said, in both countries Russia succeeded to exploit and worsen social 

polarisation. In doing so they damaged these societies’ confidence in 

government, politics, established media and even facts. The discussed operations 

have also been instrumental to the worst multi-lateral relations between the West 

and Russia since the end of the Cold War. Moreover, Ukraine is still an 

independent country and relations with its large Slavic neighbour have also 

steadily deteriorated. The question which comes to mind is whether the costs of 

information warfare outweigh the benefits for Russia. 

Open and democratic societies are equally or perhaps even more vulnerable to 

disinformation than to disruptions of critical infrastructure. Improving our 

cybersecurity defences should therefore include efforts to defend against future 

attempts to subvert and weaken our societies by autocratic states including, but 

not limited to, Russia. One of the best defences can be found in protecting and 

maintaining the foundations of democracy in the widest possible sense. Much is 

at stake here: civil war is still raging in Donbass causing losses to both sides, 

while democracy is under attack in the USA and in Europe from the outside and 

the inside. We need to be on guard.  

5.1 Limitations 

The effects of cyber operations depend on many different factors, some of which 

have been compared and studied in this research. The similarities between the 

different cases are not absolute, small differences may still influence the effects 

of cyber operations. Furthermore, there most likely are factors influencing the 

effects of cyber operations in a country that have not been included. Economical 

and geographical differences between Ukraine and the USA, might influence the 

effects of Russian cyber operations in these countries. Another factor that has 

not been dealt with in this research is the cyber resilience against attack of the 

compared countries. This could very well be an important factor in the effects 

that Russian operations had or did not have.  
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This research has found that certain factors and circumstances such as the 

presence of armed conflict matter both to the intentional effects and the actual 

effects of Russian cyber operations. Real world variables evidently cannot be 

controlled for scientifical purposes. Inferring conclusions on such empirics is 

therefore difficult, especially since Russian Intelligence agencies have shown 

they do not always operate in a rational, unified, or predictable way. Another 

limitation is the secrecy involved with intelligence operations, meaning many 

detailed sources on offensive cyber operations are off limits for public research. 

The same is true for detailed information on the discovery and mitigation of such 

threats. 

5.2 Further research 

Further research could help increase the validity of the conclusions. This could 

be done in several ways. One option could be to study Russian similar cyber 

operations conducted in other countries than Ukraine and the USA. These could 

include countries in Western Europe and the near abroad as there are plenty of 

available cases. Several European countries including Germany, the United 

Kingdom and France have reported election interference by Russia. Such an 

approach could provide insights into whether intended effects and actual effects 

of such operations are similar to what was found in this research.  

Another approach could be to widen the scope, for example by examining attacks 

on critical infrastructure in western countries by Russian Intelligence agencies, 

or even all Russian cyberattacks on critical infrastructure on record. Again, this 

could help sharpen or adjust the conclusions found in this research that such 

operations are in fact information operations too.  

Further research could also include focussing on other countries conducting 

offensive cyber operations against digital infrastructure in the West, such as 

China, Iran, and North-Korea. There are likely to be both differences and 

similarities in their different approaches and effects. Finally, in particular for the 

USA, its own offensive cyber operations and digital espionage efforts cause 

reactions from (digital) adversaries. The NotPetya worm is perhaps the best 

example. It showed the world that exploits developed by state hackers can be 

also be used against the country they serve. As such this may influence 

operations that countries like Russia and Iran in turn conduct against the USA. 

This approach could shed light on potential action-reaction correlation factors in 

offensive cyber operations.  
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Appendix 1 

Russian ‘Information Troops’ 

Certain Russian units or desks responsible for cyber operations / computer 

network operations (CNO) have been mentioned over the course of this thesis. 

This appendix provides an image of the threat landscape of Russian hacker 

groups that are referred to in this research. These groups are known as Advanced 

Persistent Threats (APT) in the cybersecurity industry.  This overview provides 

information about the (assessed) affiliation of these groups, their primary targets 

and known feats. 

GRU associated  

Glavnoye Razvedyvatel'noye Upravleniye, or Main Intelligence Directorate. Part 

of the General Staff of the Russian Federation’s armed forces and Russia’s 

foreign military intelligence service. Currently simply known as GU or Main 

Directorate. According to some sources, the GRU employs the most capable 

hackers of the entire Russian Federation. (Estonian Foreign Intelligence Service, 

2018a; Greenberg, 2019) 

30 

Unit 74455 “SANDWORM” (Telebots, Iron Viking, VooDoo Bear, Electrum) 

SANDWORM is a commonly heard name given to a particular unit of Russia’s 

military intelligence service GRU by cybersecurity researchers. The name 

SANDWORM is derived from the science fiction novel Dune. Reverse 

engineering of malware used by SANDWORM showed multiple unique fictional 

 

30 Figure 1: GRU emblem. Source: 

https://upload.wikimedia.org/wikipedia/commons/thumb/b/b8/Emblem_of_the_GRU.svg/1200p

x-Emblem_of_the_GRU.svg.png  
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names derived from Dune hidden in their code. The Sandworm is a vicious 

creature featured in this novel. (Greenberg, 2019, pp. 14–17) 

According to several governmental and private sources, its official name is 85th 

Main Special Service Centre (GTsST), Unit 74455. This unit is headquartered at 

22 Kirova street Moscow, near the city of Khimki. (US Department of Justice, 

2020) SANDWORM is regarded as an aggressive cyber espionage and sabotage 

group, focussing on critical infrastructure and general military targets. 

Geographically it has targeted critical infrastructure predominantly in Ukraine. 

(Greenberg, 2019) Among the many cyber operations that have been attributed 

to Unit 74455 are: 

• The 2016 United States DNC hack, in cooperation with Unit 2616, 

covered in this research. 

• The 2017 NotPetya worm. Affecting businesses and governments 

worldwide, this worm was one of the most destructive pieces of 

malware ever released. It infected computers far beyond its intended 

target in Ukraine and caused billions of euros in damages worldwide. 

(Greenberg, 2019) 

• The 2018 South-Korean Winter Olympic Games sabotage,  

• Several attacks on the Ukrainian power grid, which will be covered in 

greater detail in the case study.  

Both the United States and the UK have attributed these attacks to 

SANDWORM. The United Kingdom’s National Cybersecurity Centre, based on 

independent research, claimed with 95%+ certainty that these operations were 

the responsibility of Unit 74455. (UK Foreign Office, 2020) 

Unit 26165 (APT28, Fancy Bear, Sofacy, Tsar Team, Strontium) 

APT 28 is a second well-known name associated with the GRU 85th Main Special 

Service Centre Unit 26165. This unit is again located in Moscow, at 20 

Komsomolsky Prospekt. (Greenberg, 2019; Ministerie van Defensie, 2018) 

Techniques applied by APT28 include spear phishing, credential harvesting 

watering hole attacks as well as close access operations. Similar to Unit 74455 it 

targets foreign military and governmental entities with a global and geopolitical 

focus. Among the operations attributed to 26165 are: 

• The 2014 and 2016 attacks on the German Federal Parliament 

(Bundestag) 

• The 2015 French TV5 Monde digital hijacking (under Cyber Caliphate 

false flag) 

• The 2016 World Anti-Doping Agency (WADA) close access operation 

in Lausanne, Switzerland. 
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• The foiled 2018 close access operation against the Organisation for the 

Prohibition of Chemical Weapons (OPCW) in the Hague, Netherlands. 

• The 2016 US DNC leaks, covered in this research. (INTSIGHTS, 2019)  

Some of the malware applied by Unit 26165 include CHOPSTICK, X-Tunnel, 

X-agent and Mimikatz. (FireEye, 2017)  

SVR associated 

Sluzhba Vneshney Razvedki, or Foreign Intelligence Service, the primary civil 

foreign intelligence service of the Russian Federation. As such it is responsible 

for the collection of political and strategic intelligence on foreign governments 

and institutions.  

31    

APT29 (Hammertoss, Cozy Bear, The Dukes) 

APT29 is another intelligence agency unit conducting computer network 

operations (CNO). Several researchers have linked it to the SVR(Estonian 

Foreign Intelligence Service, 2018b; Modderkolk, 2019) Compared to APT28, 

this actor depends more on long term espionage and stealth operations, while its 

targets are political, academia as well as think thanks. Operations that APT29 is 

credited with include: 

• The Democratic National Convention (prior to the GRU operation) 

(2016) (DHS & FBI, 2016) 

• 2015 intrusion US Joint Chiefs of Staff (Modderkolk, 2019) 

• 2017 intrusion into the Dutch Ministry of General Affairs (prime 

minister’s office) (Modderkolk, 2019) 

• 2020 Attempt to steal COVID-19 vaccine information (2020) 

(Communications Security Establishment, 2020) 

 

31 Figure 2: SVR emblem source: http://svr.gov.ru/local/templates/main/dist/images/logo.png 
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FSB associated 

Federal'naya Sluzhba Bezopasnosti (Rossiyskoy Federatsi) The FSB is Russia’s 

primary successor to infamous Soviet Security Service KGB, and it is the 

country’s largest and most powerful security service. President Putin was 

director of the FSB before he turned to politics. In order to protect the Russian 

Federation from foreign threats, it also operates abroad. The FSB has 

considerable cyber capabilities. (Galeotti, 2016b)  

32 

Dragonfly 2.0 (Energetic Bear, Berserk Bear) 

Dragonfly 2.0 is a particularly secretive APT that has been attributed with the 

attacks on US critical infrastructure, including those cases that have been 

covered in this research. Cybersecurity companies and journalists have linked 

Dragonfly 2.0 to Russia Federal Security Service. (Gardner, Stanley-Becker, & 

Viebeck, 2020; Greenberg, 2020) 

Other attacks that have been attributed to the Dragonfly 2.0 include: 

• A 2017 Wi-Fi network hack of San Francisco airport (Perlroth, 2020) 

• A foiled attack on a US nuclear power plant. (David E. Sanger & 

Perlroth, 2019) 

• A broad attack on several US government websites including election 

support systems. (Lyngaas, 2020b)] 

The different responsibilities of Russian intelligence and security services are 

explained well in the table below. 

 

32 Figure 3: FSB emblem source: 

https://vk.com/doc480409308_473675860?hash=19c4c2a659ff7f9881 

 



81 

 

 

33 

 

33 Figure 4: The overlap and differences in roles of the Russian intelligence community. 

(Galeotti, 2016b) 
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