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Abstract:

Rationalist perspectives have dictated that violent non-state actors will take credit for

their attack(s). Despite this, there has been an increasing tendency for such groups to make the

strategic choice to blame their attacks on fictitious groups in order to avoid political and social

repercussions. This can be seen in the illustrative case of Iran-backed paramilitaries in Iraq, and

their hurried creation of fictitious Telegram-based surrogates. Such groups have exploited the

online Telegram space, where anonymity and encryption allows for the effortless creation of

‘shell’ groups with no physical presence, to exert an outsized impact on public perception

through a combination of extremist rhetoric and graphic violence. The existence of such

inauthentic groups is hazardous given the uncertainty it creates for the public and the broader

state apparatus. Combining research on strategic credit-claiming and militias in the online space,

this study has sought to provide an exploratory analysis of the Telegram content of Iran-backed

paramilitary surrogates in Iraq, and what it can reveal about their authenticity. Particularly, this

study has sought to provide a methodology that can help classify fictitious surrogates. To do so, a

mix of textual analysis, network analysis, and machine learning was employed. At the core of the

analysis is the prediction that high similarity in published content between surrogates and their

paramilitary sponsor is a likely indicator of inauthenticity. This study concludes that this

prediction is accurate, and that similarity is a useful indicator of authenticity; despite various

limitations, the study provides important groundwork upon which future research can be

conducted.
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1. Introduction

1.1: Overview of Topic

Organised armed groups, specifically violent non-state actors (VNSAs), have been

historically known to claim responsibility for attacks to differentiate themselves from ordinary

criminals, and either highlight the purpose of the accomplished violence, or prevent it from being

obscured (LaFree & Dugan, 2004; Rapoport, 1997). Despite this, VNSAs have been also found

to strategically decide when they wish to claim credit for their attacks (Kearns, 2021). A large

portion of modern violent incidents, often assumed to be committed by armed or terrorist groups,

usually go unclaimed (LaFree & Dugan, 2014). The reasoning behind this ostensibly

counterintuitive behaviour likely hinges on public backlash and political returns (Lake, 2002).

VNSAs like militias are quite cognisant of their need for public support, and will therefore

customarily avoid taking credit for attacks that entail harm to civilian targets and consequent

negative political returns (Abrahms & Conrad, 2017). This rationale tends to persist even in the

face of benefits such as publicity, intimidation of adversaries, and sending a political message

(Kearns et al., 2014).

To offset their exposure to political backlash, VNSAs have accordingly taken to using

methods of indirect credit-claiming. In simple terms, VNSAs have made the conscious move to

lie about attacks through the means of false claiming, false blaming, or lies of omission (Kearns

et al., 2014, p. 423). A prominent example of this claiming approach is the use of proxies (often

in the form of surrogates) to indirectly claim credit for a violent incident. This method of false

blaming is assumed to entail a genuine armed group creating a fictitious entity as a blameworthy

front. This tactic can be quite tricky, as there needs to be enough credible evidence that the

fictitious entity is indeed responsible for the attack, and more significantly, minimal to no
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evidence that the entity was invented by the true perpetrator (Bale, 1996; Hoffman, 1997).

Distinctly, it can then be argued that at the core of this false credit-claiming approach, are

questions of authenticity. As a concept, authenticity can be functionally articulated as the degree

of autonomy an actor has in representing itself through relatable rhetoric, competent action, and

attitudinal evaluations of their relationships (Ryan & Deci, 2000; Tracy & Robles, 2013, pp.

22-23; Van Leeuwen, 2001). For a fictitious entity to be a credible front, it must demonstrate that

it is authentic, or mask the features that make it appear inauthentic. In practice, a prominent

example of false credit-claiming, and specifically false blaming, can be seen in the case of

Iran-backed militias in Iraq and their exploitation of proxies (precisely surrogates).

To put things in context, Iran-backed militia groups have been observed to have

modernised their appeal in the last decade, and as such, have succeeded in garnering an

impressive online following and audience, especially on social media services like Telegram

(Knights et al., 2021a). In particular, major Iran-backed paramilitaries have built a deliberate

network of proxies in the form of surrogates1, and exploited said groups and their multitude of

Telegram channels to disseminate propaganda to a large public audience; in doing so, they have

exerted an outsized impact on public perception by employing a combination of extremist

rhetoric and graphic violence (Berger & Morgan, 2015; Ward, 2020). Markedly, the conduct of

Iran-backed paramilitaries on Telegram mirrors the Islamic State’s (IS), Al-Qaeda’s or Boko

Haram’s use of social media and online platforms [Twitter, Telegram, Youtube] (Chatfield et al.,

2015; Pieslak et al., 2021; Weimann, 2010; Zenn, 2020). Altogether, the ability of such groups to

influence audiences through online platforms and social media, and their widespread use by

1 When referring to surrogates, this project is pointing to the new wave of Iran-backed paramilitary surrogate groups.
Although some of these groups may be semi-autonomous, all have been linked to major Iran-backed paramilitaries,
namely the muqawama, that have operated in Iraq over the last two decades. This study will use the following terms
to refer to such groups: surrogate, proxy, proxy surrogate.
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VNSAs, has therefore motivated a growing body of research on these groups’ online strategies

and their effect on conflict settings (Conway, 2017; Conway et al., 2019; Mroszczyk & Abrahms,

2021; Pieslak et al., 2021; Prucha, 2016; Weimann, 2015).

Beyond the broader academic dimension, Iran-backed paramilitaries continue to be a

serious player in the current Iraqi political-security landscape (Knights et al., 2021a).

Accordingly, front-line researchers and policy-makers have again and again scrutinised Telegram

channels belonging to formal Iran-backed militias (hereafter the muqawama2), such as Kata'ib

Hezbollah, Kata'ib Sayyid al-Shuhada, or Asa'ib Ahl al-Haq, who have a conspicuous physical

presence3, and a clear record of military operations (Mansour, 2021; Nada & Rowan, 2021).

However, this scrutiny has also extended to a set of seemingly contemporary paramilitary actors.

Over the last two years, there has been a clear resurgence in violence, digital communication,

and online displays of brutality by a new wave of paramilitary surrogate groups with strong links

to enduring Iran-backed militia networks. Consequently, such a resurgence has garnered renewed

interest in the more fundamental behaviour, formation, and origin of surrogate Iran-backed

paramilitaries (Badawi, 2021), particularly as a response to the rising frequency of unclaimed or

falsely claimed attacks and violent incidents (Knights & Smith, 2022).

To be precise, up to 30 new surrogate groups have risen to prominence in Iraq, with many

such groups being discursively credited with anti-United States (US) coalition operations and

attacks targeting domestic rivals after posting evidence on social media (Seligman, 2021). Yet,

their authenticity, namely if such groups are actually fake profiles employed by larger groups,

3 Well known groups belonging to factions like the muqawama have an obvious physical presence and voice,
particularly seen through representatives and spokespeople (Mansour, 2021; Knights et al., 2020). The same level of
on-the-ground social/political visibility has not been seen in regards to newer surrogates and groups (Badawi, 2021).

2 The muqawama is a self-styled Tehran-backed resistance faction operating out of the broader Popular Mobilisation
Forces (PMF) umbrella organisation (Knights, 2019). This faction has taken a leading role in coordinating attacks
against US-led coalition forces. The following groups belong to the muqawama: Kata'ib Hezbollah, Kata'ib Sayyid
al-Shuhada, Asa'ib Ahl al-Haq, elements of the Badr Organisation, Kata'ib al Imam Ali, Harakat Hezbollah al-Nujba
(Nada & Rowan, 2021).
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has been challenged by political analysts working in the region (Badawi, 2021). The appearance

of a new wave of politically motivated surrogates in the months following a major US airstrike

that killed two prominent Iraqi paramilitary leaders4 has been argued to be a rather convenient

response that is unlikely to be organic (Elias, 2020; Knights et al., 2021a).

Additionally, taking into account that paramilitary operations in Iraq are semi-legal and

commonly exist within/are linked to a state-sponsored hierarchy called the Popular Mobilisation

Forces5 (al-hashd al-sha’abi or PMF), essentially a de facto national guard (Mansour, 2018),

evidence of a new group’s formation and activity is often difficult to conceal (Mansour, 2021;

Knights et al., 2020). Keeping this disparity of evidence and activity in mind, analysts and

policy-makers in the region have taken to subsequently questioning the authenticity of these new

groups, as there appears to be a lack of concrete evidence indicating the physical presence, or

position, occupied by a majority of these new-wave surrogates in the Iraqi paramilitary (PMF)

hierarchy (Badawi, 2021; Elias, 2020; Knights et al., 2021a).

Taking this physical ambiguity into account, and previous incidents where social media

outlets like Telegram or Twitter were used by major Iraqi paramilitary groups to create ‘shell’

profiles for the purpose of publicising their attacks (Badawi, 2021; Knights et al., 2020), the

authenticity of these new paramilitaries can be reasonably scrutinised. To this end, this study will

aim to explore the following research question (RQ): what can published Telegram content

reveal about the authenticity of the new wave of Iran-backed paramilitary groups in Iraq? This

study will employ textual analysis, network analysis, and machine learning methodologies to

5 The PMF is an umbrella organisation that coordinates militias operating in Iraq and serves as part of the security
apparatus of the state. The organisation was initially created in order to coordinate militias/paramilitary groups and
their efforts to combat Islamic State (IS) forces in Iraq (Nada & Rowan, 2021). The PMF is composed of upwards of
140,000 fighters divided over around 70 groups (CEDOCA, 2019, pp. 17-18).

4 This refers to the killing of the two iconic paramilitary leaders, Qassem Soleimani and Abu Mahdi al-Muhandis.
The latter served as vice chairman and operational commander of the PMF, and filled the role of the senior Iraqi
representative of Iran's Islamic Revolutionary Guard Corps-Qods Force (IRGC-QF) (Knights, 2022), while the
former served as the commander of the aforementioned Qods Force (Knights et al., 2020).
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study the online discourse of the muqawama and their surrogates, and establish whether

similarities in discourse can indicate the authenticity of a surrogate group.

1.2: Relevance and Background

Taking a step back, it is worth concisely examining the broader structure of the Iraqi

paramilitary network, and the sponsorship system underlying it. At the start of the chain, sits the

Islamic Republic of Iran, the principal sponsor backing muqawama paramilitaries that officially

operate in Iraq as part of the PMF. Overall, this Islamic regime has been well-known to employ a

hybrid approach in the pursuit of its strategic objectives in the Middle East and North Africa

(MENA) region, with it leveraging a range of (un)conventional capabilities, including proxy

(militia) forces (Dalton, 2017, p. 2; McInnis, 2016). Nevertheless, recent behaviour has shown

that the muqawama has evolved past the yoke of absolute Iranian control (Badawi, 2021; Malik,

2021), and lengthened the chain to become a sponsor in its own right. Essentially, going beyond

Iran-coordinated military manoeuvres, such militias have taken to using social media (encrypted

messaging) to publicise independent political-strategic objectives through widely accessible

online discourse (Knights, et al., 2021b), and more importantly, propagate evidence of their

pursuits through their own network of proxies (Badawi, 2021; Knights et al., 2020). In a sense,

the muqawama has created a sequence of second-order paramilitary surrogates to act as proxies,

some (allegedly) fictitious, and some authentic, to achieve its objectives.

Looking at this issue more broadly, the study of proxy relationships, such as those seen

between Iran and its paramilitaries, has been a time-tested tradition in the field of international

relations, especially in the context(s) of terrorism, radicalism, and insurgency (Byman et al.,

2001; Byman, 2005). Moreover, recent conflicts, such as those in Syria, Ukraine, Yemen, and
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Iraq, have further galvanised research in the field, but with a primary focus on how state actors

instrumentally exploit proxy groups (Hughes, 2012; Mumford, 2013; Piazza, 2017). To some

extent, the classification of these groups as something beyond a mere tool of the state has

remained a contentious issue (Staniland, 2015; Moghadam & Wyss, 2020). Nonetheless, a

growing body of literature has sought to change the scope of conventional analysis and

specifically investigate intergroup (militia) relationships (Bakke et al., 2012; Bacon, 2018;

Conrad et al., 2021). This examination of intergroup dynamics has taken various forms, with one

point of interest being the behaviour of militia, terrorist, and extremist groups in the dimension

of online media (Hughes & Meleagrou-Hitchens, 2017; Shehabat et al., 2017). The present study

seeks to take this examination further, while also accounting for literature on strategic

credit-claiming (Abrahms & Conrad, 2017; Rapoport, 1997; Kearns, 2021), to investigate the use

of second-order proxies on social media for the purpose of false blaming.

In line with the above, the case study of Iran-backed paramilitaries operating in Iraq is

well suited as a first step in exploring this topic. This is on account of the success such groups

have had in growing an online following on platforms like Telegram (Knights et al., 2021a), and

their ability to disseminate propaganda, extremist rhetoric, and audio-visual demonstrations of

graphic violence to a large public audience (Berger & Morgan, 2015; Ward, 2020). A key

consideration here is the rhetoric used in the online discourse of paramilitaries like those

belonging to the muqawama. Statements seen on social media outlets are politically motivated,

and often go beyond merely expressing violence as they seek to advance religious, nationalist,

ethnic, or ideological causes (Etaywe & Zappavigna, 2021). These expressions work to

demonstrate the authenticity of paramilitaries, as they carry original underpinnings of

sociocultural meaning, and can serve as an indication of authentic identity in their repetition on
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mediums like Telegram (Du Bois, 2007; Etaywe & Zappavigna, 2021, pp. 4-5). Nonetheless,

identifying the authenticity of a militia group using its published content is not an easy task.

Most investigative attempts to date on the authenticity of Iraq-based paramilitaries have

relied on rare examples of uncensored political discourse, overt instances of power grabs or

internal strife, and infrequent media-related demonstrations of allegiance (Al-Hura, 2020;

Knights, 2020; Knights, 2021; Mansour, 2021). As a result of this, an accurate taxonomy of the

Iran-backed paramilitary network in Iraq has remained mostly elusive, even with predictions on

which groups are likely to be fictitious (Knights et al., 2021a, pp. 5-6). This is problematic, as

without a clear view of actor dynamics within this network, the threat it truly poses also remains

uncertain. The societal risk inherent to such uncertainty lies in said groups’ extensive popular

legitimacy, evident capacity to pursue social and political agendas through violence, and

participation in Iraqi state institutions like the national parliament (Malik, 2021; Thurber, 2014).

Moreover, the fact that Telegram allows muqawama groups to strategically exploit proxies can

further entrench these groups in the Iraqi political landscape, and create a dilemma of attribution

as the muqawama uses its proxies to escape conviction and consequence.

To some degree, this can be viewed as a transformation of the notion of strategic

credit-claiming (false blaming) mentioned earlier. By capitalising on the fact that the authenticity

of new-wave surrogates is difficult to immediately establish, the muqawama is able to use the

flexibility of online platforms like Telegram, and the active paramilitary environment in Iraq, to

conceal their violent endeavours. Given the accessibility of encrypted messaging services, and

their increasing use by VNSAs (Conway et al., 2019, pp. 1-24; Weimann, 2004), a better

theoretical and empirical understanding of this transformed credit-claiming approach is essential.

Conducting research on the evolution of claiming decisions can have implications for academic
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scholarship, governmental policy, and public opinion. Developing a model on proxy-based

credit-claiming can help with academic data collection initiatives, particularly when the objective

is to establish a formal group’s level of activity and distinguish it from a potentially (in)authentic

surrogate. With this baseline, incidents can more effectively be traced to their true perpetrators,

which can assist the efforts of relevant security forces. Additionally, a more precise tool for

tracing attacks can help erase some of the public uncertainty inherent to the activities of

paramilitaries, and may also dampen the effect of paramilitary propaganda on impressionable

audiences.

Taking the above into account, the present study will seek to investigate the authenticity

of the new wave of Iran-backed paramilitary groups in Iraq using a methodology involving a

similarity-based textual analysis of Telegram content, and develop a machine learning model that

can determine the degree of a surrogate’s authenticity in comparison to an established criteria.

This is a somewhat novel approach to the study of such militias, as the relationship between

non-state (militia) sponsors and proxies is still a growing field (Moghadam, & Wyss, 2020).

Despite this, much research has been conducted on how non-state actors utilise Telegram

(Shehabat et al., 2017; Ward, 2020; Zenn, 2020), or strategically claim credit (Abrahms &

Conrad, 2017; Kearns, 2021). This project will engage with this literature in the next section, and

subsequently expand on traditional approaches to the study of proxy (militia) relationships, and

options for strategic credit-claiming, through the case of Iran-backed Iraqi paramilitaries. Next,

the essential features of the methodology and theoretical framework behind this study will be

elaborated upon. Finally, this study will conclude with a discussion of the results and limitations

to the proposed model, policy implications that may stem from these findings, and available

avenues for future research.
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2. Definitions: Militias and their Relationships

Before proceeding to the literature review, this study will briefly outline the actors under

investigation and the hierarchy within which they operate. As mapped out in the introduction,

although the VNSAs operating in Iraq belong to the broader categorization of militias, they are

also known as paramilitaries, and more importantly, proxies of the Islamic Republic of Iran.

Beyond this multitude of titles, Iran-backed paramilitaries have also taken to wearing the hat of

‘sponsor’ to their own set of (proxy) surrogate groups, a key feature of their false blaming

strategy. For the sake of clarity, and to assist in the later exploration of literature on strategic

credit-claiming, VNSA usage of social media, and representation through online discourse, as

well as the analysis proper, this section will clearly define militias and their subcategories before

continuing to an exploration of how VNSAs, like the muqawama, can take on functional proxy

sponsorship roles. Overall, the intention here is to ascertain what is meant by an authentic

paramilitary group, and subsequently, examine how non-state actors such as paramilitary militias

can construct and exploit their own proxy networks with the aim of realising political objectives.

2.1: Defining Militias and their Subcategories

Conspicuously, despite their continued importance in multilateral conflicts, militias have

regularly been insufficiently defined in the study of armed groups (Thurber, 2014, p. 900).

Attempts to define militias often focus on the presence of a multitude of key characteristics:

irregular armed force, operating within a failed or failing state, representing

ethnic/religious/tribal/clan or other communal groups, no formal military training, skilled

unconventional fighters, and operating autonomously or in service of a state (Shultz et al., 2004).

Noticeably, several of these characteristics are contradictory, and this speaks to the broad
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spectrum of attributes and characteristics contemporary militias possess. To some extent, the

term ‘militia’ is a convenient placeholder until more appropriate terms can be found. With this in

mind, scholarship has taken to focusing on subcategories of militias, namely: paramilitaries,

foreign proxies, and warlords (Jackson, 2003; Bruce, 2004; Ahram, 2011).

Of interest to the greater study, is the potential role of Iranian militias as paramilitaries

and foreign proxies.6 For one, said actors can be viewed as paramilitaries: a subset of non-state

actors that resort to violence in the service of a state (Thurber, 2014). A notable reason

paramilitaries are a popular arrangement for states is their potential to allow for brutal repression

and violence without the state-accountability inherent to any conducted abuses (Ahram, 2011).

This is especially useful when operating on foreign territory, as is the case with Iran directing

militias in Iraq, Syria, Palestine, and Lebanon. Furthermore, paramilitaries have been seen to

operate under a combination of ideological, psychological, and material motivations (Bruce,

2001; Groh, 2019; Hughes, 2012, p. 11). On the one hand, paramilitaries have shown a tendency

to form as a response to violence by insurgents (Bruce, 2001), and on the other, some have

formed after receiving economic support (Mumford, 2013, p. 11). Not unlike mercenaries, such

paramilitaries can either receive direct material benefits from state sponsors or profit indirectly

as a result of the authority garnered in their areas of operation (Rozema, 2008). Historically, such

economic motives have made paramilitaries hard to control, with violence relapsing even after

the threat of insurgency has subsided (Bruce, 2004).

To a large extent, this phenomenon can be seen in the case of Iran-backed paramilitaries

and their additional role as foreign proxies. A proxy can be defined as an actor that serves as the

strategic agent of a sponsor (here, state) for tangible benefits (Salehyan, 2010, p. 503; Hughes,

6 Although the topic of warlordism has been heavily explored in militia literature (Jackson, 2003; MacKinlay, 2000),
it does not suitably explain the arrangement of Iran-backed militias.
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2012, p. 11). However, such actors are not limited to operating under local regimes as they can

also serve foreign governments (Thurber, 2014, p. 904). In this formulation, paramilitaries may

operate as an ally of the regime and target a common adversary of both the local and foreign

states. Alternatively, paramilitaries can take a more ambiguous position, and balance between the

offer of support and threat of insurgency, with the determinant being whether the local regime is

acting in accordance with the desires of the foreign state.

Iran has formed such proxy linkages with armed groups across the MENA region, with

notable actors including Hamas, Hezbollah, and the numerous Iraqi Shia groups discussed in this

paper (Forrest, 2009; Thurber, 2014). Nevertheless, it is necessary to keep in mind that the

muqawama groups investigated in this study not only exert pressure on the Iraqi government in

their role as Iranian proxies, but also pursue their own strategic interests that go beyond their

obligations to Iran or the Prime Minister of Iraq (Knights et al., 2021b; Nada & Rowan, 2021,

pp. 1-2). As was conceptualised earlier, this study perceives authentic paramilitaries to be able to

autonomously represent themselves through relatable rhetoric, competent action, and attitudinal

evaluations of their relationships (Ryan & Deci, 2000; Tracy & Robles, 2013, pp. 22-23; Van

Leeuwen, 2001). Accordingly, having the capacity to pursue an independent agenda detached

from the interests of a sponsor, is a distinct feature of the Iraqi paramilitary identity, and a factor

behind their authenticity.

Remarkably, considerable literature has been attributed to studying the relationship

between Iran and its proxies (Knights et al., 2021), however little has been done in relation to the

role of state proxies, in the Iranian case and more generally, as sponsors with their own strategic

objectives (Byman et al., 2001; Mumford, 2013). To be clear, ‘sponsors’ have been consistently

conceptualised along state-centric definitions, with a sponsor-proxy relationship being analogous
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to a state-VNSA relationship, despite examples showing a contrary reality of VNSA sponsorship

arrangements (Moghadam & Wyss, 2020). The following subsection will address this topic in

more detail, and demonstrate its applicability to the case of Iran-backed paramilitaries.

2.2: Non-state proxy relationships

Positioning proxies as VNSAs (i.e. paramilitaries) that operate under the sponsorship of

the state has been a conventional practice dating back to the Cold War (Bar-Siman-Tov, 1984;

Dunér, 1981, pp. 350-360; Mumford, 2013). Although this state-centric perception may have

been apt at the time, it has obscured the reality of present-day proxy relationships. There has

been a growing trend of ideologically and geographically diverse non-state actors adopting

sponsorship roles that are analogous to those customarily held by states. Notable examples

include militias and groups such as Hezbollah, the National Patriotic Front of Liberia, and the

People’s Protection Units (Moghadam & Wyss, 2020, p. 120). Such groups have employed their

sponsorship role, in combination with other tactics, to embed themselves in their respective areas

of operation in a manner similar to Iran-backed paramilitaries. This subsection will expand on

the rise of VNSAs as sponsors and indicate how such actors may differ from states in their use of

proxies. The aim here is not necessarily to illustrate how state sponsors and VNSA sponsors

differ in absolute terms, but to establish why VNSA sponsorship arrangements are distinct. This

inference can be then used to lay the groundwork for a discussion in the next subsection on the

transformed proxy-based claiming strategy employed by the muqawama.

Overall, a shared feature of VNSA and state sponsorship arrangements is the severe and

violent repercussions such proxy relationships tend to generate (Cunningham et al., 2013, pp.

526-528). The provision of external support to belligerents, either by a state or by a VNSA, can
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escalate civil wars, insurgencies, and other forms of political violence to higher levels of lethality

while also risking their internationalisation (Schultz, 2010). At the core of this escalation, is the

increased number of violent belligerents that sponsorship arrangements add to a conflict theatre,

and the challenges brought about by the indirect warfare tactics inherent to proxy-use (Clarke,

2019; Hughes, 2016). A clear example of this is the attribution of violent activities to fictitious

proxies by the muqawama. In attempting to interpret such a proxy-relationship, conventional

(state-centric) insights would dictate that sponsors employ proxies in a cost-effective manner,

and that proxies are an indirect and predominantly military tool, even when used to achieve

political objectives (Moghadam, & Wyss, 2020, p. 121). Taking this approach in relation to Iraqi

paramilitaries can be problematic as its view of proxies as a tool primarily aimed at achieving

military-centric outcomes, rather than as a political instrument, may ignore the true value of

proxies to Iraqi paramilitaries.

Unlike states, VNSA sponsors use proxies as ‘political assets’(Moghadam, & Wyss,

2020, pp. 128-132). In such a formulation, proxies are used to advance relatively specific aims of

non-state sponsors, which are often based around consolidating political power and legitimacy

(Podder, 2017; Suchman, 1995). In practice, this means that proxies in the hands of VNSAs are

more than just a blunt weapon to be pointed at enemies, with many proxies helping/being used to

win over local communities and achieve social and political legitimacy (popularity and support)

(Grynkewich, 2008). The military benefits provided by proxies are certainly appreciated, but

VNSA sponsors base part of their legitimacy on their ability as fighters, and thus are hesitant to

delegate their offensive combat operations to proxies (Malet, 2013; Moghadam, 2008). Although

most non-state sponsors face additional constraints in terms material capabilities, and governance

deficits (Weinstein, 2006), the same does not apply to the muqawama.
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The muqawama, as a formal Iraqi paramilitary faction, is a high-capacity sponsor. Given

its integration into the Iraqi security apparatus through its membership in the PMF (Mansour,

2018; Mansour, 2021), this faction has substantial financial and military means at its disposal.

Nevertheless, the use of proxies as a political asset is a key feature of how it operates in Iraq.

Beyond its role under the PMF organisational umbrella, ambitious paramilitaries within the

muqawama have also sought to enter the Iraqi electoral system (Nada & Rowan, 2021). This is a

tricky manoeuvre when considering their violent rejection of US and Turkish presence in Iraq

(Ezzeddine & van Veen, 2021). Most non-state sponsors welcome the chance to provoke what

they have termed as an ‘occupier’ to overreaction (Crenshaw, 1981), and often attempt to goad

international powers into conflicts that may enhance their legitimacy and appeal (Kydd & Walter,

2006; Neumann & Smith, 2007). However, despite this urge, the Iraqi government’s functional

relationship with the US forces a degree of subterfuge to muqawama operations. In essence, to

remain legitimate participants in the Iraqi political system, muqawama groups employ proxies to

conceal their operations against entities such as the US (Knights et al., 2021a). More

significantly, fictitious surrogates are used as a way to avoid public repercussions and criminal

conviction while maintaining political legitimacy.

3. Literature Review

Taking the above insights on militia identification and the structural logic behind

VNSA-proxy sponsorship arrangements, core concepts and ideas underlying this study can now

be explored in a review of relevant literature and scholarship. Overall, in attempting to answer

the proposed RQ of this study, it is essential to examine scholarly work on how VNSAs

strategically approach credit-claiming, the significance of their discursive practices, their evolved
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online presence, and what this all means in terms of authenticity. To this end, this section will

first start by describing the particularities of strategic credit-claiming, and the various ways

paramilitary actors can falsely attribute credit for an attack, or more generally, lie about its

perpetrator. Subsequently, this study will explore the significance of online discourse,

particularly on social media, as a mechanism for large-scale coordination, securing public

legitimacy, and authentic representation. Finally, this section will end with an inspection of

literature on the role played by social media platforms in the operations of VNSAs, with a

specific focus on the Telegram application and its encryption-based popularity.

3.1: Strategic credit-claiming

Credit-claiming, as a practice, has often been studied in the dimension of terrorism

(Crenshaw, 1981; Fromkin, 1975). Nevertheless, by focusing on the performative nature of such

acts, and their objective of gaining a response from an audience and progressing one’s goals

(Jenkins, 1974), their rationale can also be applied to militia behaviour. This is especially

relevant in the case of Iraqi paramilitaries who have been designated as terrorists on multiple

occasions.7 Customarily, rationalist perspectives suggest that terrorism is a strategic act that

seeks to communicate a message or express a grievance (Jenkins, 1974). Groups that commit

(violent) terrorist acts are then assumed to be rational actors who utilise costly signaling to

achieve their objectives (Kydd & Walter, 2006; Lake, 2002). Furthermore, groups are also

expected to claim credit for their attack(s), as violence without explanation is considered to be a

poor form of communication (Kearns, 2021), especially since the target will be unable to know,

or redress, the group’s grievances (Abrahms & Conrad, 2017).

7 Iraqi paramilitary groups have targeted US forces on numerous occasions. This  has motivated the US to designate
several groups as terror organisations while also labeling key leaders/figures behind these groups as terrorists (Nada
& Rowan, 2021).
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Although rationalist perspectives on credit-claiming have dominated the field for a

significant period of time (Lake, 2002; Pluchinsky, 1997), more recent scholarship has

established that the majority of (terrorist) attacks go unclaimed (LaFree & Dugan, 2014).

While there are indeed many reasons to claim an attack, including publicity, intimidation of

adversaries, and sending a political message (Kearns et al., 2014), it can also be rather

detrimental. Groups that use violence akin to terrorism hold survival as a primary objective

(Crenshaw, 2001). Consequently, such groups must balance the need to gain supporters through

performative feats of violence with their concerns about possible backlash from the general

populace (Lake, 2002; Pluchinsky, 1997). Notably, a similar concern is expressed by VNSA

sponsors, and has been demonstrated as a motivator behind the use of proxies. In essence,

VNSAs are only likely to claim credit when the expected political return from the exercise is

positive (Abrahms & Conrad, 2017, p. 281). If the anticipated return from claiming credit is

negative, which often occurs when civilian targets are harmed (Findley & Young, 2007), an

attack is likely to go unclaimed lest it undermine the political ambitions of the VNSA.

Furthermore, beyond not taking credit for committed violence, VNSAs have also been

known to issue concrete threats of violence that they do not end up carrying out (Brown, 2020;

Mroszczyk & Abrahms, 2021). This specific mode of behaviour is beyond the scope of this study

of Iran-backed paramilitaries, but it does match the rationale of strategic credit-claiming. Violent

acts (e.g. terrorism) are to a large degree a political communication strategy expressed by their

perpetrator (Pape, 2008), and as such, these acts must balance between generating fear and

attracting sympathy (Crenshaw, 1981). Threats can limit the detriments associated with an actual,

claimed, attack by manipulating audience perceptions, inducing fear, and generating desired

concessions (Brown, 2020), but without the negative political return resulting from casualties.
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Moreover, a threat that is a precursor to a real incident, or a threat that has generated violence

after noncompliance, has the added benefit of legitimising a VNSAs ability and local authority

Kydd & Walter, 2006). In essence, VNSAs can derive benefits and concessions, intimidate

civilians, and sharpen the impact of future violence by substituting a genuine act for a threat of

its incidence. Altogether, this strategic theory on the value of threatened violence is quite

applicable to groups that place violence, fear, and the ability to cause harm, as key objectives

(Abrahms, 2013; O'Shaughnessy & Baines, 2009), yet it stumbles when applied to restrained

VNSAs looking to display a more moderate face.

Taking into account the urge of some politically motivated and socially active VNSAs to

show moderation, credit-claiming can be considered from an alternate perspective, one oriented

around false attribution. Holding the rationalist assumption that actors who claim an attack are

the ones who committed it (Lake, 2002), the discernible exercise of credit-claiming can be

expanded to pose a different question: why do some groups falsely claim credit for

attacks/terrorism? Or, why do groups lie about terrorism? The frequency of false claims is

certainly difficult to establish, but the practice is not uncommon (Kearns et al., 2014, pp.

423-424). When a group falsely claims credit, it is normally an attempt to project strength and

attract attention that it would normally be unable to do as a result of capacity constraints (Kearns,

2021).

Alternatively, VNSAs can falsely attribute credit through the means, and with the intent,

of false claiming, false blaming, or lies of omission (Kearns et al., 2014, p. 423). For one, a

group can falsely attribute credit for (or blame) an attack it committed to a rival third-party or

fictitious group of its invention, an act that has been termed “false flag terrorism” (Kearns et al.,

2014, pp. 425). Other options for false credit-claiming also include the “hot potato problem”
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which involves a group blaming an attack that it did not commit on an adversary, or the more

ambiguous choice to lie through omission and commit an attack without taking credit or blaming

it on a third-party (Kearns et al., 2014, pp. 424-426). Reasons that may be given for any of the

above (false) credit-claiming strategies will inevitably rely on context, but referring back to the

ongoing legitimacy deficit faced by VNSAs (Podder, 2017; Suchman, 1995; Weinstein, 2006),

and the persistent need to balance fear and sympathy (Crenshaw, 1981), broader explanations can

be presupposed.

Overall, (extremist) violence often backfires (Mroszczyk & Abrahms, 2021, p. 426).

Overt violence, particularly against civilians, can strengthen the resolve of local authorities

(Berrebi & Klor, 2008), lower the odds of governmental concessions (Abrahms & Gottfried,

2016; Gaibulloev & Sandler, 2009), erode popular support (Crenshaw, 2007), and potentially

expedite organisational demise (Cronin, 2009). With this in mind, VNSAs, particularly those

with long-term political ambitions, seek to present a more moderate front and will hence use the

above strategies to deny (their) organisational involvement (Abrahms & Conrad, 2017).

Moreover, as a partly learned behaviour, VNSAs have been shown to claim less credit over time,

with results strengthening for groups that had survived more than a decade (Abrahms et al.,

2018).

This moderate form of branding can also extend to denying principal intent, where the

leadership of a VNSA will acknowledge the committed violence, specifically in the case of

civilian casualties, but will deny that this action reflects its true intentions (Abrahms, 2018).

Public image is a near constant consideration for VNSAs, and as a result, making moves to

distance the core organisational image away from violent offences is an expected tendency. In

practice, this can manifest in the form of image restoration techniques like apologies or



TELEGRAM AND THE RESURGENCE OF PARAMILITARIES IN IRAQ 20

scapegoating to distance a VNSA from the offence (Matesan & Berger, 2017; Mroszczyk &

Abrahms, 2021, p. 427). Predictably, muqawama groups have experienced internal differences

which have necessitated denial of principal intent (Knights et al., 2021a), however due to scope

limitations and an alternate research focus, this study will primarily focus on false attribution as

part of strategic credit-claiming.

All in all, with account to the value of threats of violence, general denial of involvement,

and denial of principal intent, this study finds “false flag terrorism” to be a rather apt view of

how the muqawama operates. In simple terms, fictitious proxies are created for the purpose of

taking credit for an attack or violence committed by muqawama groups seeking to protect their

public image. To further investigate how such false flag terrorism can be tackled/measured,

especially in the methodology of this study, the following sub-section will compile relevant

theoretical insights on how online content, specifically on social media platforms, can assist in

determining the authenticity of new-wave paramilitary surrogates in Iraq.

2.4: Online Discourse and Authenticity

Online information environments including forums, audio-visual distribution platforms,

and especially social media networks have grown exceedingly popular in the eyes of VNSAs

(Conway et al., 2019; Mroszczyk & Abrahms, 2021; Prucha, 2016). A distinct draw of social

media networks is their capacity to concretely broadcast a VNSAs worldview through easily

accessible online content (Prucha, 2016). A prominent example of this can be seen in the drive of

Jihadist’s to spread theological writings and statements on online mediums under the premise of

identity-building, with notable cases including Al-Qaeda or IS (Bloom et al., 2019; Lohlker,

2016). Modern audio-visual communication on social media has satisfied this goal by illustrating
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who a group is, what it is fighting for, and whom it is fighting against (Prucha, 2016, p. 48). To a

large degree, this online discourse is a manner by which VNSAs express authenticity. It should

be stressed that although similarities can be seen in the discourses of analogous VNSAs, which

tends to lead to lump categorisations of ‘Islamist’ or ‘Jihadist’ (Lesser et al., 1999; Ranstorp,

1996), no single narrative exists amongst VNSAs (Prucha, 2016, pp. 48-50). Each group

enforces a coherent worldview which advances religious, nationalist, ethnic, or ideological

causes (Etaywe & Zappavigna, 2021). This coherent expression produces an authentic

representation of a VNSAs identity, as its repetition and demonstration on social media platforms

(like Telegram) reinforces and embeds it in the minds of the audience (Du Bois, 2007).

When applying this principle to genuine and fictitious proxies of the muqawama, a

distinction can be made in terms of their online discursive expressions. Although surrogates of

VNSA sponsors operate as political ancillaries (Moghadam, & Wyss, 2020, pp. 128-132), these

groups are known to carry their own ambitious, local identities, and attitudinal evaluations

(Schlichte & Schneckener, 2015). Such features provide surrogates with local legitimacy, and are

often the reason VNSA sponsors take such groups under their wing (Grynkewich, 2008; Podder,

2017; Suchman, 1995). With this in mind, it can be inferred that genuine proxy surrogates, like

their VNSA sponsors, will express an authentic worldview in their online communications. A

fictitious proxy on the other hand, will only offer a duplication of the worldview conveyed by its

‘sponsor’, essentially plagiarising its content.

Without a careful and large-scale analysis, this distinction between fictitious and genuine

discourse can be difficult to trace, but the accessibility of Iraqi paramilitary content on Telegram

can make such an investigation into surrogate authenticity possible. Looking at the Iraqi

paramilitary Telegram environment, false flag terrorism is not easy to perceive, as an external
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overview shows a conventional VNSA sponsor-proxy arrangement. Militias are observed to

engage in a form of ‘outbidding’ behaviour,8 seen through their demonstrative violence against

‘enemies’ such as US-coalition military forces (Knights, Malik, & Smith, 2021a; Seligman,

2021). The goal of this violence seems to be a classic attempt at portraying competence in the

eyes of the public, an ambition which is in line with VNSA attempts at gaining local legitimacy

(Bloom, 2005; Kydd & Walter, 2006). As groups attempt to captivate audiences with the

spectacle of their activities, more severe forms of violence are performed and posted on

Telegram (Conrad and Greene 2015; Ward, 2020). To some degree, this appears

counterproductive to militia longevity (Staniland, 2012), but Iran-backed paramilitary groups

(particularly the muqawama) have innovated and employed this performative violence on their

channels to motivate members and deceive adversaries (Gaibulloev, Hou, & Sandler 2020;

Kenny, 2007). Essentially, by conducting false flag terrorism in an environment with genuine

surrogates, muqawama groups conceal their inauthentic proxies behind a curtain of real

surrogates. The next subsection will elaborate on how Telegram provides the toolkit necessary

towards virtual VNSA operations, and specifically the mode of credit-claiming promised by false

flag terrorism.

2.5: Militias on Telegram

Telegram, like other encrypted messaging services, has become a tool for militias,

extremist, and insurgent groups to share information, reinforce messages, and plan activities

(Walther & McCoy, 2021). Largely, previous notions on how such groups use social media for

the single-minded purpose of planning attacks has transitioned into a perception of VNSAs as

8 Although the theory of outbidding, which posits that groups would try to ‘one up’ each other in terms of their
(violent) attack(s) does provide a logical explanation for the demonstrative violence, it does not predict a deceptive
performance.
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virtual entrepreneurs who promote objectives beyond violent activities (Hughes &

Meleagrou-Hitchens, 2017). Principally, the Telegram militia landscape can be framed as an

abstract socio-sphere that exceeds traditional boundaries (Habermas, & Burger, 1989; Shehabat

et al., 2017, pp. 28-32). Through this sphere, VNSAs are capable of acting stigmerigically,

meaning in a coordinated manner but without constant communication or control. Telegram is

key to this mode of functioning as it offers a unique blend of privacy and accessibility, where

users can interact in secure [private] one-to-one or [public] one-to-many communication

channels (Prucha, 2016; Shehabat et al., 2017).

Notably, one-to-one communication on Telegram is encrypted, essentially allowing for

secret chats between users. This ensures that only parties to a conversation can access the

exchange. Such encryption is a relatively common feature of cloud-messaging services, but

Telegram takes security a step further by allowing single users in an exchange the chance to

permanently delete all shared content for all participants (Hamburger, 2014). This is a rather

convenient feature, as a sense of practical anonymity is constructed within VNSA virtual

networks. Conversations can be easily started and ended without lasting evidence. Additionally,

given the multiple chains of communication, a sort of segmentation can be created between

one-to-one interactions and one-to-many announcements released by central information hubs.

These are often seen in the communication(s) of major groups like IS, Hamas, Al-Qaeda,

Hezbollah, or the muqawama9 (Bloom et al., 2019; Knights et al., 2021a; Prucha, 2016, p. 51). In

essence, Telegram allows VNSAs to operate separately while also existing on a

group-community level (Palasinski & Bowman-Grieve, 2017).

9 These information hubs tend to be the Telegram channels of muqawama groups, or propaganda-news channels
owned by muqawama paramilitaries. A prominent example of the latter is the extremely popular channel going by
the name of “Sabereen News” (Knights et al., 2021d).
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Adding to this internal anonymity which works to limit options for effective infiltration

(Rogers, 2003), Telegram is particularly attractive to VNSAs as a result of its low barriers to

entry. The messaging application allows for free cross-platform communication, and the

exchange of data (video, audio, text) in a secure environment (Bloom et al., 2019). Moreover,

users do not have to rely on external links or platforms as all data can be securely downloaded to,

and accessed on, the app itself (Prucha, 2016). Furthermore, accounts can be created and

terminated instantly, which can complicate attempts to trace the full size or activity of a VNSA

network. This makes strategic credit-claiming, specifically false flag terrorism, rather easy on

Telegram, as ease of account creation, instantaneous sharing of audio-visual evidence of

violence, user anonymity, and encryption of private content in addition to the freedom to delete

all evidence when necessary, are conducive features to the creation of fictitious and temporary

online identities.

In essence, Telegram provides VNSAs with the essential tools necessary towards creating

a multipurpose digital environment that latently connects surrogates to widely-accessible central

hubs (Shehabat & Mitew, 2018, p. 84), while also concealing the authenticity of surrogates, thus

ensuring a robust, secretive, and stigmergic virtual operation. Significantly, hubs are key to the

operation, as they work to share coherent and centralised propaganda messages while also

(indirectly) coordinating activities and establishing one-to-one connections between (in)authentic

surrogates. The following section will compile relevant theoretical insights on how proxies can

be exploited on Telegram, and provide a compact theoretical explanation detailing how online

content on the platform can assist in determining the authenticity of new-wave paramilitary

surrogates in Iraq.
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4. Theoretical Framework

To empirically examine the identity of new-wave surrogates operating in Iraq,

authenticity, the key concept investigated by the study, must be manifestly situated within a

broader framework of theories on representation, proxy sponsorship, credit-claiming,

identity-building, and online discourse. This section will echo the main concepts and ideas found

in the literature review that allow for a theoretical lens through which to view how Iran-backed

paramilitaries in Iraq organise their sponsorship arrangements, and use surrogates as proxies with

the purpose of indirect credit-claiming.

This study has defined authentic paramilitaries as those are able to autonomously

represent themselves through relatable rhetoric, competent action, and attitudinal evaluations of

their relationships (Ryan & Deci, 2000; Tracy & Robles, 2013, pp. 22-23; Van Leeuwen, 2001).

In practice, this means that to be authentic in the Iraqi paramilitary landscape, a surrogate must

have the capacity to pursue an independent agenda detached from the interests of a sponsor. This

fits prevailing theories on how non-state sponsors employ proxies, as the local legitimacy and

operational capacity such surrogate actors carry is a significant draw to non-state sponsors

(Grynkewich, 2008). VNSA sponsors face a constant legitimacy deficit that pushes them to use

surrogates to consolidate political power, authority, and political-social legitimacy in their areas

of operation (Podder, 2017; Suchman, 1995), essentially making proxies a valuable political

asset (Moghadam, & Wyss, 2020, pp. 128-132). Keeping this in mind, VNSAs must then utilise

proxies to balance their need to gain supporters through performative feats of violence with the

possible backlash such violence may incur from the general populace (Lake, 2002; Pluchinsky,

1997).
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Principally, the balancing act VNSAs face when it comes to conducting violent

operations in the public eye presents a credit-claiming dilemma. On the one hand, taking credit

for an act of violence allows groups to gain publicity, send a political message, or intimidate

rivals (Kearns et al., 2014), on the other, it poses a risk to their primary objective of survival and

influence (Crenshaw, 2001; Mroszczyk & Abrahms, 2021). This means that VNSAs are only

likely to claim credit when the expected political return from the exercise is positive (Abrahms &

Conrad, 2017, p. 281). If the anticipated return from claiming credit is negative, which often

occurs when civilian targets are harmed (Findley & Young, 2007), an attack is likely to go

unclaimed lest it undermine the political ambitions and long-term survival of the VNSA. This

often leads to a strategic attitude to credit-claiming (Kearns, 2021). As observed in the behaviour

of muqawama groups and their surrogates (Elias, 2020), this can manifest as the false attribution

of attacks to a rival third-party or fictitious (inauthentic) group, namely being the process ‘false

flag terrorism’ (Kearns et al., 2014, p. 425).

Altogether, false flag terrorism is a rather apt view of how the muqawama operates in

Iraq. Simply put, fictitious proxies are created for the purpose of taking credit for an attack or

violence committed by a muqawama group. This false attribution masks responsible paramilitary

groups who are seeking to protect their public image, relations with Iraqi state institutions, and

political ambitions. Telegram is pivotal to this process as ease of account creation, instantaneous

sharing of audio-visual evidence of violence (Prucha, 2016), user anonymity, and encryption of

private content (Bloom et al., 2019), in addition to the freedom to delete all evidence when

necessary (Hamburger, 2014), are all conducive features to the creation of fictitious and

temporary online identities. Moreover, the fact that Telegram provides paramilitaries with the

crucial tools necessary towards the creation of a multipurpose digital environment, which
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latently connects surrogates to widely-accessible information central hubs (Shehabat & Mitew,

2018, p. 84), is a major boon to false flag terrorism. Using such hubs, muqawama sponsors are

able to easily conceal the authenticity of surrogates using Telegram’s built-in features, thus

ensuring a robust, secretive and stigmergic virtual operation.

In addition to their virtual boons, social media hubs are a vital communication asset for

VNSAs. Information hubs are seen to share coherent and centralised propaganda messages while

also (indirectly) coordinating activities and establishing one-to-one connections between

inauthentic surrogates (Shehabat & Mitew, 2018, p. 84). More significantly, these media

channels gave paramilitaries the power to concretely broadcast their worldview through easily

accessible online content (Prucha, 2016). To a large degree, it can be argued that this online

discourse is a manner by which paramilitaries express authenticity. Each group enforces a

consistent worldview which carries original underpinnings of sociocultural meaning and

advances religious, nationalist, ethnic, or ideological causes (Etaywe & Zappavigna, 2021). This

coherent expression then serves to produce an authentic representation of a paramilitary’s

identity, as its repetition and demonstration on platforms like Telegram reinforces and embeds it

in the minds of the audience. With this in mind, it can be inferred that proxy surrogates, like their

VNSA sponsors, will express an authentic worldview in their online communications. A

fictitious proxy on the other hand, will only offer a duplication of the worldview conveyed by its

‘sponsor’.

Taking the above into account, it can be surmised that content published by a group on

Telegram can be an indication of its authenticity. Moreover, when comparing discursive

Telegram content published by muqawama sponsors and their surrogates, authenticity can be

used to establish whether a new-wave surrogate is a fictitious profile constructed for the purpose
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of false flag terrorism, or potentially a genuine surrogate with its own political interests and

agenda that deviates away from primary muqawama interests. In a practical sense, authenticity is

being applied with the presumption that duplication of discourse is likely to indicate that a

surrogate group is inauthentic or fictitious. This study does not assume a binary classification,

but predicts a classification that places proxy surrogates on a spectrum of authenticity, with

placement corresponding to the degree of Telegram discourse similarity between a surrogate and

a muqawama sponsor. Notably, this model does not assume to predict authenticity in absolute

terms. The aim here is to construct a simple model that can be a first step in the classification of

current new-wave proxies, and any that might appear in the future in Iraq, or other regions

experiencing a similar sponsorship and credit-claiming phenomenon. In summary, this study

predicts that increased Telegram-content dissimilarity from a muqawama group would indicate

higher levels of authenticity, while similarity may allude to the fact that suspect groups are

fictitious, inauthentic, surrogates. The next section will elaborate on the methodology this study

will use to determine which surrogate groups may be authentic.
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Table 1: List of investigated Iran-backed paramilitary groups

Militia Category Official Militia Name (translated)

Muqawama group Kata'ib Hezbollah

New-wave surrogates
(known10 to be
fictitious)11

Ashab al-Kahf Usbat al-Tha'ireen Fariq Fatemiyoun
al-Maidani

Liwa Tha'ar al-Muhandis Rab’ Allah Al-Wehda 10,000

Qasim al-Jabarin Quwat Thu al-Faqar

Out of sample groups:
New-wave surrogates:
(unknown status)

Abu Jadaha Al-Majame'e al-Khasa Saraya al-Thawra
Al-Eshreen al-Tahniya

Saraya Tha'ar al-Shuhada Liwa al-Shahid Ahmed
Dar'am

Kata’ib Abul-Fadl
al-Abbas

*All data found in this table has been collected by the author after conducting research on the political, social, and security environment
in Iraq and the role paramilitaries play within it. Data was collected from political commentators and key figures on Twitter and
Telegram.

4: Methodology, Case Selection, and Data:

As described in earlier sections, the main concept under investigation in this study is the

measure of paramilitary authenticity. The basis of this investigation is the RQ: what can

published Telegram content reveal about the authenticity of the new wave of Iran-backed

paramilitary groups in Iraq? Markedly, when referring to the above groups as paramilitaries, this

study will reiterate its implementation of the conventional definition of the term, which is a

subcategory of the broader categorisation of militias: a subset of non-state actors that resort to

violence in the service of a state (Thurber, 2014). This definition has been further expanded to

11 Early studies on the behaviour of new-wave surrogates assumed that these groups were semi-autonomous
extremist cells that enjoyed indirect support from formal paramilitaries like the muqawama (Elias, 2020).
Nevertheless, recent violent incidents and manoeuvres by the aforementioned surrogates and their sponsors has
shown that they are more likely to be ‘fake groups’ that function as media façades and obscure the group truly
responsible for an attack (Badawi, 2021; Knights, 2020; Knights et al., 2021a).

10 Certain paramilitary surrogates have been established to be fictitious by analysts and commentators working in the
region. For a summarised breakdown of group affiliation(s) please see: Knights, Malik & Smith (2021a) or the series
titled “Militia Spotlight: Profiles,” published by the Washington Institute of Near East Policy (Knights, 2021).
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include proxies, who are actors that serve as the strategic (political) agent of a sponsor for

tangible benefits (Salehyan, 2010; Hughes, 2012). Altogether, this project contends that

paramilitary groups in Iraq are known Iranian proxies, but several well-established (muqawama)

groups have taken to creating their own second-order proxies as a strategic method of

credit-claiming (Kearns, 2021; Moghadam, & Wyss, 2020), and more specifically, false flag

terrorism (Kearns et al., 2014). Some proxies are presumed to be genuine surrogates while others

are likely to be fictitious entities that only exist on Telegram (Badawi, 2021; Elias, 2020; Malik,

2021).

All in all, taking above concepts and definitions into account, this project will seek to

provide a prediction as to where the new wave of Iran-backed surrogates fit along a simplified

spectrum of authenticity. This spectrum will be determined using an initial sample of

paramilitary surrogates that are known to be fictitious12 (see footnote for an explanation on this

determination), and then used to train a machine learning algorithm that can classify

out-of-sample groups. The fictitiousness of the initial sample was ascertained using data

collected from external sources, and will act as a critical indicator of the validity of discourse

similarity as a determinant of paramilitary authenticity. Significantly, as stated earlier, this study

will not seek to verify in absolute terms whether a surrogate is fictitious or genuine, but

alternatively aim to test the value of similarity as a determinant of authenticity and use it as a

basis for a machine learning model. Notably, this does not allow for a final determination of

whether a group is genuine or fictitious, but rather shows how distant an out-of-sample surrogate

is from the sponsor, and where it stands in relation to other surrogates. This can be pointed to as

a distinct issue behind the proposed methodology. Nevertheless, further steps can be taken to

correct this issue, primarily in the form of an expanded model that accounts for the methodology

12 See note(s) 10 and 11.
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used in this study and builds upon it. This will be addressed in the next section as part of a

discussion on research implications and study limitations. The next three subsections will

elaborate on the sampling choices made by the study, and provide a complete breakdown of the

tools and software used in this study.

4.1: Variables and Cases

To answer the RQ this project will operationalise authenticity as a continuum/spectrum

along which the Telegram text-content of surrogates can be positioned. To be clear, placement on

this spectrum corresponds to how distant or unalike a surrogate group’s content is from the

selected muqawama sponsor, with higher or lower percentages in text divergence corresponding

to a surrogate’s authenticity. To assess how a group’s Telegram discourse can be positioned on

this spectrum, the project will measure textual similarity (in terms of words) between new-wave

channels who are known to be fictitious and a channel belonging to a muqawama group (KH).

The decision to select KH as the muqawama reference point was based on the fact that it is the

most prolific Iran-backed militia in Iraq (Knights et al., 2021a), and the operational reality in Iraq

indicating that KH either directly controls the fictitious surrogates listed in Table 1, or

coordinates their movements and operations (Knights, 2020; Mansour, 2021).

In principle, a surrogate with a higher similarity score is then theorised to be less unique,

and subsequently, is less likely to be authentic. In a general analysis of surrogates with an

unknown status, this could then allude to the fact that the surrogate was fabricated by a

muqawama paramilitary group seeking to conduct false flag terrorism. However, before making

such a determination, this study will first aim to understand how successful similarity scores are

in determining the authenticity of surrogates. Consequently, this study will employ an initial



TELEGRAM AND THE RESURGENCE OF PARAMILITARIES IN IRAQ 32

sample of surrogates that are known to be inauthentic. The reasoning here is that similarity must

be first established as a reliable metric before being applied to test data (out-of-sample

surrogates). By establishing the possible range of similarity scores, particularly max and min

values, the explanatory value of similarity can be expanded to describe where out-of-sample

groups can be placed in relation to specific fictitious surrogates. The sample of cases selected to

test the study’s prediction will include texts collected from public paramilitary Telegram

channels.13 The 15 channels14 selected for this project are listed in Table 1, with paramilitaries

being split into a muqawama group and new-wave surrogates to allow for a determination of

authenticity. Markedly, and as noted above, the study has also separately established that several

new-wave surrogates are fictitious, these are highlighted in red.15 These groups will be used to

determine an array of reference similarity scores, while also acting as a preliminary test for the

study’s prediction, namely that the online discourse of (inauthentic) fictitious surrogates is likely

to be highly similar to that of their sponsor. Groups that are not highlighted in red will be

classified later in the analysis. Overall, the paramilitary groups shown in Table 1 were chosen

after a careful investigation of the Iraqi paramilitary landscape. Choices were based on specific

criteria: a link to the PMF, a pattern of attacking the US army and coalition forces stationed in

Iraq, an indication of allegiance to Iran or a Iran-backed muqawama group, an active account on

Telegram, and most importantly, evidence of being created after March 2020. The last point is

15 See note(s) 10 and 11.

14 Although this project selected 15 channels, the actual number of new-wave surrogates that appeared in Iraq is
closer to 30 (Badawi, 2021). The channels not included in this study either no longer existed on Telegram (due to
deletion), or did not have enough text content at the time of analysis to be eligible for the sample. The missing data
could be attributed to lack of text-based activity or the Telegram feature that allows for the complete deletion of
content for all viewers by its publisher (Hamburger, 2014). However, this should not exclude them from future
efforts as such groups have a tendency of re-activating when necessary (Knights, 2020), potentially indicating their
singular purpose of participating in false flag terrorism operations.

13 All channel data used for this study is freely available and can be accessed using the built-in Telegram data-export
tool. The only requirement is a personal Telegram account that can be used to join the various paramilitary channels
that exist on the application.
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quite crucial as this is when larger muqawama groups consolidated power and presumably

started staging and publishing attacks using fictitious surrogates (Badawi, 2021).

4.2: Data Accessibility and Collection

As indicated in the previous sub-section, this paper will make use of a corpus of

Telegram chat records produced by the 15 Iran-backed paramilitaries as a dataset, with

appropriate divisions of this dataset being made where methodologically necessary. To have a

full representation of channel activity, data used in this dataset includes all chats produced since

a group’s Telegram channel was first created.16 Additionally, it should be reiterated that raw

Telegram data is publicly accessible to anyone with a Telegram account, and does not include

private conversations but rather the public discourse of surrogates. After joining a specified

(public) surrogate channel, all chats can be freely viewed/downloaded.

Beyond accessibility, when using the term corpus, this study refers to an object which

represents a table containing the full, raw text of the data-source (in this case, all the Telegram

chats published by all groups) stored in one column, and the id of each entry stored in another,

with further additions of metadata (e.g., author, year, source) being possible without restriction

(Arnold et al., 2019, p. 10). To generate this corpus, the channels belonging to groups listed in

Table 1 will be scraped using a built-in data export tool on the Telegram app to collect all

text-based content [chats and announcements] published by the groups since their formation.

Given that the scope of this paper does not allow for image/video data, these files will be

excluded. It should be mentioned that similar research has employed data from Twitter, and

although this is a suitable source of data, many VNSAs similar to those operating in Iraq have

16 The final data point (chat) was collected on the 6th of February. Most groups were formed in March/April 2020,
which means that the dataset contains 23 months worth of chat records.
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switched to Telegram due to the lower risk of account termination and increased security (Bloom

et al., 2019, p. 1242; Prucha, 2016, p. 51). The popularity of Telegram has the added benefit of

allowing for the collection of a large amount of up-to-date data as groups continue to actively

post (violent) content on their Telegram channels. The study seeks to collect at least 5017

observations (text messages) from every group. In summary, all data used by the study can be

downloaded by any Telegram user (as long as the specified channel was not deleted), and the

unit of observation in this study will be text-based Telegram content, while the unit of analysis

will be Iraqi paramilitary surrogates and their muqawama sponsor.

4.3: Overview of the Conducted Method

This study will employ textual analysis, network analysis, and machine learning research

methods within the R18 programming environment to analyse and classify the Telegram content

of Iran-backed paramilitary groups. A collection of interoperable libraries/packages will be used

to conduct the analysis in the next section, these include: “quanteda”, “readtext”, “tidyverse”,

“textplot”, “quanteda.textmodels”, “quanteda.textplots”, “quanteda.textstats”, “seededlda”,

“igraph”, “stm”, “textreadr”, “class”, “stopwords”, “plyr”, “caret”. Overall, and with a

recognition of the role played by the aforementioned R packages, the methodology behind this

study can be outlined in several steps.

First, a corpus of all the published text content, grouped by paramilitary, will be produced

and then used to create a document feature matrix (DFM). A DFM represents the frequencies of

different features (in essence words) within documents (here Telegram chats) in the form of a

18 R is a user-friendly and high-level programming language geared towards the analysis of data (Ihaka &
Gentleman, 1996).

17 This metric was chosen after conducting several tests. 50 observations appear to be a useful minimum for inferring
authenticity, however this measure can be disputed when the method is applied to a different case-study.
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matrix. Consequently, within this DFM, the words published by each group can be ranked in

terms of frequency and visualised.19 Here, to ensure analytical accuracy, the study will engage in

pre-processing in order to remove redundant text (stop words, chat symbols, emojis, terms of a

low/high frequency, etc.). Following this, the study will test the earlier prediction by computing

the textual similarity between the sample muqawama group and fictitious new-wave surrogates.20

This will allow the study to determine the validity of similarity as a measure of authenticity.

Subsequently, groups will be placed along a spectrum of authenticity. As stated before, this

placement is not aimed at being a pure classification, but rather a functional distinction that can

take the analysis further. Generally, the study assumes that the arrangement of groups along this

spectrum can allow for some form of binary division, with the likely outcome being a 50/50 split.

The binary division of fictitious surrogates based on their similarity to their muqawama

sponsor will allow for the development of a machine learning model, and subsequently a

structural topic model (STM). Specifically, the project will use the k-nearest neighbours (KNN)

machine learning algorithm to classify groups whose authenticity has not yet been uncovered (as

demarcated in Table 1). In brief, the KNN algorithm is a supervised learning algorithm which

uses a set or sample of labelled training data to classify new test data (Bijalwan et al., 2014; Qian

et al., 2004). This classification model looks at a specified number of neighbours (denoted as k)

to classify new data points. Practically speaking, if k=3, the algorithm will examine the three

(training-data) neighbours that are the closest to the new (test-data) point in order to decide how

it will classify the supplied (test-data) point. Beyond being used for the KNN model, the binary

division of groups will be treated as a covariate for an STM. For clarity, an STM (when used in

20 This study will employ the cosine metric to initially compute similarly due to significant differences in the number
of observations (published text) between select groups.

19 The analysis will produce a DFM with Arabic-language features. In order to make the output more accessible, the
researcher will translate the Arabic terms when necessary for data visualisation.
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the R programming environment) allows for the discovery of topics and the estimation of their

relationship to document metadata, with outputs of the model then allowing for hypothesis

testing (Roberts et al., 2019). This model will be produced after out-of-sample groups are

classified. In practice, an STM would allow the study to estimate the position of surrogate groups

in relation to key (muqawama-relevant) topics.

As a final note, the robustness of this research study should be briefly addressed. It is

important to state/note that measuring paramilitary authenticity will be fully based on Telegram

text(s). To some extent, this may limit the generalisability of data when studying other militia

groups, as the validity of this measure may be sample-specific.21 Nonetheless, recent scholarly

work has shown that Telegram is becoming a popular choice for VNSAs (Wan Mohd Nor, &

El-Muhammady, 2021; Walther & McCoy, 2021), with many such groups also engaging in proxy

tactics similar to Iran-back paramilitaries. Beyond generalisability, this study also recognises that

similarity in published content may not provide a robust metric for authenticity. To this end, this

study does not contend to provide a definite model for classification, rather a tool that can

provide reliable first impressions and supporting metrics. Key to this reliability is the easily

available data and replicable method. Given similar conditions and a hierarchy comparable to the

one espoused by paramilitaries in Iraq, analogous research could provide conclusions in line with

those found in this study.

5 Analysis: Results, Discussion, Implications

This section will elaborate on, analyse, and interpret the results collected after applying

the above method and expand on the steps taken by the study to investigate the authenticity of

21 Major Iran-backed paramilitaries have openly demonstrated the use of fictitious surrogates as a tactic in the past
(Badawi, 2021; Elias 2020;, Knights et al., 2021a), but a tendency to use false flag terrorism may not be applicable
to all cases.
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new-wave surrogates. The first subsection will broadly outline the results of the conducted

method while also providing additional explanations and interpretations where necessary. The

following subsection will then offer a discussion of key insights provided by the results, and link

data-based conclusions to the theoretical framework described in an earlier section of this study.

This subsection will also practically apply data-based insights to the Iraqi security-political

environment to (cautiously) offer realistic policy recommendations. Finally, limitations will be

addressed as to delimit what similarity in discourse can say about paramilitary authenticity, and

establish how reliable the author-constructed KNN machine-learning algorithm is in its current

iteration.
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5.1: Results

Table 2: Breakdown of Telegram Content by Group

Name (translated) Abbreviation Number of Telegram (text) messages

Kata'ib Hezbollah KH 10984

Ashab al-Kahf AK 3354

Usbat al-Tha'ireen THA 117

Fariq Fatemiyoun al-Maidani FFM 5022

Liwa Tha'ar al-Muhandis LTM 338

Rab’ Allah RAB 916

Al-Wehda 10,000 WEH 9085

Qasim al-Jabarin QAS 1674

Quwat Thu al-Faqar FUQ 10803

Abu Jadaha JAD 685

Al-Majame'e al-Khasa SPE 1001

Saraya al-Thawra Al-Eshreen al-Tahniya ISH 83

Saraya Tha'ar al-Shuhada SHU 104

Liwa al-Shahid Ahmed Dar'am DAR 423

Kata’ib Abul-Fadl al-Abbas ABS 212

*Abbreviations are not official and were used for easy reference. Data in the table was compiled using the R-based
‘Readtext’ package, and base functions.

Prior to performing the similarity analysis and producing the KNN machine-learning

classifier, some preparatory steps were taken. As displayed above in Table 2, the very basic step

of collecting all the (text) data belonging to each group was accomplished. The texts belonging

to all surrogates are displayed for convenience. As was demarcated earlier in Table 1, groups

highlighted in red are already known to be fictitious, and will be the basis of this analysis. The

remaining groups will be treated as out-of-sample data, and used in the KNN machine-learning

classifier. Markedly, the above table also serves to demonstrate the degree of variance in

paramilitary group content-publication. Nevertheless, this is not a fully representative illustration
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as it does not include the images or videos the groups may have published in the time-frame

chosen for the analysis.22 The implications of such variance will be further discussed in a later

part of this section, but it can be briefly stated as a comparative limitation, and a factor that may

constrain the reliability of the KNN classifier. However, it is of note that surrogates that are

known to be fictitious are quite active online, as inferred from the number of Telegram messages

they have published since their inception. To further investigate what predictions this collection

of texts can provide on the authenticity of paramilitary surrogates, the data was processed to

allow its conversion into a corpus, and then a DFM.

Table 3: Summary of the Top 10 Features in the ‘militia’ DFM

Feature (Arabic) Feature (English) Frequency Docfreq

الله God 1584 1376

المقاومة The Resistance 733 702

الشهيد The Martyr 550 543

الاحتلال Occupation 520 494

الامريكي The American 489 482

العراق Iraq 352 303

محافظة Governorate 329 325

ابو Father (/Sir) 314 309

رتل Column/Convoy 299 298

استهداف Targeting 293 290

*Total number of features: 20, 051 | Total number of documents: 42257
*Data in this table was collected by the author using the R-based ‘Quanteda’ and ‘Stopwords’ package(s).

In brief, by converting the Telegram text-content of all paramilitary groups into a corpus,

character strings and variables were saved as a data-frame. This data-frame was then

22 Some previous studies have specifically worked to investigate video/image content (Prucha, 2016; Zenn, 2020),
but this does not fit the scope of this study. Nevertheless, there are techniques that can be used to extract text from
images (i.e. optical character recognition). This sampling limitation will be further discussed later in the paper.
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subsequently converted into a DFM. To ensure that the collected Telegram data was accurately

processable at the next stage of text analysis, this paper also stemmed the selected texts and

removed stopwords, symbols, numbers, and punctuation.23 The study additionally removed any

Latin characters/strings located in the DFM. Moreover, taking into account the tendency of

paramilitary groups (either muqawama or known surrogates) to repeatedly refer to themselves in

their content, the study also manually removed any mention of militia names from the DFM.24

This culminated in a total number of 20,051 features.

A summary of the top 10 translated features, their overall frequency, and how often they

appear in at least one document (Telegram chat) is presented in Table 3. Noticeably, a certain

tone can be derived from the top features within the DFM. From a general observation, the

collection of features (words) seen in Table 3 adheres to the context of surrogate operations in

“Iraq”, namely their “targeting” of, and “resistance” against “the American” “Occupation”. This

is of course an estimation of what the words mean and their sentiment, as without their position

in the sentences they have been extracted from, inferring conclusions is rather difficult and can

be erroneous. However, taking into account the nature of Iran-backed paramilitary operations in

Iraq, the objectives of the muqawama and its surrogates, and recent political/security events, the

frequency of these terms and their potential overall meaning can be anticipated.

Top features (words) seen in Table 3, align with the central mission expressed by

paramilitaries belonging to the muqawama, namely resisting the so-called US occupation in Iraq,

and evicting foreign forces (Knights et al., 2021a; Nada & Rowan, 2021). This type of rhetorical

framing has been viewed as a sort of rallying cry, and a unifying sentiment that has assisted in

24 This required a manual removal of specific words. R does fully interpret the right-to-left nature of Arabic texts,
and as such, the study employed a UTF-8 encoder to convert the text into values R is more effective at interpreting.

23 This study made use of the “Marimo” multilingual stopword/wordstem collection to pre-process the militia DFM
(Watanabe, 2020). An alternate approach would involve the creation of a personalised dictionary or collection that is
tailored to the texts in question. This recommendation is based on the necessity to manually edit out certain strings
and terms that external collection does not capture or cover.
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the re-mobilisation of local paramilitary forces (Al-Hura, 2020; Knights, 2020; Reuters, 2020).

Prior to re-orienting their focus to the US, Iran-backed paramilitaries in Iraq served the primary

purpose of defeating IS clusters around the country (CEDOCA, 2019; Nada & Rowan, 2021).

However, with the ongoing cessation of large-scale military operations against IS, KH and other

leading groups in the PMF faced a burgeoning governance and therefore legitimacy deficit

(Knights et al., 2021a; Podder, 2017; Suchman, 1995). Antagonistic rhetoric and actions towards

the ‘US occupation’ were a manner by which Iran-backed paramilitaries (and the PMF) could

realistically maintain their authority, influence and popularity. This antagonistic mentality soon

became official policy following the death of two iconic paramilitary/PMF leaders, Qassem

Soleimani and Abu Mahdi al-Muhandis (Knights et al., 2020; Knights, 2022).

With such contextual factors in mind, the dominance of these specific features in Table 3

is predictable, as the multitude of fictitious surrogates under KH are likely to duplicate this

sentiment in their content to gain public sympathy, recruit new followers, and put pressure on the

Iraqi government. Nevertheless, despite this being a realistic inference, it should be made with

care. Table 3 does not fully distinguish which groups dominate in terms of contributions, and as

such, it is possible for a small portion of groups to influence the frequency of features. Another

valid -related- consideration is variance in published content. Given that the Table 3 simply

counts top features in all provided documents, it may ignore the stance of smaller surrogates that

are less active or focus on different topics. In essence, although the features in Table 3 may

indicate that a sizable portion of the Telegram-chat corpus is aligned with beliefs posited by the

muqawama, it should still be viewed as a superficial expression of broader surrogate beliefs. An

STM, which will be produced and interpreted later in this subsection, can more clearly indicate

the stance of groups in relation to certain topics, but it is first necessary to designate groups using
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a specific division or covariate, namely degree of authenticity. This can be done using a

similarity matrix.

Table 4: (Cosine) Similarity Matrix

Group KH AK THA FFM LTM RAB WEH QAS FUQ

KH 0 0.70 0.20 0.35 0.33 0.57 0.56 0.14 0.52

AK 0.70 0 0.20 0.28 0.35 0.58 0.48 0.26 0.35

THA 0.20 0.20 0 0.07 0.07 0.16 0.11 0.03 0.09

FFM 0.35 0.28 0.07 0 0.14 0.24 0.30 0.07 0.29

LTM 0.33 0.35 0.07 0.14 0 0.24 0.24 0.14 0.16

RAB 0.57 0.58 0.16 0.24 0.24 0 0.24 0.05 0.33

WEH 0.57 0.48 0.11 0.30 0.24 0.24 0 0.40 0.31

QAS 0.14 0.26 0.03 0.07 0.14 0.05 0.40 0 0.07

FUQ 0.52 0.35 0.09 0.29 0.16 0.33 0.31 0.07 0

*Data in this table was calculated by the author using the R-based ‘Textplot’ package.

Table 5: Cosine-Similarity Matrix (Ordered)

Group KH AK RAB WEH FUQ FFM LTM THA QAS

KH 0 0.70 0.57 0.57 0.52 0.35 0.33 0.20 0.14

*Data in this table was calculated by the author using the R-based ‘Textplot’ package.

The previously constructed DFM (spliced to only include fictitious surrogates and KH)

can be used to construct an applicable similarity matrix. This can be seen in Table 4. Results in

the table indicate a baseline similarity of at least 3% (0.03*100), and a maximum of 70%

(0.7*100) between all selected paramilitary documents. The study employed the Cosine metric at

this stage to differentiate between known fictitious surrogates and ascertain how their online

discourse compares against that of the chosen muqawama group: KH. More significantly, this

matrix works to test the prediction posited by this study, and determine whether similarity can be

used as a valid measure of authenticity.
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Table 6: Closeness of Vertices
Paramilitary Closeness

THA 1.072

QAS 0.852

LTM 0.596

FFM 0.573

FUQ 0.469

RAB 0.417

WEH 0.377

AK 0.312

KH 0.296
*Data in this table was collected by the author using the
R-based 'iGraph’ package.

Principally, the results in Table 4 indicate that the prediction that fictitious surrogates are

likely to be highly similar in their online discourse to a muqawama sponsor is proven to be

accurate, albeit with the added understanding that there is a spectrum along which fictitious

surrogates can fall. Table 5 takes a snapshot of the broader matrix, and demonstrates the distinct

range in similarity scores seen when comparing the Telegram discourse of fictitious surrogates in

relation KH. Some surrogates show an exceptionally high level of similarity (0.7), while others

show a more muted, but still notable, similarity score (0.14). Likewise, Figure 1 reinforces this

metric in its network-based representation of the matrix presented in Table 4. Plainly, Figure 1

provides a visual representation of the cosine-similarity matrix, with the thickness of the edges

(connecting lines) indicating the level of similarity between vertices (militia groups), possibly

showing how the surrogate online space is coordinated, and who the major players are. This

interpretation can be further supplemented using a calculation of closeness centrality, being the

measure of the average shortest distance from each vertex to each other vertex (Disney, 2020;
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Golbeck, 2013). In principle, looking at the closeness measures listed in Table 6, it can be

deduced that the high level of similarity between KH and most other surrogates, translates into it

having the lowest closeness measure.

In practice, having the lowest closeness score can mean that KH is best placed to quickly

influence the flow of information in the network. Referring back to the insights derived from the

top 10 features in Table 3, the closeness measure associated with KH may give credence to the

idea that the muqawama group imposes a specific narrative that is duplicated (with some

adjustment) amongst all other surrogates. In a manner of speaking, the content published by KH

is “just a hop away” from the content of all other vertices (surrogates) in the network (Hansen,

Shneiderman, Smith & Himelboim, 2020, pp. 31-36). Furthermore, surrogates with closeness

scores that are analogously low [AK, WEH, RAB, FUQ] could be interpreted as key vertices that

expansively push a near duplicate version of KH content to the rest of the network.

Taking the above results into account, it can be inferred that KH plays a pronounced role

as a coordinator of fictitious paramilitaries, particularly in relation to the following surrogate

groups: AK, WEH, RAB and FUQ. This is a critical result, as the four groups have been shown

to be key players in attacks against US coalition forces, and the publication of widely popular

messages related to recruitment, resistance, and religious values.25 Moreover, the degree of

similarity between KH Telegram texts and the referenced groups is quite high, exceeding 50%

(0.5*100). Such scores may relate to their performative standing as surrogates. AK is one of the

most, if not the most, well-known surrogate(s) in Iraq, and has been shared amongst various

paramilitaries in the muqawama to act as a front for operations against US-coalition convoys and

targeted missile attacks on US bases in Iraq (Knights et al., 2021e). FUQ has served a similar

purpose, albeit for smaller more targeted operations that do not earn as much publicity as those

25 See Knights (2021) for a full breakdown of each group’s profile and general activity.
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conducted by AK (Knights et al., 2021a). Likewise, RAB and WEH have played prominent roles

in false credit-claiming and the dissemination of the KH worldview, with the former being the

‘mothership’ / organiser for vigilante and counter-protest groups that operate within the KH

network, and the latter being KH’s premier propaganda, hacking, and intelligence gathering

medium (Knights et al., 2021f; Knights et al., 2021g). In some ways, these groups do appear

autonomous in their particular tasks, but their fictitious status and similarity to KH posits them as

the arms to the octopus-like muqawama sponsor.

Table 7: Euclidean-Distance Matrix (Ordered)
Group KH AK RAB WEH FUQ FFM LTM THA QAS

KH 0 524 612 627 661 690 712 727 841

*Data in this table was calculated by the author using the R-based ‘Textplot’ package.

Taking this insights further, the range in similarity scores seen in Table 5 can be

practically applied to create a split between the fictitious surrogates: those with a 0.5+ discourse

similarity score [AK, WEH, RAB, FUQ], and those with 0.5- score [FFM, LTM, QAS, THA].

These two groups can be functionally interpreted as a binary covariate [1: Over 50% | 0: Under

50%], and used for an STM and as target classes for KNN classification. Out of sample groups

listed in both Table 1 and Table 2 will be classified into one of these target classes based on their

proximity to the features of neighbouring surrogate groups (Bijalwan et al., 2014), and then

arranged on an STM to investigate potential differences in preferred (discourse) topics.

Notably, unlike with the cosine-based similarity scores computed in Table 4 or Table 5,

the KNN algorithm uses euclidean distance to estimate the position of data points (here surrogate

groups) in relation to one another (Bijalwan et al., 2014; Qian et al., 2004). To ensure that the

split chosen for distinguishing out-of-sample groups was still applicable, another similarity
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matrix was produced using a euclidean-distance metric. This is shown in Table 7. When

comparing Tables 5 and 7, the order of similarity26 is observed to be the same.27 Alternatively,

the degree of difference is not as pronounced in Table 7 as it is in Table 5. This is not

unexpected, as the manner by which cosine and euclidean measurements approach text data is

rather different (Qian et al., 2004). Cosine similarity establishes the proximity of documents

irrespective of their size (Singhal, 2001), while euclidean distance is fundamentally oriented

around calculating the magnitude of similar features (words) in a document, which makes it

rather useful for classification tasks (Guo et al., 2003; Khamar, 2013). The cosine measure is

more oriented towards finding specific or unique words and using them to determine the

orientation of a document, which often makes it more suitable for textual analysis/mining and

similarity testing (Singhal, 2001; Wang & Dong, 2020). There are a number of additional

proximity measures that go beyond the scope of this study, but for the given analysis, cosine

similarity and euclidean distance allow for satisfactory (albeit bounded) insights.

Taking into account the binary covariate described above, this study then produced a

KNN model. This model arranged groups into the following two target classes: those with a 0.5+

discourse similarity score [AK, WEH, RAB, FAQ], and those with 0.5- score [FFM, LTM, QAS,

THA]. This required splicing the dataset into three segments for processing, and labelling groups

with a score of above 0.5 with a (1), those below 0.5 with a (0), and the out-of-sample group

with a random character as a placeholder until the KNN model determined its target class. This is

summarised in Table 8.

27 Some studies have shown that results retrieved using euclidean measurements can be similar to those retrieved
with cosine measurements (Qian et al., 2004).

26 It is important to keep in mind that ‘distance’ and ‘similarity’ are not exactly the same. This study may use the
terms interchangeably in its application of such methods for the measurement of proximity between vectors in a
vector space, but such interchangeability is not always applicable.
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The training model used for classification included all the labelled groups, but to ensure

that the model was accurate, four groups from the training sample (FUQ [1], WEH [1], FFM [0],

THA [0]) were also included in the test sample. The aim behind this inclusion is to ensure that

the model is correctly classifying the out-of-sample surrogates. If the KNN model can

successfully classify groups with a known target class, then the classification of out-of-sample

groups is more likely to be accurate. This approach, which combines a train/test split with a

train-test procedure which encompasses the entire dataset, encounters a distinct dilemma of

overfitting the model (Meng et al., 2007, pp. 153-155). This issue is further exacerbated by the

rather small training dataset, and the ensuing low K value entailed by the limited number of

neighbouring data points (Guo et al., 2003). Overfitting the model to the provided training data

would mean that it is overly good at predicting/ classifying training data, but as a result unable to

generalise well for future out-of-sample test data. An additional consideration is the amount of

‘noise’ (meaningless/repetitive information) in the provided training data (Sha’abani et al., 2020,

pp. 555-565). This was noted when discussing Table 2. The large variance in paramilitary

Telegram content can make particular data points (surrogates) more ‘noisy’ and influential in

determining the class of a test data point. Such limitations will be expanded on in the research

limitations subsection, but should still be acknowledged when examining the KNN classification

results presented in Table 9.
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Table 8: KNN Classification (Test/Training Samples)

Militia Class Militia Name (Abbreviation)

0.5+ discourse
similarity score [1]

AK RAB FUQ

WEH

0.5- discourse
similarity score [0]

THA LTM QAS

FFM

Test sample [to be
classified]

JAD SPE ISH

SHU DAR ABS

Table 9: Final KNN Classification (K=5)

Militia Class Militia Name (Abbreviation)

0.5+ discourse
similarity score [1]

AK RAB FUQ

WEH

0.5- discourse
similarity score [0]

THA LTM QAS

FFM JAD SPE

ISH SHU DAR

ABS

*Data in this table was produced by the author using base R functions, and the R-based ‘Caret’, ‘plyr’, and ‘class’ package(s).

Keeping issues of overfitting in mind, and

in order to potentially optimise the model, several

values of K were tested in a loop and plotted. This

can be seen in Figure 2. K=5 and K=1 are clear

winners, as an accuracy of 4028 is equivalent to a

100% correct prediction of the class of the four groups belonging to the training sample (FUQ

28 Given that the accuracy test estimated how well the model predicted the class of the four groups also located in the
training sample, and the KNN model included ten groups, of which 6 were of an unknown class, the model indicated
a success of 40%.
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[1], WEH [1], FFM [0], THA [0]). Again, this result should not be taken as a reliable indication

of the validity of the model given the above mentioned concerns. Evidence of this can be seen in

the equivalence between K=1 and K=5, which is likely a result of the generally small training

sample provided. Although each data point (here surrogate group) contains hundreds of features,

the KNN algorithm focuses on the proximity of data points to data points, or specifically,

surrogates to surrogates. Consequently, ‘noise’ and data variation can strongly influence

classification results. In essence, the produced model is likely to be very sensitive to how much

pre-processing was done to paramilitary data (after it was converted into a DFM) in each target

class. This issue diminishes as the algorithm is provided with more test data. Thus, as noted

earlier, when applied beyond the given case of Iran-backed Iraqi paramilitaries, the model is

expected to be less sensitive to changes in data and be able to more consistently predict the

classes of out-of-sample groups without huge variations based on small increments of K.

To ensure that the next stage of the analysis can produce interpretable outcomes that do

not suffer from an uncertain foundation, a small test can be conducted to determine whether the

euclidean-distance based KNN classification concurs with a cosine-based measure of document

similarity. Initially, this study used cosine similarity to classify fictitious groups into two target

classes. The computed similarity results are shown in Table 5, while the division into the 0.5+

[1], and 0.5- [0] classes is seen in Table 8. Credibly, and working backwards, conducting the

same, but expanded, cosine-based measure of all surrogate Telegram content similarly should

match the results seen in Table 9 if the KNN model provided an accurate prediction of which

classes out-of-sample groups would belong to. Results of this test can be seen in Table 10. As

demarcated by the lack of a red highlight and the bolded values, out-of-sample groups do indeed
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fit the [0] class, thus proving the KNN classifier to be accurate. Despite this, the limitations

noted above should not be overlooked as they would weaken any similar classification model.

Table 10: Cosine-Similarity Matrix (Ordered) [All Surrogates]

Group KH AK RAB WEH FUQ SPE JAD FFM LTM DAR ISH ABS THA QAS SHU

KH 0 0.70 0.57 0.57 0.52 0.37 0.37 0.35 0.33 0.33 0.29 0.29 0.20 0.14 0.04

*Data in this table was calculated by the author using the R-based ‘Textplot’ package.

Taking the classification seen in Table 9 a step further, an STM can be constructed to

establish whether groups belonging to the 0.5+ discourse similarity score class [1] have a

different topic focus as compared to

those belonging to the  0.5- discourse

similarity score class [0]. This

expectation of difference in online

discourse is based on a theoretical

grounding. Figure 3 offers some first

impressions on this question by

illustrating the distribution of all the

collected features (sourced for a combined DFM) along 5 Topics. The topics produced below

were based on the author’s own interpretation of how the top words came together to form a

concrete theme or subject and should not be taken as an absolute representation of surrogate

discourse patterns. Nevertheless, Figure 3 does offer some interesting insights that extend what

was seen in Table 3. Two of five topics seem to revolve around resisting the US occupation or

targeting US forces [Topics 5 + 2]. This further reinforces the framing approach taken by KH,
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and shows its prevalence in the online discourse of its surrogates. Topic 3 [“The Importance of

Joining Official, Private, and Familial Groupings”] is also rather interesting, as it appears to

almost attempt to mask the fact that most surrogate groups in the DFM are fictitious. The ideas

seen in this topic lean in various directions, but recruitment and self-promotion are crucial

aspects. Surrogates seem to both promise a sense of belonging, and advertise their status as an

official group or gang. Given the urge of such surrogates to appear genuine in the eyes of their

enemies, this discursive pattern matches what a normal group might post. Nevertheless,

appearing credible to move suspicion away from muqawama groups like KH is not necessarily a

consistent practice, and this pattern of discourse may simply be a duplication of the content

posted by KH.

Table 11: STM Regression Table (Topics 3 + 5)

Topic Coefficients Estimate t-value p-value

(5) Urgent and Secret Attacks Against
US Convoys

(Intercept) 0.342 2.234 0.044*

Authenticity [0] 0.156 0.542 0.597

(3) The Importance of Joining Official,
Private, and Familial Groupings

(Intercept) 0.283 2.045 0.062*

Authenticity [0] -0.041 -0.153 0.881
*Data in this table was produced by the author using base R functions, and the R-based ‘stm’ and ‘seededlda’ package(s).

This then leads to the next inquiry, where the study tested whether the discourse of

groups in class [1] differs from that of groups in class [0], when compared through the lens of the

top topics listed in Figure 3. The immediate answer to this can be seen in Table 11. Prior to

interpreting the concrete differences between the two classes, a quick comment on the

significance of the results is worthwhile. It is clear that only some of the results in Table 11 are

statistically significant, and only one result is significant at (p < 0.05). Given that many groups in
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the sample show a moderate-to-high degree of similarity to one another, particularly when this

similarity is computed through a euclidean-distance measure as seen in Table 4, an STM

regression may struggle to demonstrate major differences in the tested samples. As stated in

other parts of this subsection, a wider and more diverse

dataset could serve to correct this, and other issues.

Nevertheless, these initial results do show some statistical

significance, and as will be explained below, point

towards the expected outcome. This can be an indication

that the method does offer a valid measure of surrogate

authenticity, and that results produced in the earlier

similarity matrix and KNN model do allow for a

satisfactory answer to the RQ.

To put this in more concrete terms, Table 11 will be

properly discussed with an understanding that insights and

inferences are not significant enough to draw unconditional

conclusions. Looking at Topics 3 [“The Importance of Joining Official, Private, and Familial

Groupings”] and 5 [“Urgent and Secret Attacks Against US Convoys”], which occupy the

highest proportions in the DFM, it can be observed that there is some level of difference in

online discourse. This can also be visually seen in Figure 4 which represents Topic 5, and

Figure 5 which represents Topic 3. Altogether, it appears that groups that have a similarity score

of 0.5+ (represented in the two figures as A50), mention a combination of terms related to Topic

5 about 34.2% of time in their Telegram discourse, while groups that have a similarity score of

0.5- (represented in the two figures as B50) do so nearly 50% of the time. This is an interesting
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result, as it is in-line with the idea that KH employs fictitious surrogates to avoid being linked to

attacks against US convoys and maintain its public image. Groups with a similarity score above

50% are predictably duplicating most of the content published by KH, which may advocate

against US occupation or congratulate groups on their successful attacks, but will not advertise

such actions often lest it earn public and political ire. Nevertheless, as was discussed earlier, this

conclusion should be tempered as although this pattern of behaviour appears to be statistically

significant for A50 groups (p < 0.05), it is not for B50 groups (p > 0.001). This generally means

that a distinct difference in behaviour is unlikely given the provided data. Alternatively, it

appears that A50 groups will mention Topic 3 more often in their discourse (28%), as compared

to B50 groups (24%). Evidently, the distinction is not major, and only marginally significant for

A50 groups (p < 0.1) and not significant for B50 groups (p > 0.001).

5.2: Discussion and Implications

The previous section sought to methodologically test the theory-based prediction that

online discourse could be an indicator of a paramilitary group’s authenticity, and that similarity

in published (Telegram) content between a sponsor and a surrogate could mean that the latter was

inauthentic, and thus a fictitious front created for false flag terrorism operations. Additionally,

the goal of this determination was to have a functional spectrum that could be divided into two

classes for the later classification of out-of-sample surrogate paramilitary groups. All in all, this

study did succeed in determining that similarly could be used as a valid metric for authenticity.

This can be seen in either Table 4 or Table 5. Moreover, the additional calculation of closeness

centrality, seen in Table 6, and interpreted in combination with the distribution of top features
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(words) in Table 3, worked to show the prominent role KH, the sample muqawama sponsor,

holds as a distributor of information within the sample network of fictitious surrogates.

Nevertheless, and with reference to theories and concepts on credit-claiming discussed in

the literature review, the formulation of KH online content (e.g. in the tone of threats of violence,

denying organisational involvement, denying principal intent), and to what extent that

formulation of ideas was duplicated by surrogate groups is not something that can be established

using the proposed methodology. Although the general composition of information is evident in

Table 3, and an assumption on the sentiment it contains can be made based on the nature of

Iran-backed paramilitary operations in Iraq, the objectives of the muqawama and its surrogates,

and recent political/security events, formulation remains an important aspect that can reveal

more about the character, worldview, and intentions of a surrogate, with variations in formulation

allowing for a better overall characterisation of surrogates, both fictitious and out-of-sample.

Despite such benefits, the dimension of similarity in content formulation, specifically in

the context of credit-claiming, was not within the scope of analysis. Although the STM sought to

include it in part, this dimension is an expansion to this study that could take the basic idea that

there is a link between authenticity and content similarly a step further. Historical examples have

shown that VNSAs are not one-minded in their violent operations (Mroszczyk & Abrahms,

2021, p. 427), and in the instances where credit is claimed under the premise of denying

principal intent, it can manifest as an apology (Matesan & Berger, 2017). This can be seen in the

case of al-Qaeda leaders issuing apologies after harm was done to civilians in terrorist attacks in

Afghanistan and Pakistan (CNN, 2009), or Hezbollah leader Hassan Nasrallah apologising for a

rocket attack that caused the death of two children in Nazareth (CNN, 2006).



TELEGRAM AND THE RESURGENCE OF PARAMILITARIES IN IRAQ 55

Substantially, and with options for future research in mind, it should be stated that

although scores in Tables 5 and 7 support the study’s prediction on the link between similarity

and authenticity, it is not an indisputable conclusion. In support of the prediction, key fictitious

groups with distinguishable roles like AK, WEH, FUQ and RAB were observed to have a

relatively high similarity score of 50% and over (0.5*100), as well as a clearly low range of

closeness centrality scores (0.31-0.47). The remaining fictitious surrogates, namely FFM, LTM,

QAS, and THA, demonstrated lower similarity scores ranging from 14% to 35%, and

consequently high closeness scores (0.57-1.0). To some degree, this range in scores may indicate

that similarity cannot be used as a unitary and fully objective metric of authenticity estimation.

Surrogates exist on a relatively wide spectrum of authenticity, with smaller fictitious surrogates

[FFM, LTM, QAS, THA], who are not leading players in the paramilitary surrogate environment

(Knights, 2020; Knights et al., 2021a; Nada & Rowan, 2021), being noticeably dissimilar in their

online discourse when compared to KH. In practice, this does not mean that similarity should be

rejected as a measure of authenticity, but rather that the computed results should be put in

context and interpreted as part of a larger puzzle. As stated earlier, the methodology used by this

study is proposed as a first step in a longer sequence of inquiries, research, and analysis.

For instance, the distinction between [AK, WEH, FUQ, RAB] and [FFM, LTM, QAS,

THA], cannot be understood without knowledge of surrogate profiles and how influential they

are in the Iraqi security-political environment. Furthermore, given lack of data on genuine

surrogates, and the subsequent need to create a binary division based on the spectrum of

fictitious group authenticity, visible in Table 5, the KNN classifier could only be functionally

trained with the understanding that not all fictitious group are born equal, or at the very least, that

not all fictitious groups are prominent players in the KH surrogate network. Knowing that [AK,
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WEH, FUQ, RAB] are the major fictitious fronts preferred by KH for the majority of its

activities (Knights et al., 2021a; Knights et al., 2021e; Knights et al., 2021f; Knights et al.,

2021g), can then allow for the construction of target classes with the following logic: 0.5+ (50%

and over similarity to KH) [1] and 0.5- (under 50% similarity to KH) [0]. The basic breakdown,

and group allocation, can be seen in Table 8.

Overall, despite this functional division, and a generally successful KNN model (K=5),

the limitations underlying the constructed model should not be omitted when considering its

validity, and general reliability in classifying out-of-sample groups. A general lack of additional

paramilitary groups to train the KNN model, conducting an accuracy test which combined a

train/test split with a train-test procedure which encompassed the entire dataset, and issues of

‘noise’ in the dataset lead to a prominent risk of model overfitting which would considerably

bound the ability of the KNN model to generalise, and predict out-of-sample surrogates. Given

the intention of this study to conduct a STM to supplement prior results, and the reliance of the

STM on the classification of out-of-sample groups into class [0] or [1], a small test was

conducted using a cosine-similarity matrix. In some ways, this test reasoned backwards. Given

that the KNN model was built around the original cosine matrix in Table 5 which placed groups

along a spectrum of authenticity and lead to the binary division associated with class [0] and [1],

creating a similar matrix that is expanded to include out-of-sample groups rather than only

fictitious surrogates should produce results that align with the KNN model (if it is correct). The

matrix presented in Table 10 did indeed allow for this verification, and did demonstrate that the

classification of out-of-sample groups into the [0] class, as shown in Table 9, was accurate as

their similarity in relation to KH was under 50%, with it ranging between 4% and 37%.
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Verification of the accuracy of the accuracy KNN model in this scenario should

nonetheless not justify the existence of design limitations. In any analysis, such factors are likely

to influence the validity of conclusions and any inferences made on their basis. Yet, it should

also be appreciated that this analysis of Iran-backed paramilitary groups in Iraq and their

surrogates is fully reliant on the reality on the ground (in addition to the virtual reality on

Telegram), to conduct the analysis. Analogous research that aims to study groups like IS (in

Iraq/Syria), the increasingly active Islamic State of Khorasan Province’s (ISIS-K), Al-Shabaab or

Hezbollah, is likely to encounter similar issues when it comes to data collection, variety, and as

seen in the STM, significance.

When looking at the STM, and specifically the results presented in Table 11 and Figures

4 and 5, it is worth concisely discussing statistical significance. This study did not necessarily set

out to produce statistically significant results, but it did aim to investigate a certain expectation.

Generally, groups falling into the presumably different classes of [0] and [1], as presented in

Table 9, are expected to show differences in how they approach key (muqawama-relevant)

topics, especially given the variance they show in Telegram-content similarity (to KH). This

expectation can be additionally grounded in theory. Although this study assumes groups in class

[1] to be somewhat uniform in their online discourse (given their high similarity and profile as

prominent KH fronts), groups in class [0], particularly out-of-sample groups, have shown

moderate similarity scores which can indicate a different mode of discourse. Literature has been

shown that no single narrative exists amongst, admittedly, genuine VNSAs (Prucha, 2016, pp.

48-50). Each VNSA enforces a coherent worldview which advances personalised religious,

nationalist, ethnic, or ideological causes (Etaywe & Zappavigna, 2021). A distinction between

class [0] and [1] might not fully allow for the implementation of such a theory with the inclusion
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of known fictitious groups in class [0], but given that such smaller fictitious surrogates [FFM,

LTM, QAS, THA], are not leading players in the paramilitary surrogate environment (Knights,

2020; Knights et al., 2021a; Nada & Rowan, 2021), they can still offer comparative insights.

Altogether, it should be noted that this particular analytical focus is somewhat beyond the

scope of the study, particularly in its lean in the direction of studying similarity in content

formulation. Despite this, the STM model does work to supplement previous results, and

reinforce the KNN classification as a relevant division not only based on the factual profiles of

the presented groups, but also on the basis of discourse similarity.

Practically, the aim of the STM was to investigate if different target classes were also

statistically different in their dissimilarity. This investigation did not yield a significant result, but

it nevertheless provided an outcome that met the methodological and theoretical expectation of a

marked difference in topic preference between surrogates in class [0] and class [1]. This study

specifically focused on Topic 3 [“The Importance of Joining Official, Private, and Familial

Groupings”] and 5 [“Urgent and Secret Attacks Against US Convoys”], which occupy the

highest proportions in the DFM.

Upon observation, and study of results in Table 11, there is a notable difference in how

the two classes discuss the aforementioned topics. Altogether, it appears that groups in class [1]

mention a combination of terms related to Topic 5 about 34.2% of time in their Telegram

discourse, while groups in class [0] do so nearly 50% of the time. This is an interesting result, as

it is in-line with the idea that KH employs fictitious surrogates to avoid being linked to attacks

against US convoys and maintain its public image. Groups with a similarity score above 50% are

predictably duplicating most of the content published by KH, which may advocate against US

occupation or congratulate groups on their successful attacks, but will not advertise such actions
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often lest it earn public and political ire. Nevertheless, as was discussed earlier, this conclusion

should be tempered as although this pattern of behaviour appears to be statistically significant for

class [1] groups (p < 0.05), it is not for class [0] groups (p > 0.001).

Alternatively, it appears that class [1] groups will mention Topic 3 more often in their

discourse (28%), as compared to class [0] groups (24%). Evidently, the distinction is not major,

and only marginally significant for class [1] groups (p < 0.1) and not significant for class [0]

groups (p > 0.001). This topic is admittedly more vague, but its fixation on self-promotion and

recruitment indicates it as a rather natural topic of focus amongst paramilitary surrogates, be they

major or minor. Nevertheless, examining the topic from the perspective of class [1] groups,

content published in relation to this topic might almost be perceived as an attempt to mask the

fact that such groups are actually fictitious. Looking at the top features of the topic, and keeping

in mind that any interpretation is subjective, surrogates seem to both promise a sense of

belonging, and advertise their status as an official group or gang. Given the urge of such

surrogates to appear genuine in the eyes of their enemies, this discursive pattern matches what a

normal group might post. It can be seen as a clever form of subterfuge. Nevertheless, appearing

credible to move suspicion away from muqawama groups like KH is not necessarily a consistent

practice. Iran-backed paramilitaries are quite clever, but this does not mean that every move,

statement or message on surrogate channels is calculated to minimise links to KH. Overall, this

pattern of discourse may simply be a duplication of the content posted by KH. This is of course

an assumption, but one based on the similarity of class [1] groups to KH, and their predicted

tendency to duplicate KH content. Again, lack of analysis on similarities in content formulation

makes an interpretation of the STM quite subjective.
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Combining the above insights, it can be deduced that Telegram content can provide a

number of insights on paramilitary authenticity, especially when similarity in content is used as a

basis and paired with contextual knowledge. Moreover, similarity in online content can be a

useful starting point for producing a KNN classifier that, depending on the provided dataset, is

able to classify groups along a spectrum of authenticity, with target classes relating to the

intention of the study. Practically speaking, the implications of this conclusion in Iraqi security

policy is the rather immediate ability of front-line researchers, policy-makers, and regional

academics to more clearly understand the second-order proxy network composed by factions like

the muqawama, and potentially be able to attribute responsibility to the muqawama following the

occurrence of false flag terrorism. Significantly, the tools offered by this study are, in a manner

of speaking, primitive when considered without the broader context they are being used in.

As stated earlier, the methodology used by this study is proposed as a first step in a

longer sequence of inquiries, research, and analysis. This first step may not provide robust

conclusions in its immediate application, but it does offer the input required for concrete

investigation. In addition to investigation, knowledge of the muqawama surrogate network, its

key players, and the surrogates responsible for violent and propagandistic content can allow for

security forces to choke the spread of messages and audio-visual demonstrations of violent

content through critical nodes (like popular Telegram channels) (Mroszczyk & Abrahms, 2021).

On the ground, this would mean limiting access to, and removing content from channels like AK,

WEH, FUQ, RAB. Companies hosting media platforms like Telegram have customarily not been

liable for user content published on their services (Ortutay, 2020), however recent years have

shown a reassessment of this attitude (Klein & Flinn, 2017; White, 2020). There has been clear

acknowledgement by social media companies that their platforms are being used by VNSAs like
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the muqawama and its surrogates to spread extremist content/violence, leading to initiatives like

the Global Internet Forum to Counter Terrorism (Mroszczyk & Abrahms, 2021). A concrete step

would be for the Iraqi security forces to use this initiative, and others like it, to corner surrogate

accounts and choke their online reach. However this is not an easy move, and given evidence of

resistance to government interference by such platforms (Ortutay, 2020), a concrete case is

necessary for effective action to be taken in regards to the muqawama, and VNSAs more

broadly. To this end, applying the methodology proposed in this paper, and using it as a starting

point for bigger, consolidated, and region-specific research is a legitimate manner by which the

online influence of VNSAs can be tethered.

Looking beyond the case study of Iran-backed paramilitaries and their surrogates, it can

be argued that the outlined methodological roadmap in this study can be viably applied to the

content of various VNSAs operating around the world. As deduced earlier, Telegram content can

provide a number of insights on paramilitary authenticity, especially when similarity in content is

used as a basis and combined with contextual knowledge. This can be done to more clearly

understand credit-claiming mechanisms, and to a larger extent, reveal the orientation of an online

VNSA network, its information hubs, key influencers, and internal interactions. In essence, the

method applied, and the conclusions reached, in this study are generalisable to other militarised

environments, but with the assumption that limitations in sample size and data processing can be

overcome, or sanctioned, as part of the conducted research process.

5.3: Research Limitations

In principle, this study did successfully establish that similarity could be used to

determine authenticity, and was therefore also able to build a KNN classifier using insights from
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the similarity matrix. Nevertheless, both the initial determination of similarity as a valid measure

of paramilitary authenticity, and the accuracy of the constructed KNN algorithm and its

classification of out-of-sample groups should be viewed as moderate successes. The noted tools

only offer a basic explanation that grows even less robust without relevant context, and suffer

from prominent limitations in their design.

For one, as addressed in the methodology section and demonstrated in the

results/discussion, this study cannot use the above tools to reliably determine whether an

out-of-sample surrogate is genuine. Overall, fictitious surrogates can be mapped on a spectrum

of authenticity, and based on this spectrum, out-of-sample surrogates can be classified into one

target class or another. Such classification can then allude to the likely status of out-of-sample

surrogates, particularly when viewed through the 0.5+ (50% and over similarity to KH) [1] and

0.5- (under 50% similarity to KH) [0] lenses. Groups seen in the [1] target class are well-known

players in KH’s and the muqawama’s operations, and as such can be seen to duplicate and

propagate content that is highly similar to the content produced by KH. Groups in the [0] class

are small paramilitaries that are not as prominent and seem to serve more specific aims that

position them away from mainstream KH discourse. All of the out-of-sample groups fell within

the [0] class. This classification indicates that out-of-sample groups have a similar discursive

behaviour to smaller fictitious paramilitaries in the [0] class, but it does not go beyond this

conclusion.

This leads to a secondary limitation, namely, sparsity of data. Given circumstantial

factors in the Iraqi paramilitary landscape, a sample of genuine surrogates was not available.

Methodologically, this means that the KNN classifier could not be trained to distinguish between

genuine and fictitious surrogates, and that broader conclusions on a potential similarity (for
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Telegram content) threshold, or range within which genuine surrogates are likely to fall, cannot

be satisfied. This issue is a reflection of real circumstances, and can potentially reoccur in other

‘real’ cases. Keeping this in mind, future research can still employ the method delineated by this

study to reach cursory insights or verify case-relevant theories, particularly when it comes to

investigating credit-claiming or authenticity more broadly. Furthermore, paramilitary surrogates

in Iraq show variance in Telegram activity, specifically seen in the disparate number of Telegram

chats published by each group since its inception. This is another circumstantial factor that

cannot be bypassed, but its effect on result robustness and reliability can be minimised.

Specifically, when looking to improve the reliability and accuracy of the KNN classifier,

and prevent overfitting in the model, a bigger data sample is advisable. Increasing the amount of

training data available to the KNN model will allow for higher K values, and prevent ‘noisy’

data points from strongly influencing the classification result. In that vein, a stricter approach to

data-cleaning is another recommendation for improvement, and limitation faced by study. Given

the author’s reliance on external R packages, libraries, and dictionaries for pre-processing, some

manual effort was necessary when constructing the DFM. Moreover, the trimmed (cleaned) DFM

still included a considerable amount of ‘noise’. With a dataset as small as the one used in the

study, pre-processing can significantly influence the outcome of analysis. This issue is unlikely

to persist with larger datasets, but cleaner and more focused data is always a good practice prior

to classification, and when using techniques such as a STM.

In that regard, similar closing recommendations can be made for the STM in terms of

sample size and data variety. As noted earlier, genuine surrogates were not available for the

analysis, and groups that have already been established to be quite similar were used throughout.

These two factors were shown to influence the ability of the model to distinguish between target
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classes, and could conceivably prevent the detection of statistically significant regression results.

With the above in mind, a larger sample size, cleaner data, better adapted statistical tools for data

processing, and an attempt to balance the size of data points within the sample are concrete

recommendations that can be proposed for the limitations of this study, and future research that

may employ a similar methodological approach.

6.  Conclusion

In sum, social media platforms like Telegram can be recognised as an effective tool for VNSAs

to conduct strategic credit claiming operations like false flag terrorism, and simultaniously, an

effective tool for researchers to examine such operations. VNSAs have demonstrated a distinct

aptitude to disseminate propaganda to a large public audience; in doing so, they have exerted an

outsized impact on public perception by employing a combination of extremist rhetoric and

graphic violence (Berger & Morgan, 2015; Ward, 2020). Explicit examples of this include the

Islamic State’s (IS), Al-Qaeda’s or Boko Haram’s use of social media and online platforms

[Twitter, Telegram, Youtube] (Chatfield et al., 2015; Pieslak et al., 2021; Weimann, 2010; Zenn,

2020). Strikingly, in a manner that mirrors the above groups, Iran-backed paramilitaries in Iraq

and their surrogates have produced a decidedly similar effect on public audiences using instances

of false flag terrorism facilitated by the Telegram social media platform.

With the above in mind, this study has sought to investigate this method of

credit-claiming using the noted case-study of Iran-backed paramilitaries in Iraq, specifically the

muqawama faction, and its deliberate network of proxies in the form of allegedly ‘real’

surrogates. To be precise, this study chose to investigate a sample of 14 new-wave surrogate

groups that continue to be active on Telegram since their original creation in early 2020, and who
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have been discursively credited with anti-US coalition operations, and attacks targeting domestic

rivals after posting evidence on social media (Seligman, 2021). This choice is also on account of

the belief that a portion of the aforementioned groups is fictitious (Badawi, 2021; Elias, 2020;

Knights et al., 2021a), and evidence of the muqawama using social media outlets like Telegram

or Twitter to create ‘shell’ profiles for the purpose of publicising their attacks (Badawi, 2021;

Knights et al., 2020). With this in mind, this study elected to investigate the authenticity of such

surrogates, being the degree of autonomy said actors have in representing themselves through

relatable rhetoric, competent action, and attitudinal evaluations of their relationships (Ryan &

Deci, 2000; Tracy & Robles, 2013, pp. 22-23; Van Leeuwen, 2001).

Concretely, in investigating the aforementioned surrogates, this study sought to answer

the RQ: what can published Telegram content reveal about the authenticity of the new wave of

Iran-backed paramilitary groups in Iraq? Underlying this RQ is a combination of theoretical

insights based on prominent literature on representation, proxy sponsorship, credit-claiming,

identity-building, and online discourse. In premise, authentic paramilitaries are understood as

those who have the capacity to pursue an independent agenda detached from the interests of a

sponsor (Ryan & Deci, 2000; Tracy & Robles, 2013, pp. 22-23; Van Leeuwen, 2001). The

sponsor, in this case being a muqawama group, would use this surrogate for political objectives

related to consolidating power, authority, and political-social legitimacy (Podder, 2017;

Schuman, 1995). This view of the sponsorship-proxy arrangements between a VNSA like the

muqawama and its paramilitary surrogates can then be extended beyond the use of genuine

proxies as political assets (Moghadam & Wyss, 2020), to also encompass the use of fictitious

proxies for the purpose of strategic credit-claiming (Kearns et al., 2014).
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The rationale behind using fictitious proxies for strategic credit-claiming adheres to the

same principle of employing genuine surrogates as a political asset, specifically in the sense that

a VNSA must constantly balance between generating fear and attracting sympathy (Crenshaw,

1981; Lake, 2002). In a general sense, VNSAs are only likely to claim credit when the political

return from the exercise is positive (Abrahams & Conrad, 2017, p. 281). Nevertheless,

generating fear through performative feats of violence is a vital communicative aspect of VNSA

operations (Pape, 2008), and as such, a balance or compromise is necessary. Fictitious surrogates

fit neatly into this theoretical interaction by acting as a political asset through their utility as a

cover for the violent operations of their sponsor. This can be particularly seen when civilian

targets/casualties are involved (Findley & Young, 2007). As observed in the behaviour of

muqawama groups like KH who have notable political ambitions and seek to present a moderate

front (Abrahms & Conrad, 2017; Knights et al., 2021a), this can manifest as the false attribution

of attacks to a rival third-party, or more specifically, a fictitious (inauthentic) group. Altogether,

this can be described as false flag terrorism (Kearns et al., 2014, p. 425).

Principally, false flag terrorism is a rather apt view of how the muqawama operates in

Iraq. However, key to this process of fabricating fictitious proxies for the purpose of taking credit

for an attack or violence actually committed by the muqawama group, is Telegram. This is not to

say that Telegram is pivotal to the general process of false flag terrorism, but rather that it is a

vital part of false flag terrorism operations in Iraq. The ease of account creation, ability to share

instantiations audio-visual evidence of violence (Purcha, 2016), user anonymity, and encryption

of private content (Bloom et al., 2019), in addition to the freedom to delete all content for all

users when necessary (Hamburger, 2014), are all highly conducive features to the creation of

fictitious and temporary online identities. Furthermore, Telegram allows for the creation of a



TELEGRAM AND THE RESURGENCE OF PARAMILITARIES IN IRAQ 67

multipurpose digital environment which both latently and actively connects surrogates to widely

accessible paramilitary information hubs (Shehabat & Mitew, 2018). These hubs are a vital

communication asset, and beyond coordinating activities and sharing centralised propaganda

messages, they also allow a muqawama group to concretely broadcast its worldview through

easily accessible online content (Prucha, 2016).

To a large extent, the value of media channels in how they allow muqawama groups to

broadcast their worldview also serves to circle back to the idea that an authentic paramilitary is

one that has the capacity to pursue an independent agenda detached from the interests of its

sponsor. Specifically, it can be argued that online discourse is a manner by which surrogates can

express/pursue an independent agenda, and thus demonstrate authenticity. Each group enforces a

consistent worldview which carries original underpinnings of sociocultural meaning and

advances religious, nationalist, ethnic, or ideological causes (Etaywe & Zappavigna, 2021). This

coherent expression then serves to produce an authentic representation of a paramilitary’s

identity, as its repetition and demonstration on platforms like Telegram reinforces and embeds it

in the minds of the audience. With this, it can be inferred that a genuine proxy, like its sponsor,

will express an authentic worldview in online discourse, while a fictitious proxy will only offer a

duplication of the worldview conveyed by its ‘sponsor’.

Taking the above into account, and for the purpose of an effective investigation, the

aforementioned RQ was restated as a testable prediction. The study posited that increased

Telegram-content dissimilarity from a muqawama group would indicate higher levels of

authenticity, while similarity may allude to the fact that suspect groups are fictitious, inauthentic,

surrogates. To effectively test this relationship between authenticity and discourse similarity,

authenticity was operationalised as a continuum/spectrum along which the Telegram text-content
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of surrogates can be positioned. Placement on this spectrum corresponded to how distant or

unalike a surrogate group’s content is from the selected muqawama sponsor, with higher or lower

percentages in text divergence corresponding to a surrogate’s authenticity. Notably, as was

shown by the results, this placement did not assume to determine the authenticity of surrogates in

absolute terms, but rather worked to test similarity as a metric of authenticity, test the overall

methodology in its development of a KNN model for the classification of out-of-sample

surrogates, and provide preliminary insights on out-of-sample surrogates.

In reference to the above, it can be further stated that the purpose of this research was to

provide an exploratory study that would lay the groundwork for future explorations of VNSA

virtual networks and/or the use of false flag terrorism on social media platforms. Taking this into

account, it should be noted that the author’s attempt to build a strong theoretical background was

aimed at positioning the analysis and its broader value, and although references concepts and

theories were used to interpret results relating to Iran-backed paramilitaries and their surrogates,

the intention was not to make definitive claims on this specific case. In essence, the provided

case which investigated the similarity between documents published by new-wave surrogates

and the muqawama group (KH), was a template to test the reliability, validity and potential

generalisability of the proposed method.

In the end, it can be stated that the study made a modest but useful contribution by

providing a methodological roadmap by which groups can be classified on a spectrum of

authenticity, and mapped in terms of their role and value within a broader online (paramilitary)

network. In this regard, using similarity between the text-based Telegram content of a

paramilitary surrogate and a prominent sponsor as a measure of authenticity, was a crucial

metric. In plain words, it can be argued that Telegram content, viewed through the lens of
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similarity, can reveal preliminary impressions on the authenticity of a surrogate group.

Practically, this meant that through a (cosine) measurement of document similarity, this study

was able to establish a binary division that could be used for a KNN classifier and an STM. The

KNN model successfully classified out-of-sample groups along an authenticity spectrum, while

the STM supplemented findings on surrogate classification by exploring whether surrogates in

either classification demonstrated a significant difference in topic preferences. Results from the

STM were not significant, but pointed towards the expectations posited by the study and facts on

the ground. Nevertheless, it should be reinforced that the method also faced conspicuous

limitations that influenced its overall reliability, and the validity of inferences derived from it.

Altogether, it can be concisely stated that key issues faced by this study in its attempt to

indicate that document similarity was a valid measure of authenticity, related to real-world

circumstances. Nevertheless, to be explicit, these circumstances can be also translated into

concrete limitations in the research design. When looking at the results gathered by the study,

and the approach taken to their interpretation, which relied on contextual information, it can be

understood that the methodology used for the study of Iran-backed paramilitary groups, and

proposed by the author, is one that is pragmatic. Given the primary intention of this study’s

methodology, namely providing first impressions on real VNSAs operating in the online space

and engaging in strategic credit-claiming/false flag terrorism, limitations are part and parcel.

From risks of overfitting the KNN model, to more basic issues related to uneven datasets or

limited data points, such factors are an expected concern when dealing with a topic of this nature

and particularly actors that operate on a constantly changing online platform. Despite this, and as

shown by the study, conclusions can still be reached, and expectations met. In essence, the

method applied, and the inferences made in this study are generalisable to other militarised
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environments, but with the assumption that limitations in sample size and data processing can be

overcome, or sanctioned, as part of the conducted research process.
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