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Abstract  
 
On 29 October 2021, the European Commission (EC) adopted a Delegated Regulation 
(Regulation (EU) 2022/30) under the Radio Equipment Directive (Directive 2014/53/EU).  
 
This delegated regulation extends the existing requirements for radio equipment with 
“cybersecurity by design” requirements. Wireless internet-connected devices must comply 
with these cyber security requirements from August 2024 as a precondition for placing on the 
market IoT devices in the EU. The Radio Equipment Directive (RED) essential cyber security 
requirements objectives are to protect the network, ensure safeguards for the protection of 
personal data and privacy and contribute towards protection from fraud. 
 
The RED cyber security product legislation is part of the New Legislative Framework (NLF). The 
NLF establishes common procedures for placing products on the EU market. Its goals are 
establishing a proper functioning of the internal market and a high level of public interest 
protection. It contains common methodologies for product requirements via essential 
requirements, demonstration of compliance by manufacturers and monitoring of the 
compliance by supervisory authorities.  
 
In line with the NLF approach, the RED essential cyber security requirements set “objectives to 
be achieved” but do not impose technical solutions. A formal standardisation process exists in 
which essential requirements are converted to technical solutions in harmonised standards. 
The realization of this process is the responsibility of a specific joint committee of the multi-
stakeholder standardisation organisations CEN (The European Committee for Standardization) 
and CENELEC (The European Committee for Electrotechnical Standardization CENELEC). 
 
The EC requires, in its EC standardisation request, that technical solutions (to be included in 
the harmonized standards for IoT devices) are proportional to the cyber security risk they aim 
to address. However, the RED legislation and the EC standardisation request do not provide 
information on accomplishing this. Moreover, there is currently no harmonised standard 
available for the cyber security of products that can serve as an example for the harmonised 
standards to be developed in support of the RED cyber security essential requirements.  
 
This thesis develops a model that can be used in standardization activities for the RED to 
determine whether technical solutions in harmonised standards for IoT devices are 
proportionate to the risk they aim to address. 
 
The developed model is referred to as the “RED cyber security management system” The 
model maps the RED processes in three layers. The Risk Governance layer maps the legislators' 
processes regulating the cyber risks of IoT devices. The Risk Management layer maps processes 
that members of standardization organizations perform in the development of RED 
harmonized standards. The Risk Assesment layer maps the processes for selecting technical 
solutions for RED harmonized standards. This thesis proposes to incorporate the ISO 27005 
Risk Management framework and the Open FAIR Risk Assesment framework in the “RED cyber 
security management system”. 
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The developed “RED cyber security management system” has shown to be beneficial for 
linking technical requirements to IoT devices. It was shown in a simple IoT scenario that the 
model could be used to determine the applicability of authentication and access control 
mechanism requirements for IoT devices. 
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1 Introduction  
 
Need for product legislation for Internet of Things (IoT) devices 
When looking for the range of "smart" devices on e-commerce websites, it is noticeable that 
many smart devices are offered. These are products like smart cameras, smart doorbells, smart 
thermostats, smart baby monitors and smart lighting. These devices are called smart because 
they are connected to the internet and can be controlled and read remotely. 
` 
Studies such as [1] and [2] show that many of these devices are insecure because the design 
does not meet the "security by design" principle or because no or sufficient security updates 
are provided. Using insecure smart devices can pose privacy and security risks. They can 
become infected with malware, making them part of a botnet that attacks websites or sends 
spam. Sensitive data, such as camera images, can fall into the wrong hands, and smart devices 
can be manipulated. 
 
The EC states that there are few disincentives for manufacturers to place insecure equipment 
on the market at a lower price. Because a consumer often has no insight into or expertise about 
the cyber security of a product, an insecure but cheap device will be sold more easily [3, p. 17]. 
Meanwhile, more and more IoT devices are being used.  Cisco predicts that by 2023 there will 
be nearly two machine-to-machine IoT devices per capita of the world's population. Connected 
home applications will present half of this [4]. 
 
Regulatory gap analysis [5] by the European Commission (EC) shows that only a few product 
categories must meet cybersecurity requirements for market access. As a result, supervisory 
authorities cannot prevent insecure devices from being sold in stores. Not all consumers 
realise that the use of insecure devices entails risks in terms of privacy and security1.  
 
The cyber security legislation currently in force, such as the General Data Protection Regulation 
(GDPR) [6], the Network and Information Systems Directive (NIS directive) [7] and the Cyber 
Security Act (CSA) [8], are voluntary or are not aimed at manufacturers, distributors and 
importers involved in the manufacturing or sale of IoT devices. This lack of applicable 
regulation makes it impossible for supervisory authorities to prohibit manufacturers from 
placing insecure devices on the European market. This regulatory gap has also drawn the 
attention of Member States in Europe2. Several member states, including the Dutch Authority 
for Digital Infrastructures, indicated in European forums the importance of mandatory cyber 
security requirements for IoT devices [9]. 
 
Recent developments in product regulations for IoT devices 
In the EU's Cybersecurity Strategy for the Digital Decade [10] of December 2020, the EC 
announced various measures to raise cybersecurity in Europe to a higher level. One of the 
proposals from this strategy concerns improving the cybersecurity of devices through “a 

 
1 The EC Special Eurobarometer from 2019 [59] states that 47% of EU respondents said they do not 

feel well informed about cybercrime. 
2 https://emagazine.one-conference.nl/2021/eu-mandatory-cyber-security-requirements-for-wireless-
devices/ 
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comprehensive approach, including possible new horizontal rules to improve the cybersecurity 
of all connected products and associated services placed on the Internal Market” [10]. 
 
On 29 October 2021, the EC followed this up and adopted a delegated regulation [11] under 
the Radio Equipment Directive [12]. This delegated regulation extends the existing 
requirements for radio equipment with “cybersecurity by design” requirements. Wireless 
internet-connected devices must comply with these cyber security requirements from August 
2024 as a precondition for placing on the market IoT devices in the EU. From that date, 
supervisory authorities can withdraw insecure IoT devices (which are placed on the market 
after that date) from the EU market.  
 
The "delegated regulation" with cybersecurity requirements is exclusively aimed at wireless 
internet-connected devices because the cybersecurity requirements are part of the Radio 
Equipment Directive (RED), which only concerns devices that can communicate wirelessly.  
The disadvantage of the limited scope is offset by the speed with which the delegated act could 
be adopted and will apply. However, most IoT devices [3] contain a wireless communication 
function such as Bluetooth or WIFI and, if they can communicate via the internet, fall under 
the RED scope, which means that they must comply with the mandatory cyber security 
requirements under the RED from August 2024. 
 
On 15 September 2022, the EC submitted3 a new legislative proposal [13], the Cyber Resilience 
Act (CRA). This proposal concerns a horizontal (sector-wide) product regulation for the cyber 
security of hardware and software products. The law is aimed at manufacturers and other 
economic operators. The Council and Parliament are currently negotiating this. The 
requirements under the CRA may eventually replace the cyber security requirements under 
the RED. 
 
RED essential cyber security requirements as a condition for placing on the EU market of 
wireless IoT devices 
From August 2024, manufacturers must fulfil the RED cyber security product requirements to 
place wireless IoT devices on the European market. Manufacturers shall design and construct 
wireless IoT devices to comply with three essential cybersecurity requirements, which aim to 
protect the network, ensure safeguards for the protection of personal data and privacy and 
contribute towards protection from fraud [14],[11].  
 
Development of harmonised standards  
The RED essential cyber security requirements set “goals” but do not give technical solutions 
that are needed to fulfil these “essential requirements”. Therefore, a formal process has been 
provided in which the essential requirements are elaborated in technical specifications. This 
process is called standardisation and starts with an official request from the EC (EC 
standardisation request) to the Official European Standards Organizations (ESOs)4 to develop 
harmonised standards. The standardisation process applies to many European product 
legislation acts and is formally laid down in the Standardisation Regulation [15]. Harmonised 

 
3 Press release: https://digital-strategy.ec.europa.eu/en/library/cyber-resilience-act 
4 The three Official European Standards Organizations are CEN, CENELEC and ETSI 
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standards can help manufacturers with the conformity assessment because the requirements 
and technical elaborations contained therein are specific and formulated in detail.  
 
If a manufacturer successfully applies (implements and tests) the standard's requirements, this 
is sufficient proof of conformity with the essential requirements. This gives legal certainty to 
the manufacturer. 
 
CEN (The European Committee for Standardization) and CENELEC (The European Committee 
for Electrotechnical Standardization) facilitate the standardisation activities for the RED cyber 
security essential requirements. The CEN/CENELEC standardisation committee JTC13-WG8 
started the standardisation work in August 2022. The committee is accessible to all interested 
parties so that it can be regarded as a multi-stakeholder platform.  
 
Via a so-called “EC standardisation request” [16], the EC has requested CEN/CENELEC to 
develop three harmonised standards. The standardisation request also gives guidance 
concerning certain technical specifications the harmonised standards should contain to 
address each essential requirement adequately. However, there is freedom for the 
standardisation committee to decide which technical specifications the harmonised standards 
shall include. However, the harmonised standard must lead to compliance with the essential 
requirements and the provisions of the EC standardisation request. 
 
This thesis answers the research questions below and proposes a model to determine if 
technical solutions (to be included in the harmonized standards for IoT devices) are 
proportional to the cyber security risk they aim to address. 
 
The results will be used as input for the standardisation activities in CEN/CENELEC, which 
started in August 2022, and in which the writer of this thesis participates on behalf of the Dutch 
Authority for Digital Infrastructures (Ministry of Economic Affairs and Climate Policy). 
 
 
Research question 1 (Risk-based technical solutions in standards) 
 
The EC standardisation request [17] states: “The technical solutions laid down in the 
harmonised standards shall be proportionate to the risk they aim to address.” 
 
Which criteria and models could be used to determine if technical solutions in the harmonised 
standards for IoT devices are proportionate to the cyber security risk they aim to address?  
 
 
Based on EC guidance documents, EU legislation and EC websites, Chapter 2 examines the 
functioning of the internal market for products and the concept of essential requirements that 
apply as a condition for placing these products on the EU market. It also briefly discusses the 
origin of the NLF product regulations as we know them in Europe today. Finally, the adequacy 
of the NLF product regulations is questioned, and a look is given to the future in which product 
requirements must curb the risks of devices in the light of increasing digitalisation, the circular 
economy and artificial intelligence.  
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Chapter 3 examines how European product legislation, essential requirements, 
standardisation requests and harmonised standards are established, how they relate to each 
other and who is responsible for adopting them. Also, the level of protection pursued by the 
essential requirements is examined. The European Vademecum on Standardisation [18]–[20], 
EC guidance documents, EU legislation, and EC websites are the basis for this research.   
 
Chapter 4 examines the Radio Equipment Directive and the three RED essential cyber security 
requirements, the requirements in the EC standardisation request, and the associated 
standardisation activities in CEN/CENELEC. For this research, the Radio Equipment Directive 
[12], the delegated regulation 2022/30, which activates the RED cyber essential requirements 
[11] and the EC standardisation request [16] are used.  
 
Chapter 5 examines the European cyber security regulatory landscape. For this research, 
several relevant pieces of EU cyber security legislation and a regulatory gap analysis [5] made 
by the EC are used. With information and insights from the previous chapters in  
 
Chapter 6 develops a fictitious management system with three layers to map all RED 
processes: The Risk Governance layer maps the legislators' processes regulating the cyber risks 
of IoT devices. The Risk Management layer maps processes that members of standardization 
organizations perform in the development of RED harmonized standards. The Risk Assesment 
layer maps the processes for selecting technical solutions for RED harmonized standards. 
 
Chapter 7 examines various existing Risk Management and Risk Assesment frameworks. The 
chapter concludes by selecting a Risk Management and Risk Assesment framework that can be 
integrated into the fictitious “EU internal market” management system to address the 
standardisation processes. For this research, several Risk Management and Risk Assesment 
standards are used.  
 
Chapter 8 answers research question 1 by explaining the proposed “RED cyber security 
management system” model. The model consists of the “Internal market management 
system”, in which the ISO 27005 Risk Management system and the Open FAIR Risk Assesment 
model are incorporated. This model enables stakeholders participating in the RED 
standardisation process to determine whether technical solutions in harmonised standards for 
IoT devices are proportionate to the risk they aim to address. 
 
 
Research question 2 (Applicable and appropriate technical solutions)  
 
The EC standardisation request states: “Harmonised standards “…..” shall contain technical 
specifications that ensure at least that those” IoT devices, “where applicable: implement 
appropriate authentication and access control mechanisms.” 
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Could the criteria and models identified in research question 1 be used  

- to determine the applicability of authentication and access control mechanism 
requirements for IoT devices? and  

- to determine the appropriateness of specific authentication and access control 
mechanisms for particular IoT devices? 

 
 
Chapter 9 researches a standardized way to describe IoT devices and systems. To this end, a 
literature study is conducted into the functional components of an IoT device, conceptual 
models of IoT networks and IoT reference architectures. 
 
Chapter 10 discusses the second research question. The proposed “RED cyber security 
management system” is used for selecting suitable and appropriate technical authentication 
solutions for an IoT device in a simple scenario. Information on technical solutions for 
authentication is gathered from standards IEC 62443-3-3 [21], ETSI 303645 [22] and NIST IR 
8425 [23]. Information from IEC 62443-3-3 [24] is used for the threat actor categories. 
 
The thesis ends with a conclusion in Chapter 11   
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2 European legislation for placing products on the market 
 
 
This chapter examines the functioning of the internal market for products and the concept of 
essential requirements that apply as a condition for placing these products on the EU market. 
It also briefly discusses the origin of the NLF product regulations as we know them in Europe 
today. Finally, the adequacy of the NLF product regulations is questioned, and a look is given 
to the future in which product requirements must curb the risks of devices in the light of 
increasing digitalisation, the circular economy and artificial intelligence. 
 
 

2.1 From national to European product legislation5  
 
Since the establishment of the European Union, European product legislation has developed 
from predominantly national regulations to European harmonised product legislation. 
Gradually, attempts were made by the EC to remove trade barriers between Member States 
and to promote the “free movement of goods”.  
 
Before 1986, the so-called “Old approach”, a traditional approach in which national regulators 
incorporated detailed technical product requirements into their national laws, applied. It 
proved difficult for member states to agree on these detailed requirements. As a result, 
European harmonisation was challenging to achieve.  
 
In 1983, a European directive was adopted requiring Member States to notify other Member 
States and the European Commission of new national technical regulations. Case law on the 
application of European agreements on the “mutual recognition of goods”6 led to the legal 
interpretation that Member States are only allowed to restrict trade from other Member 
States if the product does not meet “essential requirements”. These are requirements to 
protect public interests (such as safety, health and security). Properties of products not related 
to the protection of public interests should no longer be a reason to restrict trade within the 
EU. In 1986, this heralded the era of the “New approach” to product regulation, which was 
further improved in 2008 and has since been named NLF (New Legislative Framework). 
 
The “ New Legislative Framework” (NLF) exists currently of “Decision 768/2008/EC Common 
framework for the marketing of products” [24], a “Regulation for accreditation and market 
surveillance” [25], and a “Regulation on market surveillance” [26]. 
 
  

 
5 Information from the European Commission’s “Blue Guide on the implementation of EU product 
rules 2022” [27] has been used in this paragraph. 
6 The Treaty on the Functioning of the European Union [31] include provisions on “mutual recognition 
of goods”. These provisions indicate that national technical regulations may not lead to quantitative 
restrictions or measures having equivalent effects. 
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2.2 The New Legislative Framework (NLF) 
 
European product regulation consists of several different product legislation acts. To be 
allowed to place products on the market, manufacturers must comply with the applicable 
product legislation acts. Some products must comply with more than one product legislation 
act7. In order to promote coherence and consistency between the various acts, these acts are 
aligned as closely as possible by including so-called “reference provisions”.  
 
These are standard texts that, where applicable and where possible, are literally included in 
the product act. These reference provisions are listed in Decision 768/2008/EC Common 
framework for the marketing of products” [24]. When drafting new product legislation, 
legislators may deviate from the reference provisions if there is a good reason to do so. 
Deviating too often would be detrimental to the coherence and consistency of product 
regulation. 
 

2.2.1 Essential requirements  
The NLF product regulations follow the following principles for the essential requirements 
[24],[27]:  
 

- “Product legislation should be limited to the essential requirements that are 
of public interest; 

- Essential requirements are designed to provide and ensure a high level of 
protection;  

- Essential requirements define the results to be attained or the hazards to be 
dealt with but do not specify the technical solutions for doing so; 

- The technical specifications for products meeting the essential requirements 
set out in legislation should be laid down in harmonised standards which can 
be applied alongside the legislation; 

- Products manufactured in compliance with harmonised standards benefit 
from a presumption of conformity with the corresponding essential 
requirements of the applicable legislation”. 

 
In addition to essential requirements, the product legislation acts also contain provisions on 
the responsibilities of manufacturers, distributors and importers, the CE marking, the 
conformity assessment procedures, the use of harmonized standards, the declaration of 
conformity and the market enforcement. 
 
The RED is one of the many8 product legislation acts that is based on the NLF 'reference 
provisions' from Decision 768/2008/EC. 
 

 
7 For example, a medical device that communicates wirelessly must comply with both the Radio 
Equipment Directive [12] and the Medical Device Regulation [37].  
8 Annex A lists about 30 product legislation acts that are aligned with the reference provisions of the 
NLF framework of Decision 768/2008/EC. 



15 
 

2.2.2 Conformity assessment of products by manufacturers  
Conformity assessment is the responsibility of manufacturers and concerns the process of 
showing that a product fulfils the essential requirements.  
Manufacturers can use harmonised standards in NLF product legislation to demonstrate that 
their product meets the essential requirements. The manufacturer may determine the 
product's conformity with the essential requirements for many product groups without 
engaging an independent third party, provided that the manufacturer tests the product against 
the harmonised standards. However, the use of a harmonised standard is never mandatory. 
The manufacturer can choose to meet the essential requirements not using a harmonised 
standard. In that case, however, most product legislation acts (including the RED) require a 
third party (notified body) to be involved in the conformity assessment of the product. 
 

2.2.3 Market enforcement  
Verification of conformity with the essential requirements by national market surveillance 
authorities never takes place beforehand but always takes place after the manufacturer has 
placed the product on the market. National market surveillance authorities can carry out 
random checks or checks based on complaints, incidents or estimated risks and possibly 
impose measures. 
 
 

2.3 Single EU market for goods9 
 
With harmonised product regulations, the EU strives for a "single market for goods" in which 
the same conditions apply to the trade in products in every EU country. This internal market 
has already been established in Europe for many product categories (such as medical devices, 
radio devices, machines, toys, measuring and weighing devices, and elevators). Appendix A 
contains a list of various harmonised product legislation acts that are (highly) aligned with the 
NLF reference provisions.  

As a precondition for placing the product on the EU market, each product from a particular 
equipment category must comply with specific requirements (essential requirements) which 
are equal for all EU countries. These requirements ensure that products do not harm public 
interests, such as safety, health and security. Member States may not impose additional 
requirements that could impede trade. 

The characteristic of the single market of goods is that product requirements may only relate 
to protecting public interests (such as safety, health, security and the environment). The 
(mandatory) product requirements are defined in the product legislation acts (directives and 
regulations) as objectives without specifying the technical details and are referred to as 
“essential requirements”. Harmonised standards, which are created by recognised 
standardisation organisations10 (via multi-stakeholder technical committees) and 
subsequently approved by the EC and published in the Official Journal of the European Union 
(OJEU), contain technical elaborations that allow manufacturers to demonstrate compliance 
with the essential requirements.  

 
9 Information from the EC website [60] is used in this paragraph.  
10 CEN, CENELEC and ETSI. 
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The use of harmonised standards has the advantage that, based on the precise technical details 
in this standard, the manufacturer has a straightforward assessment framework to determine 
whether the product complies with the harmonised standard and, thus, with the essential 
requirements. In the “single market for goods”, manufacturers can market their products 
throughout the European Union without trade barriers, provided that the essential 
requirements are met. The manufacturer indicates, with a CE mark on the device, that it meets 
all essential requirements.  

The "single market" has the advantage for manufacturers that they have relatively easy access 
to a large market with 450 million consumers. Since there are no trade barriers in the single 
market, the same type of product can be sold in all EU countries without the need for national 
technical adjustments, which benefits the unit cost of products. EU citizens can benefit from 
lower prices, more innovation and faster technological development, while high levels apply 
to safety, environmental protection and other public interests. 

 
 

2.4 Evaluation of the NLF  
 

On 11 November 2022, the EC published a “commission staff working document” on evaluating 
the NLF [28]. In the context of this evaluation, a consultation was held, and an external 
research agency produced a research report [29] that the EC used in the evaluation document. 
 
The researchers indicate that the NLF reference provisions are no longer always appropriate 
due to new market developments and trends in digitisation, artificial intelligence and the 
circular economy. The procedures and reference provisions of the NLF should be better 
designed for this. For example, cyber security protection should not only apply when placed 
on the market, but economic operators (manufacturers, distributors, importers) should take 
responsibility for this throughout the entire life cycle through security software updates.  
 
The NLF is based on fulfilling the essential requirements at the moment of the “placing on the 
market”. This is when a manufacturer first makes available on the market a product in the EU 
in the course of commercial activity. According to the traditional NLF, the essential 
requirements are met then, and the manufacturer's responsibility ceases after this moment. 
To adequately curb the cyber risks of a product with digital elements, it is necessary to be able 
to set post-market requirements, such as mandatory software updates. The changing 
behaviour of a device through machine learning and artificial intelligence is also difficult to 
regulate if no post-market requirements can be set.  
 
With the development of the circular economy, new types of economic operators, such as 
repairers, refurbishers, remanufacturers and software developers, are emerging. These 
economic operators are currently not addressed in the NLF. The researchers argue for the 
harmonisation of roles and obligations of these market participants over the entire life cycle 
of products. The EC concludes that to remain relevant; the NLF must be adapted to new market 
developments such as digitalisation, AI and the circular economy. Otherwise, legislators will 
increasingly deviate from the common NLF framework when making regulations, jeopardising 
the coherence and consistency of product regulation. 
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3 The establishment of essential requirements and 
related harmonised standards  

 
This chapter examines how European product regulations, essential requirements, 
standardisation requests and harmonised standards are established, how they relate to each 
other and who is responsible for adopting them. Also, the level of protection pursued by the 
essential requirements is examined. 
 

3.1 Harmonised standards  
 

Harmonised standards play an important role in European product legislation [30]. The formal 
role of harmonised standards in the NLF is laid down in the “Standardisation Regulation 
1025/2012 [15]. In this regulation, a “harmonised standard” is defined as a “technical 
specification11, adopted by a recognised standardisation body adopted on the basis of a 
request made by the Commission for the application of Union harmonisation legislation” [15, 
p. 19].  

 
An important element in the definition of the harmonised standard is that it has to be 
developed for the benefit of “Union harmonisation legislation” (referred to as product 
legislation acts in this thesis). Legislation must first have been developed and approved before 
a harmonised standard can be developed. Another important element is that a harmonised 
standard is developed in response to a request from the EC to a recognized standardisation 
organization.  
 
 

3.2 Development of EU product legislation  
 
Figure 1 concerns the development of the product legislation act. The European Commission 
has “the right of initiative” in this law-making process. This means that the EC is competent in 
planning, preparing and proposing new European legislation. Proposals are planned in an 
“Annual work program”13. 
 
Annex A contains a table in which various realised product legislation acts are included. The 
type of legislation can be a directive or a regulation. A "regulation" is a binding legislative act. 
It must be applied in its entirety across the EU. A "directive" is a legislative act that sets out a 
goal that all EU countries must achieve12. In practice, this means that when implementing 
European legislation into national regulations, Member States must implement the literal legal 
texts in the case of a “regulation”. In contrast, in the case of a directive, national laws may be 

 
11 ‘Technical specification’ means “a document that prescribes technical requirements to be fulfilled by 
a product… and which lays down one or more of the following: the characteristics required of a 
product including levels of quality, performance, interoperability, environmental protection, health, 
safety or dimensions, and including the requirements applicable to the product as regards the name 
under which the product is sold, terminology, symbols, testing and test methods, packaging, marking 
or labelling and conformity assessment procedures ” [15, p. 19]. 
12 https://european-union.europa.eu/institutions-law-budget/law/types-legislation_en 
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made that pursue the directive's objectives. The legislator decides to choose between directive 
and regulation. For example, the RED is a directive and the CRA recently proposed by the EC is 
a regulation. 
 
Before the EC makes a legislative proposal, if a significant impact is expected, an impact 
assessment is carried out to determine the law's impact. The Regulatory Scrutiny Board, an 
independent committee within the EC, assesses the quality of the impact assessment13. The EC 
submits the legislative proposal to the Council (Member States) and the European Parliament. 
In the case of “Ordinary legislation”, the Council and Parliament decide on the final text before 
it is implemented into EU law. 
 
In various product legislation acts, the Member States and European Parliament have 
authorised the EC to adopt acts. These acts are called delegated acts which give the authority 
to the EC to amend or supplement existing legislation14. This special power of the EC must then 
be included in the relevant product legislation acts. 
 
 

3.3 Development of essential requirements  
 
Each product legislation act specifies the essential requirements that products must meet. The 
essential requirements must provide a high level of protection. This follows from Art. 114 of 
“the Treaty on the Functioning of the European Union” (TFEU) [31], which states: 
 

“The Commission, in its proposals … concerning health, safety, environmental 
protection and consumer protection, will take as a base a high level of protection, 
taking account in particular of any new development based on scientific facts. 
Within their respective powers, the European Parliament and the Council will 
also seek to achieve this objective”. 

 
Decision 768/2008 [32] “on a common framework for the marketing of 
products” states ([32] preamble 11 and 17).  

 
“The essential requirements should be worded precisely enough to create legally 
binding obligations. They should be formulated so as to make it possible to assess 
conformity with them even in the absence of harmonised standards or where the 
manufacturer chooses not to apply a harmonised standard. The degree of detail 
of the wording will depend on the characteristics of each sector.”  

 
“Products that are placed on the Community market should comply with the 
relevant applicable Community legislation, and economic operators should be 
responsible for the compliance of products, in relation to their respective roles 
in the supply chain, so as to ensure a high level of protection of public interests, 
such as health and safety, and the protection of consumers and of the 
environment, and to guarantee fair competition on the Community market.”  

 

 
13 https://ec.europa.eu/info/law/law-making-process/planning-and-proposing-law_en 
14 https://ec.europa.eu/info/law/law-making-process/adopting-eu-law_en 
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The EC guidance document (Blue Guide [27, Para. 4.1.1]) states:  
 

“Essential requirements are designed to provide and ensure a high level of 
protection. They either arise from certain hazards associated with the product … 
or its performance …, or lay down the principal protection objective ... Often they 
are a combination of these”. 

 
 

3.4 The development of the EC standardisation request  
 
The EC standardisation request is the assignment the EC gives to the ESOs (recognised 
European Standard Organisations) to develop standards supporting Union product legislation. 
When formulating the assignment in the standardisation request, the EC provides direction 
and explanation about the process and contents to the relevant ESOs, which forms the basis 
for the standardisation activities. 
 
The “Vademecum on European Standardization” [18]–[20] guidance documents clarify this. It 
is intended for the EC and all parties involved in standardisation, such as the recognised 
European Standards Organisations (ESOs). The vademecum consists of three parts [18]–[20] 
and describes, among other things, the role of the EC in developing a standardisation request 
in support of Union product legislation. It states [18, pp. 9–10]: 
 

“The legal requirements, e.g., essential requirements laid down in legislation and 
requirements in a standardisation request, should be defined precisely in order 
to avoid misinterpretation on the part of the ESOs or leaving them to make 
political choices. This is fundamental to allow those preparing standards in 
support of Union legislation to provide high-quality specifications, as all political 
choices are to be made by the legislator”. 

 
“A standardisation request may ask that deliverables (such as harmonised 
standards) be based on legally binding requirements in Union legislation”.  

 
The Vademecum on European Standardisation [19] explains the preparation and adoption 
process of the European Commission's standardisation request. The EC draws up the 
standardisation request. Internal (within the EC) and external (Member states, stakeholders) 
consultations occur. In the committee on standards, the Member States vote. If the result is 
positive, the standardisation request is accepted by the EC and sent to the ESOs. 
  
 

3.5 Development of draft harmonised standards 
 
With the standardisation request, the recognised European standardisation bodies (ESOs) CEN 
(The European Committee for Standardization), CENELEC (The European Committee for 
Electrotechnical Standardization ) and ETSI (The European Telecommunications Standards 
Institute) are invited to develop draft harmonised standards for product regulation. If the ESOs 
accept the standardisation request, the harmonised standards will be developed within the 
framework of the EC standardisation request. 
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Harmonised standards contain technical specifications that take into account the provisions of 
art. 10 of the “standardisation regulation” [15]. This regulation states that “European 
harmonised standards shall be market-driven, take into account the public interest as well as 
the policy objectives stated in the standardisation request and are based on consensus.” 
 
The preparatory work is carried out in technical committees of the ESOs.  
Standardisation activities take place in CEN, CENELEC or ETSI and are based on consensus in 
the technical committee. The draft harmonised standard is sent to the CEN CENELEC or ETSI 
members for comments or votes. If the vote is positive, CEN, CENELEC or ETSI send the draft 
standard to the EC for approval. 
 
 

3.6 Assessment of draft harmonised standards by the EC  
 
Article 10(5) of the Standardization Vademecum [18] lists the criteria on which the EC assesses 
the draft harmonised standard. The most important criteria concern whether the 
requirements in the standardisation request are met and whether the essential requirements 
are sufficiently addressed. 
  
 

3.7 Publication of Harmonized Standards in the OJEU  
 
The EC checks if the draft harmonised standard fulfils the criteria mentioned in paragraph 3.6. 
After approval, the reference of the harmonised standard is published in the OJEU and gives a 
“presumption of conformity” with the essential requirements. 
 
According to article 11 of the standardisation regulation [15], the Member States and the 
European Parliament may submit a formal objection against the standard, resulting in an 
amendment or withdrawal of the harmonised standard. 
 
 

3.8 Conclusions  
 
Figure 1 shows the process of establishing harmonised standards based on essential 
requirements in EU product legislation and requirements in the standardisation request. 
 
Essential requirements conclusions15  
Essential requirements, as described in product legislation acts, must provide a high level of 
public interest protection, be precisely defined and aim at protection against 'hazards', 
guaranteeing a minimum performance or the achievement of protection objectives. 
 
The EC prepares and proposes product legislation acts, but Member States and European 
Parliament must approve them (see Figure 1). In special cases, the EC is authorised to adopt 

 
15 See Chapter 3.3 for references. 
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legislation itself. These acts are called delegated acts. In these cases, the EC itself has the 
authority to amend or supplement existing legislation. 
 
EC standardisation request conclusions16  
The requirements in the EC standardisation request must be based on the legally binding 
requirements (essential requirements) from the relevant product legislation act. Furthermore, 
the requirements must be precisely formulated. Political decisions about interpreting the 
standardisation request must be prevented from being taken in the ESOs. Political decisions 
may only be taken by the legislator (Member States, European Parliament and the EC). 
 
The EC prepares the standardisation request. Member States are involved in the approval of 
the EC standardisation request (see Figure 1). 
 
Harmonised standards conclusions17  
European harmonised standards are prepared by ESOs, shall be market-driven, take into 
account the public interest, and the policy objectives stated in the standardisation request and 
are based on consensus. 
 
The EC checks the draft harmonized standard to see if the requirements of the standardisation 
request are met and whether the essential requirements are sufficiently addressed. 
Member States and the European Parliament may submit a formal objection against the 
standard, which may result in an amendment or withdrawal of the harmonised standard (see 
Figure 1). 
 
 
 

 
 

Figure 1: Establishing harmonised standards based on essential requirements in EU product legislation and 
requirements in the standardisation request. Source: [15] and [18]–[20] adapted for this thesis. 

  

 
16 see Chapter 3.4 for references 
17 see Chapter 3.5 for references 
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4 The Radio Equipment Directive’s cyber security 
requirements 

 
This chapter examines the Radio Equipment Directive and its three RED essential cyber security 
requirements. It also discusses the requirements in the EC standardisation request and the 
associated standardisation activities in CEN/CENELEC. Also, some challenges are identified 
related to developing cyber security standards.  
 
This chapter provides context for the research questions that refer to the risk-based processes 
stated in the EC standardization request. 
 
 

4.1 RED scope 
 
The Radio Equipment Directive (RED) covers all devices that meet the definition of radio 
equipment as stated in the RED [12, p. 71]: 
 

“Radio equipment means an electrical or electronic product, which intentionally 
emits and/or receives radio waves for the purpose of radio communication 
and/or radiodetermination, or an electrical or electronic product which must be 
completed with an accessory, such as antenna, so as to intentionally emit and/or 
receive radio waves for the purpose of radio communication and/or 
radiodetermination”. 

 
The scope of the RED concerns devices transmitting or receiving information via radio waves. 
There are some exceptions for marine, airborne, and equipment intended exclusively for 
public/state security and Defense. 
 
Examples of devices under the RED are WIFI routers, mobile phones, Bluetooth headsets, radio 
broadcast receivers, wireless remote controls, and mobile base stations. The RED also applies 
to devices that contain a radio module, regardless of whether this serves a primary or 
secondary function which is explained in an EC supplementary guidance document [33]. For 
example, so-called "smart washing machines", smart doorbells and everything that has the 
potential to communicate wirelessly are covered under the RED. 
 
 

4.2 Cyber security requirements as part of the Radio Equipment Directive 
 

The Radio equipment directive has been in force since 2014 (via an official publication in the 
OJEU) and applies from 13 June 2016. The RED contains four essential requirements which 
apply to all radio equipment: The protection of health and safety (art. 3.1(a)), an adequate 
level of electromagnetic compatibility (art. 3.1(b)), and efficient use of the radio spectrum to 
avoid harmful interference (art. 3.2) [12]. 
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In addition to these requirements, article 3.3 of the RED contains nine essential requirements 
which the EC can activate via delegated acts for specific categories of radio equipment. 
Manufacturers must only meet these requirements if the EC has declared them applicable (via 
a delegated act) for the indicated categories of radio equipment. At least three of the nine 
essential requirements can be interpreted as cyber security-related requirements. This follows 
from an EC discussion document [34] in which the EC discusses the interpretation of art 3.3(d), 
3.3(e) and 3.3(f) and concludes that these essential requirements (as stated in Table 1) can be 
used as cyber security requirements for radio devices. Various Member States, including the 
Netherlands, have pushed the EC to activate these essential requirements because, with this 
relatively quick process, the cyber security of many IoT devices can be improved [9].  
 
In October 2021, the EC adopted a delegated act which came into force in January 2022 
through an official publication in the OJEU (delegated regulation 2022/30 [11]). This act 
activated the essential cyber security requirements 3.3 (d), (e) and (f) for the categories of 
radio equipment as stated in Table 1. The requirements will apply from August 2024. The 
delegated regulation was accompanied by an associated impact assessment report [3], which 
substantiated the activation of the essential requirements. 
 
 
Table 1: (RED) essential cybersecurity requirements and their scope. The table comprises information from the 
RED[12] and the delegated Regulation [11].   

RED 
article  

Essential requirement RED  Scope  

Article 3(3), 
point (d) 

Radio equipment does not harm the 
network or its functioning nor misuse 
network resources, thereby causing an 
unacceptable degradation of service. 

Any radio equipment that can communicate itself over the internet, 
whether it communicates directly or via any other equipment 
(‘internet-connected radio equipment’). 

Article 3(3), 
point (e)  
 

Radio equipment incorporates 
safeguards to ensure that the personal 
data and privacy of the user and of the 
subscriber are protected. 

Internet-connected radio equipment (capable of processing personal 
data, or traffic data and location data); and  
Non-internet connected radio equipment (capable of processing 
personal data, or traffic data and location data) being toys, childcare 
products or wearables  

Article 3(3), 
point (f) 
 

Radio equipment supports certain 
features ensuring protection from 
fraud.”  

Internet-connected radio equipment (if that equipment enables the 
holder or user to transfer money, monetary value or virtual currency) 

 
 
 

4.3 RED Standardization Request on essential cyber security requirements  
 
As discussed in Chapter 3, harmonized standards play an important role in European NLF 
product legislation. In August 2022, the EC published the EC standardization request [16] for 
developing three harmonized standards for the essential cybersecurity requirements, as stated 
in Table 1. The deadline for the harmonized standards to be ready is September 30, 2023. CEN 
and CENELEC have accepted the standardization request. 
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4.3.1 General requirements for the development of cyber security standards  
 
The standardisation request [17, p. 2,4] states (among other requirements) the following 
general requirements, which shall apply to all three harmonised standards:  
 

- “Each harmonised standard shall include detailed technical specifications in 
support of the essential requirements 

- Each harmonised standard shall include test methods or equivalent 
approaches and conditions to verify compliance of the radio equipment with 
the corresponding specifications. 

- Test methods shall be verifiable, objective and reproducible to ensure 
comparable verification of the technical specifications for all the products 
covered by the harmonised standards.  

- The technical solutions laid down in the harmonised standards shall be 
proportionate to the risk that they aim to address.  

- The harmonised standards shall be drafted and revised by applying the 
iterative process of Risk Assesment and Risk Reduction”. 

 
Bullet points 1,2, and 3 are well-known principles that also apply to the standards developed 
for the other, long-standing, RED essential requirements art 3.1 (a), 3.1 (b) and 3.2.  
While these principles are known for other essential requirements under the RED, they can be 
challenging in cybersecurity. For example, the test methods must be verifiable, objective and 
reproducible. As a result, the test methods must be precise and leave little room for 
interpretation so that every user of the harmonized standard for the same device comes to 
the same conclusion about compliance with the technical cyber security specifications. 
Another challenge is that the security of an IoT device can strongly depend on the environment 
in which it is used and the application for which it is used. The specifications in the standard 
will need to address this clearly to ensure reproducible results. 
 
Bullet point four states that technical solutions included in the harmonised standards shall be 
based on Risk Assesment and reduction. This approach is new under the RED because the Risk 
Assesment and reduction process is not explicitly mentioned in the standardization request 
[35] for the non-cyber security-related (long-standing) RED essential requirements.  
Therefore, using risk analyses in developing standards under the RED is new and only 
applicable to developing harmonised cyber security standards. The EC standardisation request, 
however, does not provide information on the Risk Management or Risk Assesment 
methodologies to be used. Also, no information is given on the Risk Acceptance level, which is 
the acceptable level of risk to which the Risk Reduction, via technical solutions in the standards, 
must lead.  
 
The question can be asked whether this unclarity is inconsistent with the “Vademecum on 
European Standardization” [18]–[20], which is a guide for the EC to draft standardisation 
requests, and which states that requirements in standardisation requests must be precisely 
formulated to prevent ESOs from making political choices.  
 
This question is discussed in later chapters. Also, in later chapters (chapters 6, 7 and 8), a model 
is developed that could be used to determine if technical solutions in the harmonised 
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standards for IoT devices are proportionate to the cyber security risk they aim to address. The 
model is realised in the framework of research question 1, as stated in Chapter 1.   
 
 

4.3.2 Specific requirements for the development of cyber security standards  
 
The EC standardization request also contains specific requirements indicating which technical 
solutions the standard must contain to fulfil essential requirements. For example, technical 
authentication and access control solutions must be included in the standard for all three 
essential cybersecurity requirements.  
 
The Annexes to the standardisation request [17] state that harmonised standards in support 
of the essential requirement set out in Article 3(3), points (d), (e) and (f) “shall contain technical 
specifications that ensure at least that those radio equipment, where applicable: .. implement 
appropriate authentication and access control mechanisms” [17, pp. 5–7]. 

 
Chapter 11 discusses the second research question related to the above requirement: “Could 
the criteria and models identified in research question 1 be used to determine the applicability 
and appropriateness of authentication and access control mechanism requirements for IoT 
devices?”. 
 
All requirements that apply to the harmonised standards for the essential cyber security 
requirements can be found in the EC standardisation request [16]. 
 
 

4.4 Standardisation activities on RED essential cyber security 
requirements  

 
In August 2022, CEN and CENELEC jointly accepted the standardisation request. The technical 
committee CEN/CENELEC/JTC13 “Special Working Group, RED Standardization Request” is 
working, within the framework of the standardisation request [16], on developing three 
standards for the essential cyber security requirements, as stated in Table 1. 
The standardisation request mentions 30 September 2023 as a deadline for the three 
harmonised standards. From August 2024, internet-connected radio devices must meet the 
essential cyber security requirements. Manufacturers need to have harmonised standards 
available then. Suppose no harmonised standards are available; in that case, the manufacturer 
may also test the product directly against the essential cyber security requirements without 
using harmonized standards. A third party (notified body) must then be involved (art. 17(3) of 
the RED [12]). 
 
 

4.5 Cybersecurity standards not related to the NLF  
 
The EU Strategy on standardisation [36] of February 2022 states that “harmonised standards 
are at the core of the European Single Market for products” and that over the last 30 years, 
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more than 3600 harmonised standards have been developed to support the product 
regulations.  
 
Under the European legislative framework for the placing on the market of products (NLF), 
there is currently no availability of harmonised standards for the cyber security of products 
that can serve as an example for the harmonised standards to be developed in support of the 
RED cyber security essential requirements.  
 
The development of the RED harmonised standards for the cyber security of radio devices is, 
therefore, a first in Europe. There are currently standards and specifications available on 
product security, such as the ETSI standard ETSI EN 303645 on cyber security for the consumer 
internet of things baseline requirements [22] and the EN IEC 62443-3-3 on System security 
requirements and security levels for industrial communication networks [21]. However, these 
standards have not been developed in the framework of European product legislation, which 
means they do not meet the associated criteria (see chapter 3). 
 
However, elements from these standards, such as specific cyber security requirements, can be 
useful for the RED harmonized standards, provided they are used within the context of the EC 
standardization request.  
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5 European cybersecurity regulatory landscape 
 
The first paragraph of this chapter discusses the current cyber security legislation for placing 
products on the market. These regulations are aimed at economic operators such as 
manufacturers, distributors and importers, and the requirements are mandatory. The Radio 
Equipment Directive (RED) and the Cyber Resilience Act (CRA) fall under this category. 
 
In the second paragraph, other cyber security regulations are identified where the 
requirements are not mandatory or requirements must be met by parties other than 
manufacturers. 
 
Products are often used in systems and installations. Manufacturers are responsible for the 
cyber security of their products if they are used as intended. However, they cannot be held 
responsible for their incorrect use by, for example, a service provider. That is why different 
legislation is needed that calls different actors to account for their responsibilities. 
 
 

5.1 Cyber security legislation for the placing on the market of products 
 
After a long period of legislative silence, cybersecurity legislation for placing products on the 
EU market is evolving quickly. Regulators are well aware of the digitization of society. In the 
EU's Cybersecurity Strategy for the Digital Decade [10] of December 2020, the EC announced 
various measures to raise cybersecurity in Europe to a higher level. The massive use of digital 
products entails cyber security risks if these products do not comply with the principle of 
security by design and default throughout their whole product's life cycle. This awareness leads 
to several new regulatory initiatives to close the cybersecurity gaps in product legislation. 
 
A regulatory gap analysis [5] made by the EC shows that only a limited number of product 
legislation acts set cyber security requirements as mandatory requirements for EU market 
access. The Medical Devices Regulation [37] and the In Vitro Diagnostic Medical Devices 
Regulation [38] already impose mandatory cyber security requirements for medical devices 
under their scope during their entire life cycle. The Regulation on motor vehicles18 and an 
associated delegated regulation also19 regulate the cyber security of connected motor vehicles, 
including software updates. 
 
In addition, the Radio Equipment Directive contains essential cyber security requirements that 
will apply from August 2024 for internet-connected wireless equipment. 

 
18https://eur-lex.europa.eu/eli/reg/2019/2144/oj 
19https://eur-lex.europa.eu/eli/reg_del/2022/545 
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Various initiatives are currently underway to amend product legislation acts. The “General 
product safety regulation”20 and the “Machinery regulation”21 are currently being revised, 
paying attention to cyber security. 

 
A significant recent development is a publication (of September 15, 2022) of a new legislative 
initiative from the EC, namely the Cyber Resilience Act (CRA). 
This proposal concerns a horizontal (sector-wide) product legislation for the cyber security of 
products with digital elements (hardware and software). The law is aimed at manufacturers 
and other economic operators. As with the RED, compliance with the cyber security essential 
requirements is a condition for placing products on the market. 
The proposal's scope concerns all hardware and software products with digital elements. The 
proposal excludes medical devices and motor vehicles because cyber security product 
legislation already exists. The proposal also excludes devices within the scope of product 
legislation acts which already have similar requirements. This exclusion could (partially) apply 
to devices covered by the RED. However, it is expected that the CRA will eventually completely 
replace the cyber security requirements from the RED because the cyber security of wireless 
devices can more effectively be arranged via the horizontal CRA. The disadvantages of the RED, 
a limited scope (only wireless devices) and no life cycle approach, would be resolved.  
 
A notable element of the CRA proposal is that the essential requirements are based on a life 
cycle approach, meaning that the product shall remain in compliance with the cyber security 
essential requirements throughout its lifetime. This is realized by a mandatory vulnerability 
handling process, including updates to ensure secure cyber products during their life cycle. 
The life cycle approach is still rare in European product regulations. However, it is necessary 
for cyber security because the practice has shown that vulnerabilities that arise after the device 
has been placed on the market pose risks. As indicated in paragraph 2.4, the evaluation of the 
NLF has shown that the NLF should also contain standard procedures that can be used in new 
regulations to impose after-market requirements throughout the life cycle. 
 
The life cycle approach does not apply to the RED. Although the cyber security requirements 
in the RED were recently activated in January 2022 (and will become applicable from August 
2024), the RED has existed since 2014, and a life cycle approach was not yet familiar. As a 
result, it is difficult22 within the RED framework to force manufacturers to issue regular 
software security updates. The RED can, however, enforce that a mechanism for secure 
updates is present in the device.  
 
Another notable element of the CRA is that standalone software also falls within the scope. 
 
The European Council and Parliament are currently negotiating the CRA proposal. It may still 
be several years before the CRA requirements will apply. 
 

 
20https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/12466-General-Product-
Safety-Directive-review_en 
21https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/2019-Machinery-
Directive-revision_en 
22or only with certain legal interpretations such as found in the answer to question 8 in an European 
Commission’s Q&A document [34]. 
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5.2 General European cybersecurity legislation  
 
 

5.2.1 Cyber Security Act (CSA) 
 

The cyber security act defines a framework for voluntary certification schemes for specific ICT 
products, services and processes [8]. An EC’s website states:  
 

“The certification framework will provide EU-wide certification schemes as a 
comprehensive set of rules, technical requirements, standards and procedures. 
The framework will be based on agreement at the EU level on the evaluation of 
the security properties of a specific ICT-based product or service. It will attest that 
ICT products and services that have been certified in accordance with such a 
scheme comply with specified requirements.”23 

 
However, there are currently no certification schemes available. Although the cyber security 
act provides for cyber security certification schemes for specific products, these requirements 
are voluntary for manufacturers. They are not mandatory for products to be marketed in the 
EU, as is the case with the RED and the CRA. However, other legislation may refer to the 
requirements from the certification schemes. For example, the CRA proposal excludes24 
devices that comply with a CSA scheme from the cyber security act. These devices, therefore, 
do not have to meet the requirements of the CRA. 
 
 

5.2.2 Network and Information Systems Directive (NIS) 
 

The NIS Directive was the first piece of EU-wide legislation on cybersecurity25 and concerns 
measures for a high common level of security of network and information systems across the 
Union. The NIS directive “establishes security and notification requirements for operators of 
essential services and for digital service providers” ([7], art 1.2.d). 
 
The negotiations between Council and Parliament on a new EC proposal for the NIS 2 directive, 
presented by the EC on 16 December 2020, are currently in the final phase26. 
Under the NIS regulations, operators of essential services and digital service providers are 
responsible for meeting requirements to achieve a high common level of network and 
information systems security. The difference with the RED or the CRA proposal is that the NIS 
regulations are not aimed at manufacturers of products. Insecure products cannot be 
withdrawn from the market due to non-compliance with the NIS directive. However, measures 
can be taken against operators of essential services and digital service providers. 
 
 

 
23https://digital-strategy.ec.europa.eu/en/policies/cybersecurity-certification-framework 
24 Legislative proposal for Cyber Resilience Act [13], Article 2(4).  
25https://digital-strategy.ec.europa.eu/en/policies/nis-directive 
26 https://www.consilium.europa.eu/en/press/press-releases/2022/11/28/eu-decides-to-strengthen-
cybersecurity-and-resilience-across-the-union-council-adopts-new-legislation/ 
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5.2.3 General Data Protection Regulation (GDPR)  
 

The General Data Protection Regulation (GDPR) “lays down rules relating to the protection of 
natural persons with regard to the processing of personal data and rules relating to the free 
movement of personal data” ([6], art 2.1). The requirements under the GDPR are set for 
controllers and processors. Their definitions are [6] art. 4: 
 

“controller' means the natural or legal person, public authority, agency or other 
body which, alone or jointly with others, determines the purposes and means of 
the processing of personal data; where the purposes and means of such 
processing are determined by Union or Member State law, the controller or the 
specific criteria for its nomination may be provided for by Union or Member State 
law;”. 
 
“'processor' means a natural or legal person, public authority, agency or other 
body which processes personal data on behalf of the controller”.  

 
One of the requirements of the GDPR concerns “Data protection by design and by default” ([6], 
article 25). However, it does not regulate the placing on the market of products. If controllers 
or processors do not comply with the GDPR requirements, it is impossible to ban devices from 
the European market. 
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6 Mapping RED processes in a fictitious “EU internal 
market” management system  
 

This thesis aims to develop a model that can be used in standardization activities for the RED 
to determine whether technical solutions in harmonised standards for IoT devices are 
proportionate to the risk they aim to address. The model will be presented in Chapter 8. 
 
This chapter discusses a top-down approach to ensure that the model to be developed fits 
within the broader EU internal market for products framework. The top-down approach starts 
with presenting a structure, a fictitious management system,  to organize policies, objectives 
and processes according to two main goals of the EU internal market: A high level of public 
interest protection and proper functioning of the internal market. 
 
As a second step, the fictitious management system is refined with three layers to map all RED 
processes. The Risk Governance layer maps legislators' processes regulating the cyber risks of 
IoT devices. The Risk Management layer maps processes that members of standardization 
organizations perform in the development of RED harmonized standards. The Risk Assesment 
layer maps the processes for selecting technical solutions for RED harmonized standards. 
 
 
 

6.1 A management system for the “EU internal market for products” 
 
ISO 27000 defines a management system as “a set of interrelated or interacting elements of 
an organization to establish policies and objectives and processes to achieve those objectives” 
[39]. 
 
There are two objectives the EU wants to achieve with the internal market of products: A high 
level of public interest protection and proper functioning of the internal market. The EC states: 
“The European Commission's main goal in the EU single market for goods is to ensure the free 
movement of goods within the market and to set high safety standards for consumers and the 
protection of the environment” [40]. The EU has established many policies, objectives and 
processes to achieve these goals while creating and implementing the NLF framework. 
 
This thesis aims to develop a model that can be used in standardization activities for the RED 
to determine whether technical solutions in harmonised standards for IoT devices are 
proportionate to the risk they aim to address. This model is a process and must fit within the 
larger whole of NLF policies, objectives and processes for the EU internal market. This thesis 
chooses a top-down approach to ensure that the model to be developed fits within these 
frameworks. The top-down approach starts with providing a structure, a management system 
to organize policies, objectives and processes according to the two main goals of the EU 
internal market: A high level of public interest protection and proper functioning of the internal 
market. This structure is shown in Figure 2. All EU policies, objectives and processes for the 
internal market of products can be mapped in one of these two boxes.  
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According to the ISO definition of a management system, Figure 2 can be considered a 
management system with established policies, objectives and processes to achieve the two 
goals mentioned. The responsible organization of this fictitious management system would be 
the European Union consisting of the EC, Member States and the European Parliament. 
 
The part “Proper functioning of the internal market” in Figure 2 maps all policies, objectives 
and processes related to that goal. In [29], a list of related sub-goals is mentioned. Policies, 
objectives, and processes of these sub-goals should also be included in this part of the fictitious 
management system, which are: Free movement of goods within the EU; Innovation-friendly 
regulation by setting technology-neutral essential requirements; Consistent and coherent 
legislation; High-quality conformity assessment; Efficient and effective enforcement of 
legislation and High credibility for CE marking.  
 
The part “A high level of public interest protection” in Figure 2 maps all policies, objectives 
and processes related to the development of product legislation and essential requirements, 
the development of standardisation requests and the development of harmonised standards.  
 
 

 
 
Figure 2: Fictitious management system for the overall EU internal market for products.  
All EU policies, objectives and processes for the internal market of products can be mapped in one of these two 
boxes. The boxes represent the two goals the EU wants to achieve with the internal market of products:  A high level 
of public interest protection and proper functioning of the internal market.  

 
 

6.2 A management system for the “EU internal market for IoT devices” 
 
In this paragraph, the management system, as discussed in the previous paragraph, is 
narrowed down to a management system for specifically managing the cyber security risks of 
IoT devices (via the RED)  and the proper functioning of the internal market for IoT devices.  
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6.2.1 Proper functioning of the internal market of IoT devices 
 
In order to achieve the objective of “A proper functioning of the internal market for IoT 
devices”, the IoT cyber security product legislation should be aligned as closely as possible to 
the NLF principles leading to coherence and consistency in product legislation (see the right 
part of Figure 3). According to an EC study  [29, p. 213], the RED is highly aligned with the NLF 
principles. The NLF principles, however, should regularly be updated to remain effective. As 
discussed in the previous chapters and confirmed by an EC study evaluating the NLF [28], many 
European product legislation acts align well with the NLF principles. The EC study (see also 
paragraph 2.4 of this thesis) concludes that the NLF should be modernised to remain effective 
in a changing environment caused by digitisation, artificial intelligence and the circular 
economy.  
 
 

6.2.2 High level protection of public interest (Cyber security) 
 
The objective “A high level protection of public interests” follows from the analysis in Chapter 3 
about essential requirements, which shows, in general, that essential requirements in product 
legislation must offer a high level of protection (section 3.8). This thesis deduces that the 
essential cyber security requirements from the RED must also provide this high level of 
protection. 
 
The EC standardization request [17, p. 2] explicitly states that “technical solutions included in 
the harmonized standards shall be based on Risk Assesment and Risk Reduction”. This 
approach is new under the RED because the Risk Assesment and reduction process is not 
required for developing standards for non-cyber security-related RED essential requirements. 
This follows from the EC standardization request that deals with the non-cyber security 
essential requirements [35]. 
 
In order to give these, for RED standardization, new processes of Risk Assesment and Risk 
Reduction a place in the management system, this thesis chooses to develop the management 
system from Figure 2 into a three-layer “Risk Management system” in which all RED processes 
can be mapped. The three layers are Risk Governance, Risk Management and Risk Assesment. 
These are commonly used layers in managing risks within organizations. In this thesis, these 
well-known concepts are applied to something new: protecting public interests by managing 
the cyber security risks of IoT devices in Europe. 
 
The Risk Governance layer maps legislators' processes regulating the cyber risks of IoT devices. 
The Risk Management layer maps processes that members of standardization organizations 
perform in the development of RED harmonized standards. The Risk Assesment layer maps the 
processes for selecting technical solutions for RED harmonized standards. 
 
The following paragraphs of this chapter discuss the three layers in more detail. 
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Figure 3: A proposed fictitious management system for the EU internal market of IoT devices. Managing the cybersecurity of IoT devices via the RED is accomplished by the processes of Risk Governance, 
Risk Management and Risk Assesment. 
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Risk Governance layer (legislate risk)  
 
The Risk Governance layer contains all the regulatory processes that the legislators (European 
Commission, European Parliament and European Council) carry out to legislate the 
cybersecurity of IoT devices to achieve a high level of protection.  
 
Regulators are responsible for establishing the essential cyber security requirements, which is 
a political process. These essential requirements are obligatory and are harmonized in Europe 
through the RED and the delegated regulation 2022/30 [11]. The EC standardization request 
[16] gives additional context and guidance for the standardization process (see paragraph 4.3).  
 
The term “Risk Governance” is used in this thesis as indicated above, with legislators defining 
public interest protection. In the literature, “Risk Governance” has been used in several ways. 
For example, as ”organizational oversight” [41] or in [42] as “a set of normative principles 
which can inform all relevant actors of society how to deal responsibly with risks”. In [43], “Risk 
Governance is the application of governance principles to the identification, assessment, 
management and communication of risk. Governance refers to the actions, processes, 
traditions and institutions by which authority is exercised and decisions are taken and 
implemented [43]”. 
 
 
Risk Management layer (treat risk) 
 
In the Risk Management layer, standardisation organisations are responsible for processes 
converting the essential cyber security requirements into technical specifications (security 
controls) for IoT devices to be included in harmonised standards. The RED standardisation 
process is occurring within the CEN/CENELEC committee JTC13-WG8. The deliverables of this 
Risk Management layer are harmonised standards in which the technical cyber security 
solutions have been finalised and agreed on, leading to meeting the essential cyber security 
requirements. 
 
The selection of technical solutions in standards requires a risk-based approach, as stated in 
the EC standardization request [17, p. 4]  
 

“The technical solutions laid down in the harmonised standards shall be 
proportionate to the risk that they aim to address. The harmonised 
standards shall be drafted and revised by applying the iterative process of 
Risk Assesment and Risk Reduction”. 

 
The standardization request, however,  provides no information on the Risk Acceptance levels 
(the levels to which the IoT risk levels shall be reduced) to be applied when creating 
harmonized standards. This gives the multi-stakeholder standardisation committee freedom 
to decide on these levels, directly influencing the level of protection that the harmonised 
standards give.   
 
The unclarity about the Risk Acceptance levels could also lead to (political) discussions in the 
standardisation committee. The Vademecum on European Standardization states [18, p. 9]: 
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“The legal requirements, e.g., essential requirements laid down in legislation and 
requirements in a standardisation request, should be defined precisely in order 
to avoid misinterpretation on the part of the ESOs or leaving them to make 
political choices. This is fundamental to allow those preparing standards in 
support of Union legislation to provide high-quality specifications, as all political 
choices are to be made by the legislator”. 

 
This thesis argues that according to the Vademecum, more clarity should be given by the 
Standardisation request on the Risk Acceptance levels. 
 
Section 3.3 of this thesis shows, however, that essential requirements are designed to achieve 
a high level of protection. It could be deduced from this that the Risk Acceptance level should 
be regarded as low. This means that only a small residual cyber security risk could be accepted, 
resulting in a high level of protection.   
 
 
Risk Assesment layer (identify, analyse and evaluate risk) 
 
Risk Assessments are necessary to support the development of harmonised standards. In order 
to determine if the technical solutions developed for inclusion in the harmonised standards 
are adequate and appropriate, a Risk Assesment can show whether the cyber security risks, 
after the technical solutions are applied to IoT devices, have been sufficiently reduced. By 
identifying, analysing and evaluating risk, the risk level is assessed, and an evaluation is 
performed on whether the residual risk level meets the desired level.  
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7 Risk Management and Risk Assesment frameworks  
 
Chapter 6 discusses the development of a fictitious “EU internal market” management system 
which maps the relevant RED processes. The management system follows a modular approach, 
and to be able to use it in practice for the RED standardisation process, the Risk Management 
and Risk Assesment layers must be completed with practical methodologies.  
 
This chapter examines various Risk Management and Risk Assesment frameworks that can be 
used to complete the model.  
 
In the conclusion of this chapter, this thesis chooses to incorporate the ISO 27005 [44] Risk 
Management framework and The Open Fair Risk Assesment method in the fictitious 
management system of Figure 3 to support the risk-related processes during the development 
of harmonized standards. 
 
 
 

7.1 Risk Management frameworks  
 

7.2 ISO 31000 Risk Management — Guidelines 
 
ISO 31000 defines Risk Management as “coordinated activities to direct and control an 
organisation with regard to risk” [45].  
 
ISO 31000 [45] is a well-known standard with guidelines for setting up a Risk Management 
system in an organization. The guidelines apply to all types of organizations and activities and 
for all types of risks. ISO 31000 is built on three pillars: Risk Management principles, a Risk 
Management framework and a Risk Management process.  
 
The Risk Management principles concern the properties of an organisation's Risk Management 
system. It must be an integral part of the organizational activities, structured, proportionate 
and able to adapt and continuously improve. The second pillar, the Risk Management 
framework, concerns guidelines for integrating a Risk Management system into the activities 
and functions of an organization. The third pillar is the Risk Management process. This contains 
the components: Context, Risk Assesment, Risk Treatment, reporting and communication. 
 

7.2.1 The ISO 27005 Risk Management Framework  
 
ISO 27005 [44] is a standard for Information security Risk Management. It describes the 
process of information security Risk Management and its activities. It builds on the generic Risk 
Management process from ISO 31000 [45] but focuses on information security. 
The risks that can be managed with this standard are risks “which can potentially compromise 
the organisation's information security” [33]. The ISO 27005 standard applies to all 
organisations, such as commercial enterprises, government agencies and non-profit 
organisations [3].  
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The components of the ISO 27005 Risk Management framework are Context establishment,  
Risk Assesment, Risk Treatment, and Risk Acceptance. These parts are schematically shown in 
Figure 4 [44]. 
 
Short description of the ISO 27005 Risk Management Process 
 
This section describes the ISO 27005 Risk management process using information from the 
ISO 27005 standard [44]. The description in this section refers to Figure 4.  
 
In the “Context establishment” phase, necessary information for the Risk Assesment, Risk 
Treatment and Acceptance are obtained. The context information must concern: 
 

- Purpose of the Risk Management process. 
- Scope and boundaries of the Risk Management process. 

- Risk Criteria 
- Risk Management approach (which Risk Management methodology to apply) 
- Risk Evaluation criteria (how the level of risk is to be determined) 
- Likelihood criteria (how the likelihood is determined) 
- Impact criteria (criteria to determine the impact of risks) 
- Risk Acceptance criteria (amount and type of risk that the organisation may or 

may not take) 
 
The risks of the object under investigation (e.g. an IoT device) are identified, analysed, and 
evaluated in the Risk Assesment process. ISO 27005 does not prescribe a Risk Assesment 
method and allows it to be determined by the organisation.  
 
If, after having performed the Risk Assesment, it appears that the context information is 
insufficient to carry out an adequate Risk Assesment, the context will be supplemented or 
adjusted. After completion of the Risk Assesment, Risk Treatment is applied. ISO 27005 
provides four options for Risk Treatment: Risk Modification, Risk Retention, Risk Avoidance 
and Risk Sharing.  Effective Risk treatment results in Risk Reduction. If the residual risk level is 
acceptably low (lower than the risk acceptance level), the risk treatment is effective, and the 
remaining risk is accepted. The process is iterative and repeats itself continuously.  
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Figure 4 Risk Management process ISO/IEC 27005 [44] 
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7.2.2 IEC 62443 Risk Management and Risk Assessment framework 
 
Another Risk Management system is described in 62443-3-2 [46]. The IEC 62443 series aims to 
promote the security of “Industrial Automation and Control Systems” (IACS systems). The 
standard IEC-62443-3-2 [46] describes a Risk Management and Risk Assesment workflow that 
must be followed to determine the security risk level of (existing or still to be developed) IACS 
systems. The workflow has many similarities to the ISO 27005 procedure.  
 
 
Short description of the IEC-62443-3-2 Risk Management Process [46] 
 
This section describes the IEC-62443-3-2 [46] Risk management process using information 
from that standard.  
 
The design of an IACS system is an iterative process in which the unmitigated cyber security 
risk is first determined. Then the cyber risks are reduced to an acceptable level by 
implementing security controls. If the risk analysis shows that the residual risk is higher than 
the tolerable risk, then security measures must be implemented. The ultimate goal is that an 
acceptable risk is realized by implementing adequate security controls. The organization 
determines the tolerable risk level. 
 
The required security level depends on the complexity of the threat. Table 2 indicates how the 
security levels of a system correspond to the various threat categories. The necessary security 
levels (0 to 4) are determined for seven cyber security domains: Identification and 
authentication control,  Use control, System Integrity, Data confidentiality, Restricted data 
flow, Timely response to events and Resource availability. 
 
The required security level is chosen in such a way that it addresses the expected threat. This 
required security level is called the target security level. It is expressed as a vector with seven 
elements representing the seven domains). For each domain, a security level is determined.  
 
Table 2 Security levels as stated in IEC-62443-3-2 [46, p. 27] 

Security 
Level  
 

Protection 

0 No security protection necessary. 
1 Protection against casual or coincidental violation 
2 Protection against intentional violation using simple means with low 

resources, generic skills and low motivation 
3 Protection against intentional violation using sophisticated means with 

moderate resources, IACS-specific skills and moderate motivation 
4 Protection against intentional violation using sophisticated means with 

extended resources, IACS-specific skills and high motivation 

 
 
Components and subsystems are used in the design of an industrial control system. These must 
each at least meet the target security level of the IACS system to be developed.  
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The corresponding requirements are specified in the standards IEC-62443-3-2 [47] and IEC-
62443-3-3 [21]. According to these standards, the components and sub-systems that make up 
the industrial control system must at least meet the target security level.  
Compensating countermeasures are permitted if the individual components or subsystems 
cannot intrinsically meet the required target security level. These compensating security 
measures are implemented in combination with the relevant components or subsystems and, 
in combination with each other, meet the target security level. 
 
 

7.2.3 The Open FAIR Risk Assesment standard 
 
The Open FAIR Risk Assesment standard [41] describes a model which uses various risk factors 
to determine the Risk. A technical guide [39] written by the Open FAIR group discusses the 
integration of FAIR within ISO 27005.  
 
The Open FAIR Risk Assesment model is depicted in Figure 5. The blocks represent Risk factors 
which determine the Risk. The FAIR model can be applied to a predetermined scenario, e.g. an 
IoT device in an IoT network, as depicted in Figure 9 on page 52.  
In order to reduce the risk, various 'controls' can be chosen to influence the risk factors. A risk 
factor that applies to devices (like IoT devices) is the “Resistance strength”. Suppose the 
resistance strength of an IoT device is increased by technical solutions (such as authentication). 
In that case, it becomes more difficult for a threat agent to perform an action that results in 
harm. The “susceptibility” for a successful attack is thus lowered.  
 
The Open FAIR method will be further explained in Chapter 10 using an example.  
 
 
 

 
 

Figure 5 Open FAIR risk taxonomy abstractions [34]. Appropriate security controls in devices improve their Resistance 
Strength and lower their susceptibility to successful attacks.  
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7.2.4 Other Risk Management frameworks  
 
ENISA (The European Union Agency for Cybersecurity) has investigated the properties of 16 
different Risk Management frameworks [48], [49]. The emphasis of the research was on finding 
the interoperability between the Risk Management frameworks27. Interoperability is defined 
in that study as: “the ability of a Risk Management component or method to reuse information 
provided by Risk Management components or methods of other frameworks with equal ease 
and with the same interfaces, towards the same goals [48, p. 31]”. 
ENISA itself also concludes in the report's Synopsis that the 'scoring' of the degree of 
'compatibility' can lead to erroneous conclusions due to the different scopes, goals, methods 
and detail of the Risk Management frameworks [48]. 
 
The author of this thesis notes that the frameworks examined by ENISA are not all Risk 
Management frameworks. Some involve only a Risk Assesment framework, such as Open Fair 
(part of a Risk Management framework). Because the goals of Risk Management and Risk 
Assesment frameworks differ, scoring compatibility is not meaningful. 
 
However, interesting in the ENISA study is the overview of the properties of the different 
frameworks, which are indicated in Table 3: General aspects, Risk Identification, Risk 
Assesment and Risk Treatment. The frameworks have many similarities as they all address 
these properties. The differences mainly lie in the elaboration of the various properties. 
 
 
Table 3: Risk Management framework characteristics used by ENISA to compare the frameworks [48].  

Characteristics Risk Management frameworks  
 
Generic aspects  Asset-based or risk scenario based  

Quantitative/ Qualitative approach  
Risk identification  Asset taxonomy  

Asset valuation  
Threat catalogues  
Vulnerability catalogues  

Risk Assesment  Risk calculation method  
Risk Treatment  Measure catalogues & calculation of residual risk  

 
 
 

7.3 Conclusion 
 
Various Risk Management and Risk Assesment frameworks have been investigated.  
The frameworks ISO 31000 [45], ISO 27005 [44], IEC-62443-3-2 [46]  and Open FAIR [41]  have 
been examined in more detail.  
 

 
27 ENISA investigated: ISO/IEC 27005:2018, NIST SP 800- 37, NIST SP 800- 30, NIST SP 800- 39, BSI 
standard 200-2, OCTAVE-S, OCTAVE ALLEGRO, OCTAVE FORTE, ETSI TS 102 165-1(TVRA), MONARC, 
EBIOS Risk Manager (RM), MAGERIT V.3, ITSRM², MEHARI, The open group standard, risk analysis, 
v2.0, Guidelines on cyber security onboard ships 
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The research shows that the approach used by many frameworks is similar to the approach in 
ISO 27005. This also follows from the ENISA study [48], [49] in which the properties of 
16 different Risk Management frameworks were investigated.  
 
Because ISO 27005 is a generally accepted standard, this thesis proposes the ISO 27005 
framework for incorporation into the management system of Figure 3. The Open FAIR Risk 
Assesment method has been chosen as the Risk Assesment framework. The Open FAIR method 
has a clear structure and is well documented. Moreover, it is highly suitable for integration in 
ISO 27005, as evidenced by an Open Fair technical Guide [50].  
 
The next chapter discusses the proposed “RED cyber security management system” in which  
ISO27005 and Open FAIR have been integrated. The model can be used in standardization 
activities for the RED to determine whether technical solutions in harmonised standards for 
IoT devices are proportionate to the risk they aim to address.  
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8 Proposed “RED cyber security management system”  
 
The proposed “RED cyber security management system” is shown in Figure 6. The model 
enables stakeholders participating in the RED standardisation process to determine whether 
technical solutions in harmonised standards for IoT devices are proportionate to the risk they 
aim to address. 

  

8.1 Using the proposed model to develop RED standards 
 
According to the proposed model (Figure 6), the phases of Context establishment, Risk 
Assesment, Risk Reduction, Risk Evaluation and Risk Acceptance must be completed. 
 
Context establishment 
The Risk Management process starts with the phase of “context establishment”. In this phase, 
all necessary information is gathered that is needed to complete the Risk Management process 
correctly. These are (see paragraph 7.2.1) 1. Purpose of the Risk Management process, 
2. Scope and boundaries of the Risk Management process, and 3. Risk Criteria. Information 
about points 1 and 2 can be sufficiently derived from the information from the Risk 
Governance layer, namely the RED [12] (with the essential cyber security requirements), the 
delegated regulation 2022/30 [11] and the standardization request [16].  
 
Paragraph 7.2.1 of this thesis mentions a list of Risk criteria that ISO 27005 considers necessary 
for the implementation of a Risk Management process. This list includes Risk Acceptance 
levels28.  As discussed in Chapter 6, the EC Standardization Request provides no information 
on the Risk Acceptance levels to be applied when creating harmonized standards. This gives 
the multi-stakeholder standardisation committee freedom to decide on these levels, directly 
influencing the level of protection that the harmonised standards give. 
 
Section 3.3 of this thesis shows that essential requirements are designed to achieve a high level 
of protection. It could be deduced from this that the Risk Acceptance level should be regarded 
as low. In Figure 6, near the arrow, the word Acceptable Risk level has a question mark, 
indicating that the Acceptable Risk level is not available but could be derived from the 
assumption that a high level of protection should be achieved.  
 
Risk Assesment phase (see Figure 6) 
In this phase, the cyber risk of an IoT device is determined using the proposed FAIR Risk 
Assesment method. Based on the intended use of the IoT device (to be defined by the 
manufacturer of the IoT device). FAIR is used to determine the risk of the IoT device in a 
realistic threat scenario. After an initial attempt to carry out the Risk Assesment, a decision is 
made on whether the context information is sufficient to continue in the process. If this is not 
the case, the context information is supplemented or changed, and another Risk Assesment 
process is completed. The process can be continued if the Risk Assesment can be carried out 
correctly. 

 
28 Risk Acceptence level is the Risk level to which the Risk  shall be reduced) 
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Risk Reduction Phase (see Figure 6) 
Suppose it is necessary to reduce the risks of an IoT device because the residual risk is higher 
than the Risk Acceptance level. In that case, technical solutions are devised (e.g. 
authentication) that are included as draft requirements in harmonized standards. Another Risk 
Assesment is performed based on the IoT device with the technical solution. 
 
Risk Evaluation phase (see Figure 6) 
If it turns out that the risk level is still too high, additional technical solutions are devised, and 
a Risk Assesment is carried out again. This continues until the risk level is below the Risk 
Acceptance level. Because the risk acceptance level is not available from the governance layer, 
it will have to be agreed on by the standardization committee.  
 
Risk Acceptance phase (see Figure 6) 
Suppose the Risk Assesment shows that the risk level has become lower than the Risk 
Acceptance level. In that case, the technical solution is accepted as being adequate and 
proportionate, and the technical solution is included in the harmonized standard. 
 
 

8.2 Conclusion on research question 1  
 
Research question 1 reads: Which criteria and models could be used to determine if technical 
solutions in the harmonised standards for IoT devices are proportionate to the cyber security 
risk they aim to address?  
 
As discussed in the previous section, the “RED cyber security management system”, as 
depicted in Figure 6, can be used to determine if technical solutions in the harmonised 
standards for IoT devices are proportionate to the cyber security risk they aim to address.  
 
The “RED cyber security management system” consists of a Governance layer, a Risk 
Management Layer and a Risk Assessment layer and incorporates the Open FAIR and 
ISO 27005 Risk Management methods.  Assessments with the “RED cyber security 
management system” determine whether the technical solutions for IoT devices have reduced 
the Risk level to an acceptable level (a  level below the Risk Acceptance Level). The technical 
solutions are proportionate if the Risk Reduction is not unnecessarily high, resulting in a much 
lower risk level than needed.   
 
As a criterion for this assessment, it is necessary to agree on a  Risk Acceptance level. Because 
the Risk Acceptance level does not result from the legislation, it will have to be determined by 
the standardization committee.  
 
The above argumentation answers the first research question.  
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Figure 6 Proposed “RED cyber security management system” to determine the appropriateness of technical solutions 
in harmonised standards. 
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9 IoT device and IoT system descriptions 
 
 
This chapter researches methods to describe IoT devices and systems. The goal is that these 
descriptions can be used for performing cyber security assessments of IoT devices in IoT 
systems. Such a description can be used as a basis for performing cyber security risk analyses 
with Open Fair in the Risk Assesment layer of the RED cyber security management system from 
Figure 6. To this end, this chapter discusses a literature study into the functional components 
of an IoT device, conceptual models of IoT networks and IoT reference architectures.  
 
Furthermore, this chapter identifies IoT application domains of IoT systems. The application 
domain in which IoT devices are used can influence the “impact” of a successful cyber security 
attack. The intended use of an IoT device in a specific IoT application domain can therefore 
influence the outcome of the cyber security Risk Assesment. 
 

9.1 Internet of Things devices  
 
Many definitions of the Internet of Things can be found in the literature. The definitions differ 
depending on the underlying visions of the IoT paradigm [51].  
 
The definition used by the ITU-T [52] for “Device”, “Internet of Things”, and “Thing” are: 
 

Device: “With regard to the Internet of things, this is a piece of equipment with the 
mandatory capabilities of communication and the optional capabilities of sensing, 
actuation, data capture, data storage and data processing” [52]. 
 
Internet of things (IoT): “A global infrastructure for the information society, 
enabling advanced services by interconnecting (physical and virtual) things based 
on existing and evolving interoperable information and communication 
technologies. Note 1 – Through the exploitation of identification, data capture, 
processing and communication capabilities, the IoT makes full use of things to offer 
services to all kinds of applications whilst ensuring that security and privacy 
requirements are fulfilled. Note 2 – From a broader perspective, the IoT can be 
perceived as a vision with technological and societal implications” [52]. 
 
Thing: “With regard to the Internet of things, this is an object of the physical world 
(physical things) or the information world (virtual things), which is capable of being 
identified and integrated into communication networks” [52]. 

 
According to [53], the primary purpose of an IoT system is “to collect real-world status data 
and make them available to services and applications that create insights and act upon them 
by affecting the physical system under observation in some way. Implementing those functions 
requires an infrastructure to run them and control functions to keep the IoT system secure and 
operational”. 
 
The functional elements, “data collection”, “data processing”, “data storage”, and “acting”, as 
indicated in Figure 8, can be present in one device but can also be separated from each other 
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and distributed over different devices on different locations which are connected via the IoT 
network (consisting of one or more networks including the Internet).  
As shown in Figure 7, this thesis extends the ITU-T model by adding “IoT device service” as an 
optional component of an IoT device. An “IoT device service” provides capabilities to other 
entities at their request. The IoT device acts, in such a case, as a server.  An IoT device service 
can, for example, give a user access to data or to the settings of the IoT device via a web 
interface. The capability to provide a service to other entities is an important element in IoT 
security. The Mirai botnet, for example, could spread because IoT devices were accessible via 
Telnet ports with standard passwords [54].  
 
 

 
 
Figure 7 Components of an IoT device based on the definition in ITU-T [52] but expanded by this thesis with “IoT 
device service”. All components are optional except for the capability to communicate and to be identified within 
the IoT network [52].  

 
IoT devices are part of an IoT system. A well-known example is an IoT surveillance system in 
which image information is collected via a surveillance camera (sensor). The image information 
obtained is processed in the device or by a cloud service. If the data processing shows that the 
image information contains a person, this is signalled and passed on to the device itself or 
another device within the IoT network. The device can take action directly or indirectly through 
human action, such as sounding an alarm or sending a message to an app on a mobile phone. 
 
The following sections take a closer look at the three primary goals of an IoT device or system: 
data collection, data processing and acting on insights. 
 
 
Data collection 
 
Collecting data can be performed with sensors. This allows environmental parameters such as 
sound, image (camera), temperature and humidity to be registered. Analog to digital 
converters digitize the data and make it suitable for transmission to other devices, services and 
applications (whether or not to the cloud) [55].  
 
Examples of sensors are light sensors, audio and microphone sensors, accelerometer sensors 
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location sensors, touch, temperature, pressure, medical, neural, environmental, and chemical 
sensors mobile phone-based sensors. The field of application is vast: Sensors can be used for 
environmental monitoring, disaster management, domestic purposes, human health, public 
security, and early warning systems in the domains of smart cities (waste management, air 
quality, traffic management, smart grids), medical and health care applications, agricultural 
applications, smart home, smart manufacturing systems, Internet of robotics and oil and gas 
[55]. 
 
 
Data processing  
Data processing is applied to the data collected by sensors. The data processing can be 
performed on the device or another device if more computing power is required (for example, 
via a cloud service). The purpose of the data processing can be a simple control loop or a 
complex analysis using machine learning algorithms. Depending on the required computing 
power, complex analyses usually occur in the system hierarchy's higher levels [55]. 
 
 
Acting upon insights 
Acting refers to taking action based on insights obtained from data processing. This action can 
be, for example, an action affecting the physical world (with an actuator) or making a decision 
(by a human or a machine) [53]. 
 
 

9.2 IoT application domains 
 
According to [56], IoT can be regarded as an umbrella covering different technologies in various 
application domains. The ISO/IEC 30141 standard [38] contains a list of key properties for IoT 
systems. Different “key properties” may apply to different IoT applications. The main 
properties identified by this standard are “system trustworthiness characteristics” and “IoT 
system architecture characteristics”.  
 
Borgia [51] describes three main IoT application areas: The Smart city domain, the Industrial 
domain and the Health and Well-being domain. These are shown in Figure 8 and are 
summarised below:  
 
In the Industrial Domain,  IoT can be used for logistics and lifetime management, where objects 
(goods and materials) are provided with Radio Frequency Identification (RFID) tags. These tags 
can identify and monitor objects throughout their entire supply chain. By using IoT, cost 
reductions can be achieved through an increase in the efficiency of production processes. In 
Agriculture and Breeding, IoT is used for animal monitoring, including location tracking and 
health monitoring. Furthermore, in Industrial Processes, IoT can be used, for example, for real-
time vehicle diagnostics and monitoring of industrial processes [51]. 
 
In the Smart City Domain, IoT applications can be used for Smart Mobility (e.g. sensors 
generating traffic information) that help, for example, to regulate traffic or find parking spaces. 
An important application area is Smart Grid. In this subdomain, IoT devices perform monitoring 
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and control functions to manage electrical distribution systems connected to consumers who 
use and generate energy. The Smart Home, Smart Building domain involves all applications 
used in a domestic environment or a building. Examples are multimedia distribution in the 
house, a smart refrigerator, or video surveillance. IoT applications interacting with the smart 
grid are also included in this category. Public Safety and Environmental Monitoring aim to 
promote safety in society by detecting and resolving emergencies [51].  
 
In the Health and Well-being domain, IoT applications are used for medical and healthcare 
purposes where IoT devices, for example, monitor medical parameters or identify medical 
instrumentations. In addition, IoT in this domain can contribute to Independent living for 
ageing or disabled people by, for example monitoring the condition and status of the elderly 
and setting medical alarms [51]. 
 
 

 
 

Figure 8 IoT application domains and related applications [51] 
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9.3 Conceptual model of an IoT network  
 
Figure 10 shows a conceptual IoT model based on the ISO/IEC 30141 standard [45]. In the 
“conceptual model”, the structure and (logical) relationships between the entities of an IoT 
system are represented. Explanations of these entities are shown in the boxes. This thesis 
proposes to use the (adapted) ISO/IEC 30141 model to describe IoT devices in IoT systems in a 
standardised way using standardised entity relationships and definitions. IoT system 
descriptions are necessary for performing cyber security assessments (like threat analysis) of 
IoT devices in IoT systems. They should also be used as a basis for performing cyber security 
risk analyses with Open Fair in the Risk Assesment layer of the RED cyber security management 
system from Figure 6. 
 
The original model ISO/IEC 30141 is extensive. In order to be able to use the model optimally 
for the above purpose, the model has been simplified and slightly modified. The (adapted) 
model is first described below, and then the differences with ISO/IEC 30141 are discussed.  
 
According to the model, an IoT system consists of entities, as shown in figure 8. The possible 
entities are Human IoT Users, Digital IoT users, IoT devices, IoT clients, IoT system servers, 
networks, IoT gateways, routers and switches. Digital entities have a computational or data 
element. All entities from Figure 8 are digital entities except the Human IoT User.  
 
According to the conceptual model, an IoT system can have two types of IoT users: Human IoT 
Users and Digital IoT Users (machine). They have access to the IoT system via an IoT client 
device. An IoT client device can be, for example, a mobile phone with an IoT app or a Web 
Browser that provides access to the IoT system. An IoT system server provides a “set of distinct 
capabilities” to entities in the IoT system. Examples include data storage (local or in the cloud) 
or data processing. The composite IoT model from Figure 7 is used as an IoT device in the 
conceptual model. Data communication between entities happens via so-called “endpoints”. 
An endpoint implements a communication interface on a network. Communication is possible 
between endpoints in the same network (via switches) or via a gateway or router between 
endpoints on different networks. IoT devices can interact with other IoT devices, and IoT 
system servers can interact with other IoT system servers.  
 
The model in Figure 8 differs from the ISO/IEC 30141 standard [45]. Not all entities from 
ISO/IEC 30141 are used. The IoT client device entity has been added to better address how an  
IoT user accesses the IoT system. The entity IoT system server has been added instead of the 
entity “service”, which is used by the ISO standard. Although the same definition has been 
used,  the adapted model refers to the hardware (server instead of service). Finally, the 
adapted model uses the composite IoT model from Figure 7 as an IoT device. 
 
Example of a simple IoT system  
Figure 9 shows an example of an IoT network consisting of a smart camera that connects via 
WIFI to an IoT gateway, which makes the connection via the local network to the Internet 
network to connect to a Cloud Server where the camera images are saved. The cloud server 
can be accessed via the Internet network with the mobile phone of the IoT User. The User can 
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access the device settings of the camera via the local network. To this end, the IoT device has 
a Web Interface (called IoT device service in Figure 7) 
 
 

 
Figure 9 Example of a simple IoT network. Definitions and relationships between entities are in accordance with 
the conceptual IoT model of Figure 10. 

 
The following (not complete, but as an example) analysis can be made using the terminology 
and conventions of the conceptual model: 
 
The IoT device (wireless camera) interacts with the IoT Server (Cloud server) through the 
internet network to store camera recordings on the Cloud server. The IoT device and the IoT 
server both expose an endpoint on the internet network to enable data transfer on request of 
the IoT device. The IoT’s endpoint is used to connect to the IoT server. The IoT server’s 
endpoint is used to be evoked by other entities on the Internet network.    
 
The IoT device (wireless camera) and IoT client device (mobile phone) interact via the local 
network to allow the IoT client device to change the IoT device’s settings. The IoT device and 
the IoT client device both expose an endpoint on the local network to enable data transfer on 
request of the IoT client device. The IoT device’s endpoint is used to be evoked by other entities 
on the local network. The IoT client device’s endpoint is used to connect to the IoT device.  
 
The IoT client device (mobile phone) and IoT server (Cloud server) interact with each other via 
the Internet network to download the stored data from the IoT server. The IoT client device 
and the IoT server both expose an endpoint on the Internet network to enable data transfer 
on request of the IoT client device. The IoT Server’s endpoint is used to be evoked by other 
entities on the internet. The IoT Client Device’s endpoint is used to connect to the IoT Server.  
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Figure 10 Conceptual IoT system, based on ISO/IEC 30141 [57] and ITU [52] and Figure 7. 

 
 

9.4 Reference architectures  
 
According to [56], a reference architecture “provides a template solution for an architecture 
for a particular domain. It also provides a common vocabulary with which to discuss 
implementations, often with the aim to stress commonality.” 
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In [39], different IoT reference models are compared. Some reference models are included in 
standards in ITU-T [35] and ISO [38]. Vendor-specific reference architectures are also discussed 
(Microsoft, Intel, SAP WS2o). The vendors' architectures are all based on using (their own) 
cloud services. ITU-T and ISO are formulated more generally and do not explicitly mention the 
role of cloud services, which offers room for local solutions.  
 
Figure 11 describes the four-layer ITU-T reference model [52]. The four layers of the model are 
the application layer, the service support and application support layer, the network layer and 
the device layer. The layers are distinguished from each other by the capabilities that are 
offered. The application layer contains the IoT applications. The service support and 
application support layer contain generic (for all IoT applications) and specific (for certain IoT 
applications) support capabilities like data storage and data processing. The network layer 
concerns networking and transport capabilities, and the device layer contains the device and 
gateway capabilities. In all layers, capabilities to manage and secure the IoT network apply. 
 
 

 
Figure 11 IoT reference model according to ITU-T [52] 

 
 
 

9.5 Conclusion 
 
This chapter constructs a conceptual model of an IoT system based on models from ISO/IEC 
30141 [57] and ITU [52]. The model defines all entities in an IoT system and their (logical) 
relationships within the IoT system.  
 
This thesis proposes to use this model when describing IoT devices and systems for performing 
cyber security risk analyses with Open Fair in the Risk Assesment layer of the “RED cyber 
security management system” from Figure 6. 
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10 Applicable and appropriate “authentication and access 
control requirements”  

 
The first research question reads: Which criteria and models could be used to determine if 
technical solutions in the harmonized standards for IoT devices are proportional to the cyber 
security risk they aim to address? 
 
In this context, the proposed “RED cyber security management system” model from Figure 6 
has been developed and is described in Chapter 8. 
 
The second research question is related and reads: Could the criteria and models identified in 
research question 1 be used to determine the applicability of authentication and access control 
mechanism requirements for IoT devices? and to determine the appropriateness of specific 
authentication and access control mechanisms for particular IoT devices? 
 
This chapter answers this second research question by going through the Risk Assesment, Risk 
Reduction, Risk Evaluation and Acceptance processes from Figure 6. Interpretations of the 
terms “applicable” and “appropriate” are given.  
 
 

10.1 Interpretation of “applicable” and “appropriate”  
 
The developed “RED cyber security management system” from Figure 6 can be used to 
determine which security requirements are needed to reduce the cybersecurity risk of IoT 
devices to a predetermined Risk Acceptance level. This level should meet the cyber security 
protection objectives set by the RED's essential cyber security requirements. 
 
In this section, the model from Figure 6 is applied to help select adequate “authentication and 
access control” requirements for IoT devices. The proposed approach is as follows: 
 
As a first step, the conceptual model from Figure 10 is used to represent the IoT device in the 
intended IoT installation. 
 
Subsequently, in the Risk Assesment phase, it is determined whether the risk of the IoT device 
without added “authentication and access controls” is below the Risk Acceptance level. In  
Figure 13, several options influencing the risk factors are added to the FAIR Risk Assesment 
model. This thesis uses information from the standards IEC 62443-3-3, ETSI 303645 [22] and 
NIST IR 8425 [23] for the authentication controls. Information from IEC 62443-3-3 [24] is used 
for the threat actor categories. 
 
Suppose the risk analysis shows that without authentication and access controls, the IoT device 
(in its intended environment) presents a lower risk than the acceptable risk. In that case, it can 
be argued that technical specifications in a standard are not applicable to this device. However, 



56 
 

if the risk of the IoT device is higher than the Risk Acceptance level, then additional 
requirements are applicable. 
 
If additional requirements are necessary, adequate “authentication and access controls” are 
selected in the Risk Reduction process of Figure 6 to ensure that the risk is sufficiently reduced. 
This is assessed in the Risk Evaluation process by performing a Risk Assesment based on the 
IoT device equipped with the selected “authentication and access controls”. 
Suppose the risk has been reduced to the Risk Acceptance level. In that case, the selected 
"authentication and access controls" in the harmonized standard are made mandatory for the 
relevant IoT device in the Risk Acceptance process. 
 
Suppose the technical specifications in the standard reduce the risk of the IoT device beyond 
the “Risk Acceptance level”. In that case, the requirements go too far and can be considered 
not “proportionate” and therefore “not appropriate”. 
 
The processes of Risk Assesment, Risk Reduction and Risk Evaluation are repeated as often as 
necessary to achieve the desired Risk Reduction. 
  
 

10.2 Example of IoT configuration facing Mirai bot threats  
 
In this example, the Open FAIR Risk Assessment method [41] estimates the cyber security risk 
based on a scenario with a wireless IoT camera (with weak passwords) and Mirai bots [54] as 
threat actors. Figure 12 shows the fictitious scenario with an IoT device (wireless camera) 
connected to the Internet.  According to the camera's intended use, the camera provides 
access to users from the Internet. Via a password (weak and not unique per device), access can 
be gained to stored camera images (privileged data) and device settings (privileged functions). 
 
 

 
Figure 12 Example of an IoT configuration with a wireless camera. 
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A short description based on the conceptual model of Figure 10 on page 53 results in the 
following:  
 
The IoT client device (mobile phone) and IoT device (wireless camera) interact via the Internet 
network to allow the IoT client device to change the IoT device’s settings and download 
camera recordings. The IoT device and the IoT client device both expose an endpoint on the 
Internet network to enable data transfer on request of the IoT client device. The IoT device’s 
endpoint is used to be evoked by other entities on the Internet network. The IoT client device’s 
endpoint is used to connect to the IoT device. 
 
An important detail is that the wireless camera exposes an endpoint on the Internet that can 
be evoked via the Internet by any entity.  
 
 
Calculating the Threat Event Frequency by determining the Contact Frequency and the 
Probability of Action 
 
The contact frequency is defined as the expected number of times per unit of time (e.g. per 
year) that the threat actor comes into contact with the asset. This contact can be physical or 
logical [58]. Although the IoT device is located in a trusted environment (home environment), 
an invokable endpoint is present on the Internet. A large number of individual Mirai bots are 
each able to search the internet for vulnerable devices.  So the contact frequency can be 
regarded as  “high”. 
 
The probability of action concerns the probability that the threat actors will attempt 
(regardless of whether the attempt is successful or not) to take a malicious action if he/she 
comes into contact with the Asset [58]. The Threat actors are the bots of the Mirai botnet 
trying to recruit new bots. These bots are programmed to always attempt to take malicious 
action. So the probability of action can be regarded as  “high”. 
 
The Threat Event Frequency is determined by the Contact Frequency and the Probability of 
Action. It is defined as “the probable frequency, within a given time frame, that a Threat Agent 
will attempt to take a malicious action against an Asset” [58]. This is not necessarily a successful 
attack. The Threat Event Frequency is “high”. 
 
 
Calculating the Susceptibility by determining the Threat Capability  and the Resistance Strength 
 
The Threat Capability is the “probable level of force that a Threat Agent can apply against an 
Asset” [58]. The threat capability of a Mirai bot could be estimated as: “Intentional violation 
using simple means with low resources, generic skills and low motivation.”29 The Threat 
Capability is “moderate”. 
 

 
29 Threat actor categories from IEC-62443-3-2 [46, p. 27] are used, which are also stated in 
Table 2 of this thesis. 
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Resistance strength is defined as “The strength of a Control as compared to the probable force 
that a Threat Agent is capable of applying against an Asset” [58]. As a first step, we assume 
that the wireless camera has a weak authentication and control mechanism with a default 
password. The Resistance Strength is “low”. 
 
The Susceptibility is the probability that the “threat capability is greater than the resistance 
strength” [58]. This value will be high because the Mirai bot can most likely beat the resistance 
strength of the weak authentication mechanism. The Susceptibility is “high”. 
 
 
Calculating the Risk by determining the Loss Event Frequency and the Loss Magnitude 
 
Loss Event Frequency is defined as: “frequency within a given time frame that a Threat Agent 
will inflict harm upon an asset” [58]. Due to the high threat event frequency and high 
susceptibility, this Loss Event Frequency will be “high”. 
 
Loss Magnitude is “the probable magnitude of loss resulting from a Loss Event” [58]. The 
primary Loss concerns unauthorized access to privileged device functions and unauthorized 
access to privileged data. Secondary losses could occur due to the botnet's malicious control 
over the device. The effects could vary from safety consequences to damage caused by DDoS 
attacks. The Loss Magnitude can be regarded as “moderate”. 
 
The risk can be estimated as high because the Loss Event Frequency is “high” and the Loss 
Magnitude is “moderate”. 
 
 
Risk reduction  
However, the risk can be reduced by requiring in the harmonised standard for IoT devices that  
IoT devices having similar intended use as the example shall have a  human user authentication 
mechanism and a unique per-device password when placed on the marked. 
 
If the risk assessment is performed again, the Risk value will be greatly reduced because the 
Susceptibility has been lowered by increasing the Resutence strength of the IoT device. 
 
 
 

10.3 Conclusion 
 
The “RED cyber security management system”  from Figure 6 is beneficial for linking technical 
requirements to IoT devices through Risk Assesment, Risk Reduction, Risk Evaluation and Risk 
Acceptance processes, with which the risk can be reduced to an acceptable level. 
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Figure 13 Open FAIR model. The orange boxes are added for the purpose of this thesis.  
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11 Conclusion  
 
 

11.1 Summary 
 
On 29 October 2021, the EC adopted a Delegated Regulation under the Radio Equipment Directive, 
extending the existing radio equipment requirements with “cybersecurity by design” requirements. 
Wireless internet-connected devices must comply with these cyber security requirements from August 
2024 as a precondition for placing on the market IoT devices in the EU.  
 
The RED essential cyber security requirements set “goals” but do not give technical solutions to fulfil 
these “essential requirements”. A formal standardisation process exists in which the essential 
requirements are elaborated in technical specifications to be included in harmonised standards. Via a 
so-called “EC standardisation request” [16], the EC has requested CEN/CENELEC to develop these 
harmonised standards. 
 
The EC standardization request [17, p. 2] explicitly states that “technical solutions included in the 
harmonized standards shall be based on Risk Assesment and Risk Reduction” and that “the technical 
solutions laid down in the harmonised standards shall be proportionate to the risk that they aim to 
address.” 
 
This risk-based approach is new under the RED because the Risk Assesment and reduction process is 
not required for developing standards for non-cyber security-related RED essential requirements. The 
EC standardisation request does not provide information on how to implement the Risk assessment 
and risk reduction processes. Moreover, there is currently no harmonised standard available for the 
cyber security of products that can serve as an example for the harmonised standards to be developed 
in support of the RED cyber security essential requirements.  
 
This thesis develops a model that can be used in standardization activities for the RED to determine 
whether technical solutions in harmonised standards for IoT devices are proportionate to the risk they 
aim to address. The developed model is referred to as the “RED cyber security management system” 
The model maps the RED processes in three layers. The Risk Governance layer maps the legislators' 
processes regulating the cyber risks of IoT devices. The Risk Management layer maps processes that 
members of standardization organizations perform in the development of RED harmonized standards. 
The Risk Assesment layer maps the processes for selecting technical solutions for RED harmonized 
standards. This thesis proposes to incorporate the ISO 27005 Risk Management framework and the 
Open FAIR Risk Assesment framework in the “RED cyber security management system”. 
 
The developed “RED cyber security management system” has shown to be beneficial for linking 
technical requirements to IoT devices. In a simple IoT scenario, It was shown that the model could be 
used to determine the applicability of authentication and access control mechanism requirements 
for IoT devices 
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11.2 Open directions and follow-up research  
 
 
Using the RED cyber security management system 
 
The author of this thesis participates in the CEN/CENELEC standardization committee JTC13-WG8 that 
deals with the harmonized standards for the RED and has already taken the first steps to gain support 
for the application of the “RED cyber security management system” in developing harmonized 
standards.  
 
The “RED cyber security management system” has a modular structure and can be used with a Risk 
management framework other than ISO 27005 or a Risk assessment framework other than Open Fair. 
The governance layer (which is now focused on the RED legislation) can also be adapted to other NLF 
product legislation acts, such as the future Cyber Resilience Act.  
 
In particular, much practical experience will have to be gained about how a cyber security 
standardization process can best be implemented. 
 
Cyber Security Risk Acceptance Level: Who should set this level? 
 
A critical input parameter of the “RED cyber security management system” is the Risk Acceptance level. 
According to the “RED cyber security management system”, the technical IoT requirements (to be 
included in the harmonised standards) shall reduce the IoT risk to the Risk Acceptance level. If, by 
applying technical solutions to the IoT device, the risk level becomes lower than the Risk Acceptance 
Level, then the technical solutions are adequate and will be accepted for inclusion in the harmonised 
standard in the Risk Acceptance phase. The Risk Acceptance level determines the level of cyber security 
protection the harmonised standard shall achieve.  
 
If the legislators would determine and provide the Risk Acceptance level, then the standardisation 
organisation has clarity on the level of protection that the harmonised standards shall achieve. 
Suppose the Risk Acceptance level is not set by the legislators (which is the case for the RED), then the 
standardisation organisation should determine the Risk Acceptance level itself. However, this could 
result in political discussions between stakeholders, which should be avoided according to The 
Vademecum on European Standardization [18]–[20].  
 
Follow-up research could reveal whether future cyber security product legislation (like the CRA) should 
leave the decision on Risk Acceptance levels at the standardization organisations or whether the 
legislators should provide and impose this level. 
 
 
Reproducibility of results obtained with the “RED cyber security management system”  
 
With the “RED cyber security management system”, it can be determined whether technical solutions 
in harmonized standards for IoT devices are proportional to the risk they aim to address. In future 
research, the reproducibility of the results obtained with the “RED cyber security management system” 
could be investigated: To what extent are the outcomes identical if different independent parties use 
the model? 
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ANNEX 1  
 
 

 
Figure 14: Harmonised product legislation for different categories of products [27] 
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