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Abstract 

There is a growing prominence of the cyber dimension in global conflict in today’s 

modern era. A useful way to study the security agenda around cyber threats is through 

securitization theory. This thesis paper expands the current, dominant scholarly body by 

focusing on securitization of cyber issues beyond elite speech acts in the United States, with a 

Foucauldian discourse analysis of cyber feature and opinion articles in the Australian 

newspaper between December 2023 and December 2024. The findings demonstrate that 

securitization is enforced through speech acts that mobilize meaning through discourse that 

legitimizes, reifies and dissimulates. The scholarly debate behind cyber operations’ cost and 

effectiveness is dissimulated to legitimize the likelihood of cyber sabotage attacks on critical 

infrastructure. Furthermore, while traditionally securitization is best known for middle level 

referent objects like ‘the state’ or ‘national security’, a wide range of referent objects are 

utilized to securitize various cyber threats through linguistic devices. Military synonyms 

combined with national heritage were employed to reify the more intangible threat of cyber 

issues. Finally, desecuritizating speech acts were demonstrated to be present at the same time 

as securitizating speech acts, illustrating a complex interplay in making sense of cyber issues 

and their future trajectory.  
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Introduction 

As the cyber dimension of global conflict has become increasingly prominent over 

recent years, so too has the need for research in this domain. Interestingly though, the 

catastrophic capacity of cyberattacks has remained disputed for the lack of real-world 

incidents that demonstrate such a reality. A so-called ‘Cyber Pearl Harbor’ or “combined 

attacks [on critical infrastructure] that result in human death and physical destruction and that 

paralyzes an entire nation” (former United States Secretary of Defense, Mr. Leon Panetta, as 

cited in Lilja et al., 2024) has yet to take place. In fact, cyber incidents have so far not caused 

any human casualties and have caused limited, lasting physical destruction (Gomez & Whyte, 

2021). Therefore, cyber catastrophe scenarios arguably “still belong for the most part to the 

domain of our imagination” (Boer & Lodder, 2012, p. 1).    

 Lewis (2018, p. 5) argues that a tendency to overemphasize cyberattacks against 

critical infrastructures does not “accurately reflect how cyber operations are used by our 

opponents, whose primary efforts have concentrated on espionage and crime and whose most 

damaging actions have manipulated information online to achieve harmful political effect” in 

the U.S.. Indeed, we are noticing an increase in espionage operations and decline in 

destructive operations worldwide coming from nation-state and state-affiliated threat actors, 

posing a more long-term threat (Microsoft, 2023, p. 48). Additionally, out of the 124 

worldwide suspected state-sponsored cyber operations recorded by CFR, 101 operations were 

acts of espionage (81%) in 2024, compared to an already high share of 71% in espionage 

operations in 2022 (CFR, 2024). Despite this trend and historical evidence, a ‘cyber doom’ 

scenario causing physical damage has remained popular (Brito & Watkins, 2011; Lawson, 

2013).            

 This points to a potentially problematic contradiction: a disproportionate focus on an 

Oppenheimer-like cyber scenario risks overshadowing a multitude of more mundane cyber 

threats that have demonstrated their frequent – though less exciting – occurrence time and 

time again (Rader and Wash, 2015). Such ‘selective securitization’ of one particular type of 

cyber threat risks a disparity in resource distribution (Brito & Watkins, 2011). This 

phenomenon presents an opportunity for useful research into gaining a better understanding of 

threat constructions through the process of ‘cyber securitization’. Such research has already 

been conducted, but has mainly focused on elite cyber threat perceptions and consequent 

securitization in the U.S..         

 This research will therefore discuss threat perceptions in an under-researched field; 
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namely by combining a discourse analysis of cyber securitization by a non-elite actor – the 

media – in Australia. The main research question will therefore be: ‘How are cyber threats 

securitized in cyber news media coverage in the Australian between 2023 and 2024?’ 

Literature Review 

Introduction 

Before continuing with the analysis, it is relevant to sketch the current scholarly debate 

and how it relates to the main research question of this paper. Firstly, securitization theory will 

be explained and related to its main scholars, after which its relation to cyber threats is 

uncovered as it currently stands. Afterwards, a transition into the Australian case will be 

made, sketching current research on cyber threat perceptions in Australia, as relating most 

closely to securitization studies which are limited in the case of Australia. Continuing this, a 

connection will be drawn to cyber threat perceptions beyond Australia, with its current most 

important insights as relating to securitization theory.  

Securitization Theory 

Securitization Theory falls under the discipline of security studies, which is a sub-field 

of international relations. Securitization theory challenges more traditional views of security 

within International Relations, in that it does not assume that issues are threatening and 

therefore does not view national security policy as a “natural given, but carefully designated 

by politicians and decision-makers” (Eroukhmanoff, 2018, p. 1). In this way, securitization 

theory goes against the realist and neorealist assumption that language simply describes a 

certain reality, in that it acknowledges that this language is constitutive to that reality 

(Balzacq, 2009). Therefore, securitization theory is more aligned with the international 

relations theory of social constructivism, and is even argued to take “the constructivist 

insights to their most elaborate form” (Vuori, 2016, p. 64) by socially constructing threats “to 

gain legitimacy for unpalatable policies that broke the rules of everyday politics” (Vuori, 

2016, p. 65). 
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Securitization Theory and the Copenhagen School 

Securitization theory originates from the Copenhagen School consisting of notable 

scholars like Barry Buzan, Ole Waever and Jaap de Wilde (Stritzel, 2014). Essentially, the 

concept of security here deals with national security discourse and aims to go beyond a state 

centric and military emphasis. In this way, securitization theory surpasses the state centrism 

within traditional security studies, by providing room to adequately address modern anxieties 

that are a result of a globalized world (Otukoya, 2024). Securitization theory is therefore 

argued to be useful to study (the construction of) threats posed by non-state actors and by 

transnational challenges like cyberattacks (Otukoya, 2024).   

 Studying securitization then, deals with how something is constructed as a threat or as 

an enemy. In other words: “the exact definition and criteria of securitization is constituted by 

the intersubjective establishment of an existential threat with a saliency sufficient to have 

substantial political effects” (Buzan et al., 1998, p. 25). This notion of an ‘existential threat’ is 

key within securitization theory, as a threat is constructed to be existential to the survival of 

not exclusively the state, but also to a population, an identity or a social order for example 

(Buzan et al., 1998).         

 Securitization goes one step beyond politicization in that the securitized issue 

supersedes political debate on its gravity with a discussion whether and what policy and 

resources from the government are required, and is now being handled with more urgency and 

speed potentially inflicting normal legal and social violations (Hansen and Nissenbaum, 

2009). The securitized issue has now become an existential threat and is accepted as such by 

the public, as a result of which extraordinary measures are justified in order to tackle the 

threat (Eroukhmanoff, 2018). An often cited example of this is the increased surveillance 

since the War on Terror after 9/11 and consequent debates on privacy violations after the 

Snowden revelations. Securitization of cyber threats can result in similar patterns, where 

heightened surveillance and personal data collection are justified, consequently challenging 

legal rights to privacy and freedom of expression (Garhwal & Pareek, 2024). 

Cyber Threats as Securitized? Scholarly Debate 

As the applicability of securitization theory to a range of new challenges in this 

globalized world has been disputed, unsurprisingly, its relevance to cyberspace has also been 

called into question.           



8 
 

 Fouad (2019) has engaged with the ‘existential threat’ dimension of securitization 

theory and has applied it to the case of cybersecurity. She recognizes that existentiality as 

such is disputed in the case of cybersecurity, as “the majority of cyber attacks that are seen as 

the most serious in history were neither objectively existential from a technical viewpoint, nor 

portrayed as such by the concerned actors” (Fouad, 2019, p. 636). Nevertheless, her empirical 

multi-actor analysis of cyber threat constructions demonstrates that existentiality is not a 

precondition for disruptive consequences to be seen as “immanent, urgent, and as serious 

threats to national security” (p. 636).        

 Dunn Cavelty (2008, p. 137) argues that the securitization of cybersecurity matters has 

failed, as she argues there is an absence of “exceptional measures” and acceptance by the 

audience, by referring to Buzan et al.’s (1998) framework. Nevertheless, Eriksson (2001) 

argues that the use of extraordinary measures like secrecy and the use of violence as part of 

securitization is rooted in a “traditional military-bureaucratic realm of security policy” (p. 

212) which contradicts its applicability to non-military threats. From Eriksson’s point of view 

then, exceptional measures in this sense are not necessarily a prerequisite for issues to be 

securitized. This idea is shared in some of the broader securitization literature, as arguably “an 

action or observable change of behaviour connected to the securitizing move” is what is 

important (Floyd, 2015, p. 684). It might therefore be arguably more fruitful to look at these 

as measures that indicate a clear shift from the status quo.     

 On a different note, threats like the ones coming from cyberspace have become so 

intuitively correlated with ‘security’ (as indicated by the now, widely accepted term of 

cybersecurity) that the applicability of securitization theory can be disputed according to Ole 

Waever (2014). From this perspective, viewing the issue as something that was previously not 

considered to be a security issue like religion or immigration, is less applicable. The notion 

that cyberspace arguably poses inherent risks and requires security measures is almost natural, 

in a similar way as nuclear power was quickly discovered to be exploitable for its destructive 

capacity and has therefore intuitively become a security risk. Following this reasoning, 

securitization theory has still been argued to be useful if applied to cyber issues. As Waever 

(2014, 10:53-11:03) states “we can then study how different securitizing actors want to make 

different referent objects the centre of attention, focus on different threats, different 

extraordinary measures”. This would mean that “the variation – the struggle going on within 

something that is generally accepted as a security issue – is still a powerful tool to 

understand” (Waever, 2014, 11:04-11:12). In other words, beyond analyzing speech acts that 

highlight cyber as a security issue, assessing speech acts for their differing foci on specific 
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cyber issues (1), what referent object it is that they threaten (2), and what extraordinary 

measures it is that they emphasize (3) can provide relevant insights. This is exactly what will 

be done in this research, through identifying these three dimensions and more specifically: 

how these dimensions are legitimized through speech acts and discursive methods.  

Desecuritization 

Apart from a process of securitization, Waever (1995) also recognized the possibility 

of desecuritization, which means a security issue is being moved back into the domain of 

‘normal’ politics. As a result, it de-escalates the heightened threat perception of an issue. As 

for cybersecurity, the risk is that society itself becomes securitized through fostering fear and 

mistrust among citizens as well as the tightening of the grip of government and its agencies 

through increased surveillance and control (Burton & Lain, 2020). Previous literature hardly 

discusses the exact practices that mark a process of desecuritization. However, from a logical 

reasoning it can be deducted that desecuritization avoids fostering fear among citizens by 

precisely empowering them with the tools to combat cyber threats. Furthermore, mistrust can 

be avoided by promoting collaboration and open conversation among different stakeholders.

 When talking about a cyber threat, it is arguably easy to speak of all the ways that 

make the issue threatening. What is a lot harder to do is to provide tangible solutions to a 

threat that go beyond abstract, traditionally state-led measures like collecting intelligence and 

resorting to diplomacy or even force. In order to de-securitize, is therefore important to bring 

cybersecurity issues out of this restrictive framework and empower citizens and other 

stakeholders in providing them with more clear-cut advice.     

 Often times, desecuritization is viewed as something that happens only after 

securitization. Nevertheless, it is important to note that these two processes can happen at the 

same time as has been empirically proven before (Austin & Beaulieu-Brossard, 2017). 

Setting the Scene: Australia and Cyber 

The cyber threat in Australia began to take a serious form as a national security issue 

in 2008. Then Prime Minister Kevin Rudd stated in his inaugural 2008 National Security 

Statement to Parliament that cyber threats are now one of Australia’s first-rate national 

security priorities (Rudd, 2008). This was quickly succeeded by the first Australian Defence 

White Paper to mention the term ‘cybersecurity’ in 2009 (Delavere, 2019). This was also 
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when the Cyber Security Operations Centre (CSOC) was created, which consisted of 

members from the ADF, DSD and DTSO and was established to achieve national security 

aims (Department of Defence, 2009, as cited in Delavere, 2019). Globally, the Australian 

government has been a strong supporter of cyber diplomacy, promoting values associated with 

a free, open, secure and internationally stable cyberspace while safeguarding national security 

(Feakin & Weaver, 2020). Nevertheless, Australia has been critiqued to use inconsistent cyber 

terminology and be inconsistent in its cyber policy development (Ladewig, 2018). 

Furthermore, Ladewig (2018) shows that there are parts of cyber policies and strategic 

documents that do not comply with current Australian strategies and endorsements of national 

resilience by the UN. This shows that there is still some ground to gain in terms of adequate 

cybersecurity awareness and policy development. 

Cyber Threat Perception in Australia 

(Traditional) Elite Perceptions: Government and Policy Papers. 

Since literature on securitization of the cyber threat in Australia is limited, the scope 

has been broadened to include scholarship that discusses the cyber threat perception in 

Australia more generally.         

 Delavere (2019) discursively analyzed the changing perceptions of cybersecurity in 

Australia and found that between 2000 and 2019 discourses around cybersecurity have 

significantly changed in the Australian Federal Government’s cyber security policies. This 

shift was marked by a turn from a policing framework towards a national security framework, 

with popular terms shifting from ‘technology enabled crime’ to ‘cyber warfare’ (p. 67) and 

from ‘national intelligence infrastructure’ to ‘critical infrastructure’ (p. 25). Another 

interesting finding is that state sponsored cyber attacks were not mentioned as an issue in any 

defense documents up until the 2013 Defence White Paper, which specifically mentions China 

as a concern (Delavere, 2019).         

 The study by Delavere is nicely succeeded by Brodtmann et al. (2023), who 

researched the views of the 46th Australian parliament (2019-2022) on cybersecurity and 

critical technology issues. They found that state-sponsored cyberattacks on critical 

infrastructure were seen as the most concerning cyber threat for Australia by its 

parliamentarians. In this study, state-backed cyber espionage came in second, and state-

backed cyber-enabled foreign interference third. One of the parliamentarians explained that 
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they ranked state-backed activity higher because they thought organized crime is mostly 

focused on money whereas state actors focus more on collecting intelligence and have the 

power “to cause massive disruption to their political enemies” (Brodtmann et al., 2023, p. 10).

 This heightened threat perception amongst parliamentarians could be explained by a 

state-backed actor targeting the Australian government and institutions with ongoing hacks as 

announced in 2020 (BBC News, 2020), after the political parties and parliament’s computer 

network were already targeted with an attempted cyberattack in 2019 (BBC News, 2019). 

Despite the aversion of a ‘catastrophe’ so far, it has been shown “that the single most 

important determination of threat perception is the penetration of a network of computers to 

which the elite is directly connected” (Lewis, 2014, p. 566) which also explains the Australian 

case. 

Influence of the Media on Cyber Threat Perceptions. 

Studying how news media depict the cyber threat is valuable since research shows that 

“news sentiment has a strong correlation with cyber risk perception” among the public (Xu et 

al., 2021, p. 1) reaffirming previous findings on risk perception (Liu et al., 1998). The strength 

of this correlation is more nuanced in other studies, highlighting the importance of other 

elements like psychographic aspects and cultural values (Kapuściński & Richards, 2016; Ng 

& Tan, 2022; Mazur, A. 2006). Therefore, news media’ influence on individual threat 

perceptions is difficult to support, yet it can be said that they influence the wider perceptual 

environment in shaping how individuals view the dominant opinion around them in their 

community and how much importance the community attaches to it (Mutz & Soss, 1997). 

Furthermore, national perceptions of the cyber threat can be constructed through global media 

coverage (Lewis, 2014). As an example, Lewis points to great media attention by outlets like 

the BBC focused on the ‘Anonymous’ hacker group. Anonymous is a “loosely affiliated group 

of hackers engaged in ‘anti-establishment’ dissent and pranks”, thereby falling under the 

category of ‘hacktivism’ (Lewis, 2014, p. 571). As a result, many governments realized a new 

type of threat could come from this type of activity. Yet Anonymous’ actual success has later 

been called into question and their activities have been regarded as “a minor irritation” where 

their “greatest skill seems to lie in writing press releases” (p. 571). 
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Media Cyber Threat Depictions. 

Only one study has researched Australian newspaper cyber threat constructions, which 

has been reflected on by the original authors on the separate occasions in their 2015 and 2016 

papers, respectively (Jarvis et al., 2015 & Jarvis et al., 2016). Their sample consisted of 535 

news items, across 7 countries and focused specifically on threat constructions of 

cyberterrorism1. This sample included 6 Australian newspapers: The Australian, Australian 

Telegraph, Australian Financial Review, The Sydney Morning Herald, The West Australian, 

and The Sun Herald. One of their most important findings in 2015 was that a large part of the 

analyzed media coverage “expresses real concern over the current or future threat posed by 

[cyberterrorism]” (Jarvis et al., 2015, p. 73). They point to a discrepancy between this threat 

construction and actual reality, as whether the capabilities and motives of potential 

cyberterrorists to involve themselves in this activity are present has often been questioned by 

other academics (Conway, 2014; Denning, 2012; Giacomello, 2004; Lewis, 2002). This would 

mean that “news coverage has a constitutive rather than corresponding relationship to the 

‘reality’ of cyberterrorism” meaning that “it is actively involved in the production of this 

potential security threat” (Jarvis et al., 2015, p. 73).      

 The same authors reflect more extensively on their findings in their 2016 paper, where 

they pointed to a surprisingly heterogeneous news media coverage of cyberterrorism instead 

of a unitary, exaggerated discourse on an imminent threat. The heterogeneity of coverage 

consisted of differing levels of anxiety; varying ideas on what potential cyberterrorists would 

look like; differing contexts and varying threatened or referent objects. Another interesting 

observation by the scholars is a tendency in media threat constructions to use larger 

referent/threatened objects such as ‘the West’ and ‘the globe’ which are inclined to result in 

greater anxiety (Jarvis et al., 2016, p. 85). This suggests a moving away from more traditional 

threat constructions around ‘the state’ and ‘national security’ as being threatened, and instead 

indicates “a broader anxiety toward threats against interconnected and potentially vulnerable 

systems” (Jarvis et al., 2016, p. 85).        

 While Jarvis et al. (2015 & 2016) provide a great starting point on studying Australian 

news coverage on the cyber threat, their scope is limited to conceptions of ‘cyberterrorism’ 

specifically. As a highly contested concept, news coverage is likely to contain more 

conventional and accepted terms like ‘cyberattacks’ and ‘cyber crime’ which would yield 

more representative results of the current debate around cyber threats. Furthermore, while 

their combined approach of news articles from the UK, Australia and U.S. definitely poses a 



13 
 

strength, in the end their research analyzes the big heap of these news articles from ‘the West’ 

and does not distinguish between each nation. By zooming in on Australia specifically, clearer 

patterns might emerge which might tell us more about how the cyber threat is constructed 

from a more discursive, qualitative perspective. 

Audience Perceptions. 

Manwaring and Holloway (2021) conducted a survey among 1504 Australian citizens 

and a focus group with 62 Australian citizens on their threat perceptions of cyber-enabled 

foreign interference in Australia. They specifically highlight their focus group finding that a 

substantial amount of Australian citizens’ threat perceptions of cyber operations are 

influenced by media reporting on comparable cyberattacks in other states instead of coverage 

on Australia. As the authors state “Australian media may well be insufficiently reporting on 

Australia’s challenges relative to, for instance, the “spectacle” of foreign interference in US 

Presidential elections” (p. 350). The scholars then proceed to translate this finding into a 

potential indicator for poor knowledge among Australians on actual cyber risks in Australia, 

where they come from, with which goals and with which capabilities. Potentially another 

indication follows from this: if multiple studies point to U.S. media’ securitization of the 

cyber threat, there could be a spillover effect to not only Australian media, but also to 

Australian citizen perceptions.         

 As research on the Australian case is scarce, the next section will continue to draw 

parallels with the wider, global context of cyber securitization. 

Cyber Threat Perception beyond Australia 

(Traditional) Elite Perceptions: Government and Policy Papers 

Despite the acknowledged influence of alternative securitizing actors beyond the state 

within securitization theory, the scholarly body on cyber securitization beyond Australia has 

still largely focused on official government and political discourse. A majority of academics 

have analyzed the U.S., but there are also scholars which have analyzed Israel (Cristiano, 

2020) for its unique and striking degree of cyber securitization and militarization and Estonia 

(van Ooijen, 2020) for its cybersecurity leadership after the 2007 cyberattacks targeting its 

state. Other instances of research include those studying securitization in Russia, the EU, 
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China and Switzerland (Gorr & Schünemann, 2013; Claessen, 2020; Güven, 2021; Dunn 

Cavelty & Egloff, 2021). The focus however in this part of the literature review will be on the 

more elaborate scholarship analyzing American cyber securitization, due to the close alliance 

and security ties between the U.S. and Australia, including ties concerning cyber security 

(Kelton & Rogers, 2020). Drawing from both American and Australian scholarship will 

therefore be useful to see whether similarities or patterns arise in the analysis part of this 

thesis.            

 Hjalmarsson (2013) used a qualitative and quantitative content analysis to study the 

presence of securitizing speech acts on cybersecurity under the Obama Administration in 

official press releases and speeches by the DoS and the DoD. In the qualitative section he 

found that securitization is made possible through talking about cyberspace as a “series of 

connected referent objects, bound together by a network” that is under a continuous threat 

from a range of adversaries (Hjalmarsson, 2013, p. 20). Furthermore, he found that by 

referring to known catastrophes like Pearl Harbor and 9/11, the securitizing actors reinforce 

an existential threat narrative with ripple effects to a range of cyber-connected objects. In this 

way, “urgent and decisive action to combat the threat posed to the sovereignty of the nation” 

is justified by Obama and former Secretary of Defense Leon Panetta (p. 20).   

 Cruz Lobato and Kenkel (2015) draw a comparison between Brazil and the U.S. in 

their cyber securitization discourse. While analyzing media texts in addition to policy 

documents, the emphasis lies largely on policy documents. Nevertheless, the authors still 

arrive at relevant findings. They note that in the case of Brazil, securitization discourse is part 

of a “slow and restricted process” of securitization (p. 37) by pointing to a discourse on 

cybersecurity that is broader than defense with limited audience recognition. On the contrary, 

for the U.S. they found that the securitization process is much more consolidated, evident 

from a discourse that relies much more strongly on references to the military sector. This 

points to an evolving of securitization in the U.S. to a process of militarization of cyberspace, 

which is in line with previous research highlighting a trend among American policy-makers 

“to frame cyber security as a strategic-military issue and to focus on countermeasures such as 

cyber offence and defence, or cyber deterrence” (Dunn Cavelty, 2012, p. 104). 

Media Cyber Threat Depictions 

Despite a scholarly tendency to analyze elite speech acts, securitization theory does 

acknowledge alternative securitizing actors beyond the state and its elite actors (Waever, 
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2014). For example, some scholars have veered into a more interdisciplinary domain by 

focusing on media discourses through employing both a securitization and media framing 

angle. In his study on securitization processes around terrorism and migration in the U.S., 

Qadri (2020, p. 2) found that “press framing appears to have influenced public attitudes, 

above and beyond political elite signals, suggesting that the media can act as an independent 

and strategic actor”. Considering the (sometimes neglected) crucial aspect of audience 

acceptance within securitization theory, this makes the abovementioned finding of the 

importance of media within securitization processes all the more relevant (Buzan et al., 1998; 

Côté, 2016). Not only can media influence public perception on a security issue, media 

narratives can also be instrumentalized by political actors in drawing attention to an issue as 

one that ought to be viewed as a threat to security (Tagliapietra, 2021).   

 Among the few scholars that have combined securitization theory with cybersecurity 

and a (content and discursive) media analysis is Hart (2012). She applied a quantitative 

content analysis to news articles on cybersecurity from prominent American newspapers 

published between 1990 and 2010. In the second part, Hart employed a qualitative framing 

analysis and applied it to the year of 1990 and 2010 to see how the cybersecurity discourse 

and framing developed over time. Hart found that in 1990 there was still a strong emphasis on 

anti-regulatory (cybersecurity regulations should not go at the expense of the economy) and 

civil liberties (no government monitoring) frames in relation to cybersecurity. By 2010 

however, the scales had started to tip as most articles had a strong national security emphasis 

pointing into the direction of cybersecurity as an accepted threat to national security. 

Furthermore, by 2010, “increased control and surveillance of cyberspace were portrayed not 

as a threat to civil liberties, but rather as a necessary measure in order to secure freedom” 

(Hart, 2012, p. 132), indicating potential successful securitization. What is even more 

noteworthy is that the media in this case did not only reflect securitization, but were also used 

to securitize. As Hart (2012, p. 132) states: “by understanding that the media is an audience 

itself, security professionals were able to use journalistic conventions to manipulate the 

framing of this event so as to change the terms of the cybersecurity debate”.   

 The idea that official security actors are aware of the media’s tendency to pick up on 

their official statements as a ‘legitimate primary source’ according to journalistic conventions 

reflects Tagliapietra’s (2021) notion that elite actors instrumentalize the media to highlight 

security issues. While previous research has shown that the majority of sources used in 

European news media when talking about migration issues are political actors (Berry et al., 

2016), within cybersecurity news it is possible that the majority of sources constitutes both 
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political actors and cybersecurity professionals. This is because commercial threat reports 

“constitute the largest, and often the only, source of data on cyber operations” which can then 

consequently influence how policy-makers, academics and media report on threats 

(Maschmeyer et al., 2021). Private sector reporting on cyber operations has found to be prone 

to bias on use of unique TTPs, high-profile targeted victims and high-profile threat actors – a 

bias which can then replicate itself in government and media reporting (Maschmeyer et al., 

2021). The reason for such a private sector bias might be commercial (Maschmeyer et al., 

2021), but could also be the result of a ‘visibility bias’ where clandestine cyber operations 

take a long time to be discovered and as such are underreported despite having a very real 

influence within the cyber operations landscape (Oppenheimer, 2024).   

 The replication of this private sector bias or ‘double bias’ by the media regarding 

cyber operations was studied by Makridis et al. (2024), who found that more news stories 

focus on zero-day exploits and provide more coverage on disruptive and destructive cyber 

operations than on espionage operations (84% to 100% more, Makridis et al., 2024, p. 74). 

Furthermore, the scholars found that most new stories focus on healthcare and energy sectors, 

and less stories cover military, finance, government and media sectors.   

 Fouad (2019) provides another, excellent discourse analysis of the construction of 

cyber threats by media and other actors in the U.S. from 2003 to 2016. She points out that 

current scholarship on cyber securitization mostly focuses on official and government 

discourses which does not accurately reflect reality where cybersecurity narratives are co-

produced. Fouad differentiates between threat and attack attribution, and notes that the 

government and certain think tanks are inclined to participate in threat attribution (of 

cyberattacks that have not occurred yet) whereas the private sector focuses more on attack 

attribution (of cyberattacks that have occurred). She argues that it is precisely the threat 

attribution that contributes to securitization, as cyberattacks are attributed to conventional 

enemies “as a facilitating condition for securitization” (p. 635). This connects to the findings 

from Boholm’s (2021) research, who does not touch on securitization theory but does analyze 

cyber threats in Swedish news coverage. He found that although newspapers do cover actual 

events, they mostly demonstrate “amplification without the event” (p. 1), meaning that threats 

are not connected to actual events which goes against common news conventions. 

 Given the empirical evidence outside of Australia that points to a reinforcement of 

cyber securitization by news media using specific cyber threat narratives, this research will be 

relevant in demonstrating whether similar securitizing patterns can be observed for the 

Australian case.  
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Methodology 

Australia was chosen as a case study for its unique geographic location, being a 

western power in close proximity to China, potentially indicating a heightened threat 

perception. Furthermore, the recently approved revolutionary under-16 social media ban in 

Australia could indicate a strong presence of heightened threat perception in relation to 

cyberspace (Ritchie, 2024). The analysis will focus on Australian news media, looking at 

cyber editorial and opinion pieces in ‘The Australian’ between December 1 2023 and 

December 1 2024. The specific time span was selected to allow for an analysis of the most 

recent news coverage, with a limit of one year to allow for a qualitative over quantitative 

analysis. Following Fouad’s (2019) reasoning, editorial and opinion pieces were selected 

instead of general news articles, as these are “presumably more explicit on policies and threat 

perceptions on the subject matter than news reporting” (p. 634). The Australian newspaper 

was selected for its popularity and for its sufficient amount of opinion pieces on cyber issues. 

The news articles were obtained through NexisUni, an online archive for news sources.   

Method 

The method employed is a qualitative discourse analysis, as this method is a good fit 

for studying securitization discourse, as studying securitization inherently deals with 

analyzing speech acts. Analyzing what specific cyber threat perceptions are constructed and 

securitized through Australian news media speech acts can help to gain a better understanding 

of the process of cyber securitization and can help uncover potential priorities and biases. 

Discourse analysis looks at language ‘above the sentence’. Within this process, the aim is to 

identify patterns which can go beyond one sentence (Cameron & Panović, 2014). With a 

qualitative discourse analysis, the goal is not to approach how many speech acts occur in a 

certain category which is reserved for a quantitative approach. Rather, the qualitative 

approach is more useful to help “illustrate how (…) textual and social processes are 

intrinsically connected and to describe, in specific contexts, the implications of this 

connection for the way we think and act in the contemporary world” (George, 1994, as cited 

in Milliken, 1999, p. 225). Therefore, it is useful to study how Australian news articles depict 

cybersecurity, as a discourse analyses exposes how these textual processes explain how 

securitization is constructed through speech acts.       

 The specific type of discourse analysis used is a Foucauldian discourse analysis 
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(FDA). FDA takes the context of broader structures of meaning, history and society into 

account. From the Foucauldian view on discourse analysis, individual speech acts only 

become meaningful from their “interconnection with other texts, the different discourses on 

which they draw, and the nature of their production, dissemination, and consumption” 

(Phillips & Hardy, 2002, 3-4). As securitization is something that is socio-politically 

constructed, it is helpful to look at the context within which a speech act occurs which 

Foucauldian discourse analysis facilitates. This will be done by taking into account the social 

and historical contexts that give meaning to a certain speech act. Furthermore, applying 

securitization theory facilitates further reflection above the sentence level, by identifying 

patterns in the referent objects (1), main cybersecurity issue (2) and the securitizing actor(s) 

(3). This reflection will be included for each speech act where meaningful patterns can be 

observed. From Phillips & Hardy’s (2002) conceptualization then, the focus in this analysis 

will be on connections with other speech acts and texts and the various discourses that are 

used to trigger certain frames. Furthermore, the three identified categories within 

securitization theory zoom in mainly on the nature of the production of speech acts and their 

consequent securitization.         

 A useful framework to help us identify certain meaningful speech acts is provided by 

Chilton (1987). This author talks of ‘critical discourse moments’ (CDMs) which are 

associated with ideological practices. He notes that “the aim is to "mobilise meaning" by (1) 

legitimising (2) reifying (3) dissimulating” (Chilton, 1987, p. 17) all of which can be 

uncovered in “the linguistic fine detail of discourse” (Chilton, 1987, p. 12). In this way, 

“legitimation and reification are accomplished by means of claiming common ground; 

reification and dissimulation can be accomplished by verbal avoidance tact” (Chilton, 1987, p. 

12). At the time, Chilton mentioned this framework would be suitable to study militarization 

in nuclear discourse, yet he also acknowledged it would be fit for studying other forms of 

discourse.            

 This framework is also particularly helpful to look at securitization in cyber discourse. 

For example, legitimation within cyber securitization can be achieved by emphasizing a 

particular referent object that is threatened like (conventionally) the state or national security. 

Reification is also particularly relevant, as arguably it is likely that the intangibility of cyber 

would go hand in hand with discourse including the use of metaphors that attempt to make 

cyber issues more tangible in order to increase threat perception. Furthermore, identifying 

dissimulation can be helpful to lay bare that what is not being said – or deliberately being left 

out of the picture – in order to achieve a more successful securitization of cyber issues.
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 Chilton (1987) speaks of metaphors and euphemisms as the two key categories of 

ideological discourse. 

Metaphors 

According to Chilton (1987, p. 17), metaphors “trigger frames” and “map frames onto 

other frames”, where the function can be to legitimize, reify or dissimulate. Within metaphors, 

linguistically speaking the discourse can either be lexical or a grammatical metaphor. Lexical 

means attributing a certain characteristic to the subject, like saying ‘cyberattacks are a 

pandemic’. A grammatical metaphor can be subdivided into pronouns (a), modal ambiguity 

(b) and nominalisations (c). Pronouns like ‘we’ and ‘our’ can be used to infer shared 

responsibility and legitimize securitization. Modal ambiguity refers to imposing an 

uncontested opinion of something or controlling an action that has been decided already by 

the actor. For example, ‘cybersecurity must be the number one priority to protect the nation’. 

Here, a practical urgency frame is imposed on the referent object that is ‘the nation’, which 

serves to legitimize the securitizing action. Nominalisation is the process of transforming a 

verb into a more abstract noun. This can be used to dissimulate the agent and the one affected, 

like transforming ‘deter’ into ‘deterrence’, which eliminates the need for naming the one who 

deters and the one who is deterred.  

Euphemisms 

Euphemisms are used to create a softer impression of something that would otherwise 

be considered unpleasant or harsh. Euphemisms can again be either lexical or grammatical. 

 A lexical euphemism refers to replacing one word (group) with another word (group), 

such as ‘kill’ with ‘neutralize’ (Chilton, 1987, p. 17).     

 Grammatical euphemisms can be subdivided into nominalisations (a), passive 

constructions (b) and presuppositions (c). A nominalization serves to dissimulate the agent 

and/or the one affected, for example by saying “nuclear release” (Chilton, 1987, p. 17) which 

dissimulates the actor and/or the one affected. A passive construction is for example seen in a 

phrase like ‘Cybersecurity training must be installed’ which dissimulates by whom and 

creates distance. A presupposition can be found in a phrase like ‘why we must defend against 

our enemies in cyberspace’, which presupposes ‘we have enemies in cyberspace’ and that ‘we 

must defend’. 
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Sampling and Data Collection 

The final sample was obtained through the online news archive of NexisUni (see 

Appendix A). Articles were filtered by the time span December 1, 2023 to December 1, 2024 

in The Australian. The search terms ‘Commentary Cyber’, ‘Cybercrime’ and ‘Cybersecurity’ 

were used to select relevant news articles fitting in the category of cybersecurity news. For 

each category, articles were filtered to include only editorial and opinion pieces. Additionally, 

only articles were selected that placed sufficient focus on cyber issues (at least one paragraph) 

as opposed to news articles mentioning cyber only once in a listing of a variety of issues for 

example. This search resulted in a total of 43 articles. For a qualitative approach, this sample 

size allows for sufficient opportunity for patterns to emerge and to zoom in on specific 

instances in the analysis. A bigger sample size would require a bigger research scope and is 

arguably better suited for a quantitative analysis, which is outside of the scope of this specific 

research. Furthermore, the fact that patterns were reinforced by similar speech acts that kept 

arising towards the end of the analysis indicates a sufficient level of research saturation. 

Operationalization 

The final analysis took place by coding all speech acts through categorization (see 

Appendix B). Each article was numbered in sequence of analysis, to allow for easy reference. 

Based on the literature review and securitization theory, the categories of ‘central cyber issue’, 

‘securitizing actor’, ‘referent object’ and ‘emergency measures’ were created beforehand. An 

iterative approach was also utilized here to allow for new categories to emerge throughout the 

analysis. The coding was executed through indexing the data by “making marginal notes 

about significant remarks or observations” (Bryman, 2016, p. 581) which later helped to spot 

patterns and highlight meaningful findings when writing the analysis. 

Validity, Reliability and Limitations 

The internal validity of this research was affirmed by data developed out of the 

discourse analysis that was in line with the developed theoretical ideas. The external validity 

of this research is reinforced by the fact that some of the findings align with previous 

empirical findings from other case studies in different settings and could therefore be 

applicable (to a certain extent) to the grand social setting of the process of securitization 
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(Bryman, 2016). The research’s rigor is strengthened by using an iterative process which 

allows for a critical reflection throughout the analysis.     

 The external reliability can be a bit tricky to ensure in qualitative research. 

Nevertheless, the findings should be replicable to the extent that one looks at the similar body 

of literature in cyber securitization and observes comparable patterns in the news articles 

(Bryman, 2016). Since only one observer conducted the research, internal reliability is not 

applicable in this case.         

 A limitation of this research is that it cannot fully account for the role of the audience 

within securitization processes. However, news media have been theorized before as both 

securitizing actors and audience (Hart, 2012). This analysis therefore provides at least some 

insights into how securitizing moves are picked up on by the media as an audience. However, 

to gain a more comprehensive understanding of the role of the audience additional research 

through for surveys, interviews and focus groups is recommended.   

Analysis 

Presupposition of Cyber Operations’ Low-cost and Effectiveness 

1) “The most immediate, low-cost and potentially high-impact vector for sabotage is 

cyber.” (Uhlmann, 2024, para. 4) central cyber threat: cyber sabotage of critical 

infrastructure // securitizing actor: ASIO (Australian Security Intelligence 

Organization) director-general Mike Burgess 

2) “Yet today, saboteurs targeting our infrastructure are more likely to come with USB 

sticks than sticks of dynamite.” (Rogers, 2024, para. 3) central cyber threat: state-

sponsored cyber sabotage of critical infrastructure // securitizing actor: Retired 

Admiral Mike Rogers, former head of US NSA 

 

Quote number 1 is stated as a fact: this is a the grammatical euphemism of a 

presupposition and ‘dissimulates’ (Chilton, 1987, p. 17) the entire debate on the unknown cost 

of a cyberweapon (Smeets, 2016) and the critical discussion on the one-use only nature of 

zero-day cyberattacks which calls into question the efficiency of certain cyberweapons (Hall 

& Rowe, 2018). Quote number 1 also does not acknowledge that high risk OT systems such 

as those operating in nuclear power plants and secretive defense systems use air-gapped 

systems. This does not mean that they are safe from cyberattacks altogether, but it does imply 
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that a higher degree of sophistication is required in order to penetrate the system. While a 

100% air-gapped system cannot be penetrated purely from the outside, malware can be 

installed through physical insertion of an infected USB-drive or through manipulating an 

insider into installing a malicious file. Quote number 2 does acknowledge a USB stick is 

required, yet fails to reflect on it as a technique that would require a high degree of 

sophistication. Furthermore, the insertion of a USB stick still requires a physical presence at 

the site, which eliminates the higher chance of remaining anonymous usually provided 

through cyber operations. This quote number 2 therefore dissimulates a convincing reason 

why saboteurs are more likely to come with USB sticks than dynamite. These examples show 

what is not being said within the speech acts of number 1 and 2. By factually stating cyber 

used for sabotage as ‘low cost’ and as ‘more likely to be used than dynamite’, therefore 

implying a higher degree of efficiency, the actual scholarly debate on these ideas very much 

contesting their factuality is swept under the rug. The dissimulation of this debate therefore 

serves to legitimize the likelihood of cyber sabotage attacks on critical infrastructure. 

The analogy of territoriality in cyberspace 

Even though a key agreed upon feature of cyberspace is its transnational and 

borderless nature, a pattern was identified in speech acts that pointed to cyberspace as 

something that could be nationally construed. This became clear from references to borders, 

but also to sovereignty and critical infrastructure in relation to the nation.  

Borders and ‘the Securable Cyberspace’. 

3) “The landmines for a future war have likely already been laid inside our borders.” 

(Uhlmann, 2024, para. 1) (A5) central cyber threat: cyber sabotage of critical 

infrastructure // securitizing actor: journalist 

4) “… the enemy is already inside the castle walls.” (Uhlmann, 2024, para. 6) (A5) 

central cyber threat: cyber sabotage of critical infrastructure // securitizing actors: 

ASIO, FBI, journalist 

5) “… virtual bombs are planted on home soil …” (Uhlmann, 2024, para. 16) (A5) 

central cyber threat: cyber sabotage of critical infrastructure // securitizing actor: 

journalist 

6) “Clearly the digital world is the new frontier in crime.” (“Cyber attacks now”, 

2024, para. 4) (A6) central cyber threat: cyberattacks against hospitals and courts of 

law // securitizing actor: journalist 
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7) “Our fight against cyber crime is being fought on many fronts but evolving 

quickly.” (Owen, 2024, para. 1) (A43) central cyber threat: cybercrime // securitizing 

actor: Deloitte Australia 

Quote number 2 refers to warnings issued by ASIO (Australian Security Intelligence 

Organization) and the FBI about China having infiltrated critical infrastructure systems. In 

this case, using the lexical metaphor of castle walls for borders triggers the frame of a castle 

that needs to be protected and defended. In this way, reification is used to make the sense that 

borders require protection more tangible.        

 This reiteration of borders is also visible in quote number 4 (‘new frontier’) and quote 

number 5 (‘on many fronts’). By referring to ‘the digital world’ and ‘cybercrime’ as 

something that can be defended from behind a front or border, it discursively constructs an 

artificial sense of control. Interestingly enough, this discursive movement of looking at 

cyberspace as a territory divided by borders has been recognized priorly. Balzacq and Cavelty 

(2016, p. 196) state that “this type of politics is about the establishment of territoriality and 

borders in the virtual realm, about nationally owned space and a nationally definable space, 

based on physical infrastructures”. This creates the idea of a “closured, safe cocoon of a 

delimited and thus defendable and securable place newly reordered by the state as the sole 

real guarantor of security” (Balzacq and Cavelty, 2016, p. 196). Only in this case are multiple 

securitizing actors at play, beyond the state: journalists, intelligence and security agencies and 

private consulting firm Deloitte. Mainly the latter three actors share an interest in legitimizing 

their ability to defend from cyber threats that can seemingly appear from any direction. 

Journalists actively contribute to reinforce this idea through similar reporting in feature 

articles and opinion pieces. The tendency to legitimize the ability to defend through 

constructing territoriality fits into a ‘Westphalian process’. Coined by Demchak and 

Dombrowski (2011, p. 36), this Westphalian process is part of “a new cybered conflict age in 

which states need to define territorial spaces of safety to reassure their citizens’ safety and 

economic well-being”. In this way, the Westphalian ideology is instrumentalized by the 

different securitizing actors to create a sense of control and legitimize their role.  
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Sovereignty as Referent Object and Measure. 

Another striking pattern that was derived from the discourse analysis is a focus on (IT) 

sovereignty.  

8) “Microsoft and Crowdstrike did not issue statements about the outage until about four 

hours after it left businesses paralysed. This has exposed a gaping flaw in Australia's 

IT sovereignty.” (Lynch, 2024a, para. 15) (A31) central cyber threat: foreign IT 

dependency, Crowdstrike incident // securitizing actor: journalist  

9) “we need to attract all the local tech talent we can if we are to build our IT sovereign 

capability.” (Lynch, 2024b, para. 12) (A39). central cyber threat: foreign IT 

dependency, Crowdstrike incident // securitizing actor: journalist  

10) "downplaying the threat of foreign interference only serves to embolden the CCP and 

undermines Australia's ability to protect its sovereignty".” (Naparstek, 2024, para. 

37) (A27) central cyber threat: CCP data collection through Tiktok // securitizing 

actor: security professional/risk advisor 

11) “The US bipartisan consensus gives the Albanese government political cover to 

protect our sovereignty by following the US approach …” (Naparstek, 2024, para. 

41) (A27) central cyber threat: CCP data collection through Tiktok // securitizing 

actor: security professional/growth consultant 

What is noteworthy here is that, in the case of quote number 8 and number 9, 

sovereignty is connected to the Crowdstrike incident. This is interesting, because at the time 

Crowdstrike had already disclosed that it was not a (state) hacker’s doing that caused the 

system outage. Usually, sovereignty is used as a device of international law to fall back on 

when another state is threatening to interfere in a state’s (domestic) affairs. It can therefore be 

called into question to what degree sovereignty is useful to emphasize as a referent object in 

the case of the Crowstrike incident. If international law can only be breached by states, and in 

the case of Crowdstrike there was not even an attack but an incident at play, the usefulness of 

sovereignty as a referent object is strongly debatable.    

 Arguably then, in the case of quote number 10 and 11 the case made for sovereignty as 

a referent object is more convincing. Data collection by the CCP through Tiktok that is 

discussed around these quotes is exercised below the level of the use of force. Sovereignty 

then, becomes a useful concept to instrumentalize for securitization of this data collection 

cyber threat (Jančárková, 2023).        
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 Another way to view the use of sovereignty within this discourse is to see it as a 

measure argued for within the securitization of cyber threats. This is most apparent in quote 

number 9 “to build our IT sovereign capability” and indirectly through quote number 8 “a 

gaping flaw in Australia’s IT sovereignty”, implying it requires fixing. Furthermore, in the 

latter case, the grammatical euphemism of a presupposition assumes that Australia already 

possesses IT sovereignty or otherwise should strive for IT sovereignty. This is not surprising, 

considering the general popularity of wider discourses on technology sovereignty during 

times of turbulence (Edler et al., 2023). In this way, where international trade based on 

globalism is otherwise the norm, arguing for IT sovereignty can be seen as a measure justified 

through the securitization of foreign dependency on IT. This is because at the core of IT 

sovereignty lies the aim to exercise control over the development of IT technologies and 

processes (Edler et al., 2023). 

Critical Infrastructure in Relation to the Nation.  

12) “A smart enemy will do everything … to break any internal systems keeping the 

nation on its feet.” (Bergin & Jennings, 2024, para. 7) (A7) central cyber threat: 

global supply chain warfare (with China) // securitizing actor: Strategic Analysis 

Australia (think tank) 

13) “Hardening the nation's cyber defences, especially those protecting infrastructure 

and essential services, must be an increasingly important priority.” (“Threats to 

infrastructure”, 2024, para. 4) (A41) central cyber threat: hacking of critical 

infrastucture // securitizing actor: journalist 

14) “… ASD director-general Rachel Noble has been warning about the threat posed by 

state-based hackers to critical infrastructure for years.” (Uhlmann, 2024, para. 9) 

(A5) central cyber threat: hacking of critical infrastructure // securitizing actor: ASD 

(Australian Signals Directorate), journalist 

15) “But the more worrying danger is if, or more likely when, a major government 

agency or piece of national critical infrastructure is affected.” (Thompson, 2024, 

para. 9) (A29) central cyber threat: reliance on foreign (cyber) technology // 

securitizing actor: cybersecurity professional 

16) “… so if we get more people entering the profession with diverse backgrounds 

professionally and personally, we will be better able to protect critical 

infrastructure." (“Driving diversity for”, 2024, para. 23) (A33) central cyber threat: 

cyberattacks on critical infrastructure // securitizing actor: cybersecurity professional  
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As previously suspected and demonstrated in the literature review, the referent object of 

critical infrastructure was indeed a reoccurring pattern. Here it is useful to analyze how cyber 

threats are discursively securitized by means of critical infrastructure as a referent object. In 

the case of quotes number 1 and 2, (critical) infrastructure is linked to “keeping the nation on 

its feet” and to requiring special protection from the “nation’s cyber defenses”. By using the 

reification of “keeping the nation on its feet” for critical infrastructure, the threat of an attack 

on that very infrastructure is made more tangible. It implies that it is the very foundation of 

the nation upon which it rests, and swiping that away would be the literal downfall of the 

nation. “Hardening the nation’s cyber defenses” functions as a measure arguing for an 

increase in cyber defense resources which is then justified through the referent object of 

critical infrastructure as threatened by hacking.       

 That a particularly high focus is placed on critical infrastructure as the referent object 

of cyber threats, is nicely illustrated by quotes number 4 and 5. In quote 4 cyberattacks on 

national critical infrastructure and major government agencies are stated to be “the more 

worrying danger” as opposed to a data breach of club patrons in New South Wales. “Are the 

more worrying” serves as a modal ambiguity for strengthening the threat of a cyberattack on 

critical infrastructure while at the same time dissimulating why this is the case. In quote 

number 5, more cybersecurity professionals are stated as the measure needed to combat the 

referent object of critical infrastructure threatened by cyberattacks. What is interesting here is 

that critical infrastructure is the only referent object named without it being the main topic of 

the news article. This dissimulates the range of other cyber issues that could benefit from 

more cybersecurity workers and legitimizes the securitization of cyberattacks on critical 

infrastructure specifically.  

Referent Objects: From Middle Level to Individual and System Level 

While traditionally securitization is best known for middle level referent objects like 

‘the state’ or ‘national security’, from the analysis it became clear that in the case of cyber 

threats in Australia a wide range of referent objects are utilized to securitize cyber threats. 

This is done . 

Middle Level: National Security. 

17) “The outage was not just a matter of inconvenience that stopped people from paying 

for groceries at check-outs or complete online banking, but a matter of national 



27 
 

security.” (Lynch, 2024a, para. 5) (A31) central cyber threat: Crowdstrike incident // 

securitizing actor: journalist 

18) “As the attacks demonstrate, it is also a weak link in our national security.” (“Cyber 

attacks now”, 2024, para. 4) (A6) central cyber threat: cyberattacks against hospitals 

and courts of law // securitizing actor: journalist 

In quote number 17, the importance of national security as the referent object 

threatened by the Crowdstrike incident is reinforced by placing it above ‘a mere 

inconvenience’. In quote number 18, Australian national security as a referent object is 

reinforced by referring to its weakness and to the cyberattacks against Victoria’s court system 

and the St Vincent Health Australia. It is noteworthy that in both cases this amplification goes 

hand in hand with an actual cyber event, which is in line with news conventions.  

System-level: Democracy, International Rules-based Order and Alliances. 

On the system-level, various referent objects were identified that were utilized in 

different contexts. 

19) “It [Beijing] runs a relentless information war aimed at undermining our democracy 

and our alliances.” (Uhlmann, 2024, para. 20) (A5) central cyber threat: cyber-

enabled influence operations (by CCP) // securitizing actor: journalist 

20) “To voice no objection no matter what it decides to do in the world, our region or our 

nation.” (Uhlmann, 2024, para. 25) (A5) central cyber threat: cyber-enabled influence 

operations (by CCP) // securitizing actor: journalist 

21) “A smart enemy will do everything to isolate Australia from its allies …” (Bergin & 

Jennings, 2024, para. 7) (A7) central cyber threat: global supply chain warfare (with 

China) // securitizing actor: Strategic Analysis Australia (think tank) 

22) “Under Xi's rule, Australia and Indo-Pacific allies have been subjected to aggression 

ranging from … state-sanctioned cyber attacks targeting critical infrastructure, foreign 

interference campaigns undermining democratic institutions …” (Chambers, 2024a, 

para. 7) (A18) central cyber threats: [stated above] // securitizing actor: journalist 

23) “… to ensure that we uphold the international rules-based order …” (Lam and 

Lynch, 2024, para. 15) (A22) central cyber threats: cyberattack by Russian hacker 

against Medibank // securitizing actor: Australian minister of foreign affairs 



28 
 

What is immediately noteworthy here is that all of these cyber threats are linked to 

either China or Russia, which seems to trigger to need for using a referent object at the 

system-level. This tendency in media threat constructions to use larger referent objects aligns 

with prior research (Jarvis et al., 2016), yet has not been linked to nation-affiliated cyber 

threats before. This greater anxiety invoked by using system-level referent objects can be 

utilized to heighten threat perception of cyber threats coming from other nations or nation-

sponsored groups. It can also be logically explained by viewing the cyber threat as stemming 

from a state that has a different ideology, resulting in a macro-level referent object (Buzan & 

Waever, 2009). In this way, the level of the state is transcended, by referring to higher, 

interconnected systems like “the international rules-based order” in quote number 23 or “our 

region” in quote number 20.         

 Surprisingly, alliances as a referent object were also underscored in some news 

articles. This is apparent in quote number 19 “our alliances” and quote number 21 “its 

[Australia’s] allies”. ‘Undermining’ of these alliances and ‘isolation’ from these allies are used 

to legitimize the cyber threats of cyber-enabled influence operations and global supply chain 

warfare. This legitimization also stems from the importance of alliances to Australia’s security 

in the Asia-Pacific, particularly its alliance with the US (ANZUS) (Beeson, 2015).  

 What is noteworthy here though, is that there is a tension at play here in the referent 

object of alliances. Australians place greater value on the US alliance during Obama’s and 

Biden’s presidencies than during Bush’s and Trump’s (Lowy Institute, 2024). The news 

articles from quote number 19 and 21 were published under Biden’s presidency. This would 

mean that the use of ‘alliances’ and ‘allies’ as referent objects of cyber threats was likely more 

effective for cyber securitization at the time than today and in the foreseeable future under 

Trump’s presidency. 

Individual Level: Australians and Children. 

24) “… we need to make sure our cyber security workforce is equipped with the right 

skills to protect us all against fast-moving cyber threats.” (Owen, 2024, para. 15) 

(A43) central cyber threat: cybercrime // securitizing actor: journalist 

25) “It is time for the Albanese government to get serious … following the US TikTok 

crackdown, updating electronic surveillance laws, … joining global pressure 

campaigns targeting tech giants and legislating powers giving security agencies tools 

and resources they need to protect families, children and our economic interests.” 

(Chambers, 2024b, para. 13) (A17) central cyber threats: Chinese and Russian foreign-
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interference (through Tiktok) and state-sponsored cyber attacks targeting critical 

infrastructure // securitizing actor: journalist 

26) “There is no doubt our children are paying the price.” (Miller, 2024, para. 5) (A40) 

central cyber threat: tech monopolies // securitizing actor: chairman news corporation 

Australia 

27) “It's time for a digital environment that protects vulnerable people rather than preys on 

them. It's time to protect our children, our parents and our national identity.” (Miller, 

2024, para. 25) (A40) central cyber threat: tech monopolies // securitizing actor: 

chairman news corporation Australia 

In the case of quote number 24, the lexical pronoun of ‘us’ is used as a metaphor. The 

frame of “all of us” is then triggered to infer shared victimization and legitimize the 

securitization of cybercrime by promoting the measure of a ‘well-equiped cyber security 

workforce’.          

 However what is most striking here is the use of children and families/parents as 

referent objects in quote number 25, 26 and 27. In the case of quote number 25, “giving 

security agencies tools and resources they need” are named as an extraordinary measure to 

protect children and families from Chinese and Russian foreign interference through Tiktok. 

In quote number 28 children and parents are not only constructed as a referent object through 

emphasizing the protection they need as “vulnerable people”, but also through a reification of 

the alternative. The alternative is that they would be ‘preyed on’ by tech monopolies, which 

serves to make the threat more tangible. Even though tech monopolies are no human threat, 

use of ‘preyed on’ does share similarities with an animalistic dehumanization which has been 

shown throughout history can be very effective in heightening threat perception. More 

importantly perhaps, attributing animalistic characteristics legitimizes taking consequent 

(extraordinary) measures against the threat. By linking the article from quote 26 and 27 to the 

article of 25, we can place this in a bigger debate. These articles share the same cyber threat, 

namely tech monopolies and specifically foreign interference by China through TikTok. 

Advocating for extraordinary measures like “updating electronic surveillance laws” and 

“giving security agencies tools and resources they need” then become justified.  
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Military Associations 

Kinetic Weapon Synonyms. 

28) “The landmines for a future war have likely already been laid inside our borders.” 

(Uhlmann, 2024, para. 1) (A5) central cyber threat: cyber sabotage of critical 

infrastructure // securitizing actor: journalist 

29) “The bombs may never be detonated but the intention is clear, and hostile.” 

(Uhlmann, 2024, para. 2) (A5) central cyber threat: cyber sabotage of critical 

infrastructure // securitizing actor: journalist 

30) “… virtual bombs are planted on home soil …” (Uhlmann, 2024, para. 16) (A5) 

central cyber threat: cyber sabotage of critical infrastructure // securitizing actor: 

journalist 

31) “… scammers are sharpening their digital weapons …” (Keane, 2024, para. 1) (A12) 

central cyber threat: online scammers // securitizing actor: journalist 

What is noteworthy here, is that in all four cases lexical metaphors are used to reify 

cyber threats. Quote numbers 28, 29 and 30 refer to the same article, where different 

metaphors were used in various ways. By referring to ‘landmines’ and ‘(virtual) bombs’ that 

can be ‘detonated’, the journalist makes the threat of cyber sabotage of critical infrastructure 

more tangible. By using these lexical metaphors, a frame of conventional, kinetic weapons is 

triggered in order to securitize the threat. Combined with the earlier identified use of 

“borders” and “home soil” as analogies for territoriality, together these frames reify and 

legitimize the cyber threat.         

 In quote number 31 a similar process can be observed, as a lexical metaphor of a 

‘weapon’ that can be ‘sharpened’ is used. This serves to reify the tactics used by online 

scammers, to make it more tangible and securitize online scams.    

 These observations align with the intangibility of cyber which creates the need to use 

metaphors that attempt to make cyber issues more tangible in order to increase threat 

perception. It is noteworthy that in each of the cases characteristics or synonyms from kinetic 

weapons are used, which people are likely more familiar with and which can trigger many 

frames from earlier (mediatized) experiences.  
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Nuclear Synonyms. 

In line with the previous observation, but more specific and worth separating is the use 

of nuclear synonyms. 

32) “Global IT meltdown shows faults spread like lightning.” (Fortson, 2024, title) (A10) 

central cyber threat: CrowdStrike incident // securitizing actor: journalist 

33) “… last year's network meltdown …” (Lynch, 2024c, para. 6) (A21) central cyber 

threat: 2023 Optus outage // securitizing actor: journalist 

34) “… world's biggest tech outage, which is arguably a thousand times worse than 

Optus's meltdown last year.” (Lynch, 2024b, para. 1) (A39) central cyber threat: 

CrowdStrike incident // securitizing actor: journalist 

Using the lexical metaphor of a ‘meltdown’ by applying it to an IT outage triggers the 

frame of a nuclear disaster. This serves to reify the threat and securitize it. In the case of quote 

number 32 “spread like lightning” is another lexical metaphor used to emphasize the 

uncontrollable speed with which the outage spread across systems running on CrowdStrike 

software. This reifies its uncontrollable nature and further legitimizes the securitization of the 

threat.  

The Sydney Harbour Bridge: National Heritage 

Deserving its own category are the speech acts involving reference to bridges, or more 

specifically: the Sydney Harbour Bridge.  

35) “Another insider labelled the -attempts to control critical infrastructure as the 

"electronic equivalent" of Chinese commando groups putting bombs underneath 

bridges or on high-voltage pylons for the purposes of blowing them up during a war.” 

(Uhlmann & Lewis, 2024, para. 6) (A20) central cyber threat: Volt Typhoon critical 

infrastructure infiltration // securitizing actor: government inside source, journalists 

36) “This is something that should be shouted from the rooftops because it is no different 

to planting a bomb on the Sydney Harbour Bridge.” (Uhlmann, 2024, para. 14) 

(A5) central cyber threat: Volt Typhoon critical infrastructure infiltration // 

securitizing actor: government inside source, journalists 

The significance of using the Sydney Harbour Bridge as a lexical metaphor for cyber 

sabotage cannot be underestimated. The Sydney Harbour Bridge is considered national 
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heritage and is the main pipeline between the North and South of Sydney. This bridge is not 

only symbolic to the city, but also to the country. Its sight is iconic for its background during 

the firework displays every new year’s eve, with Australia being the first country in the world 

to transition into every new year. Architect Francis Greenway wrote in his letters to The 

Australian in 1825 that the bridge would “give an idea of strength and magnificence that 

would reflect credit and glory on the colony and the Mother Country” (The Australian, 1825, 

as cited in Museums of History, n.d., para. 2). Since then, it has become “a symbol of 

Australian progress, modernity and ingenuity” (National Museum Australia, n.d., para. 3). 

 To use the metaphor of a bomb planted on the Sydney Harbour Bridge for cyber 

sabotage by China triggers a frame that the average Australian will hold very dearly and could 

not imagine its country without. It is almost as though a bomb were to be planted at the heart 

of the nation, of progress and stability, which would consequently be destructed upon its 

explosion.  

Desecuritization 

Perhaps the most revealing finding of all, was that also multiple patterns of 

desecuritization could be identified. This confirms previous empirical findings within 

securitization studies that securitization is less black and white then it is sometimes made out 

to be (Austin & Beaulieu-Brossard, 2017). The same can now also be said for cyber issues 

specifically, which are not only securitized through various means, but also at the same time 

desecuritized. 

37) “Millions of dollars already have been lost by Australians in online shopping scams 

this year, but there are ways to protect yourself.” (Keane, 2024, para. 2) (A12) 

central cyber threat: online scammers // desecuritizing actor: journalist 

38) “Our AustraliaNOW data shows that timely, accurate and transparent information - 

with clarity about the steps customers can take to protect themselves - rebuilds 

brand trust, repeat purchase and advocacy.” (Randell, 2023, para. 11) (A13) central 

cyber threat: cyber breaches // desecuritizing actor: CEO market research 

Quotes number 12 and 13 emphasize that citizens can take steps to protect themselves. 

The difference is that for quote number 13, the article does not aim to provide these steps and 

is therefore only hinting at desecuritization. Quote number 12 however, is followed by actual 
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steps the reader can take to avoid online scams, which effectively works to desecuritize the 

issue by empowering the reader. 

39) “This includes regular stress tests and updates to security protocols. This also 

ensures any compromised infrastructure can be rapidly recovered.” (Rajkovic, 2024, 

para. 13) (A14) central cyber threat: cyberattacks on the Olympics // desecuritizing 

actor: managing director cybersecurity company 

40) “Comprehensive campaigns should teach attendees how to spot phishing attempts, 

avoid scams, and report suspicious behaviour.” (Rajkovic, 2024, para. 14) (A14) 

central cyber threat: cyberattacks on the Olympics // desecuritizing actor: managing 

director cybersecurity company 

41) “Employee education is crucial in the fight against cyberthreats.” (Sreedhar, 2024, 

para. 12) (A26) central cyber threat: cyberbreach of personally identifiable 

information // desecuritizing actor: IT management company 

In each of these three quotes, pointing to actual steps that can be taken to tackle the 

cyber threat helps to desecuritize the cyber threat. What is important here is that the solution 

does not simply lie with the state, but that citizens are discursively framed as playing a role in 

tackling the threat in a way that is tangible and non-abstract. In this way, excessive fear and 

mistrust that can normally result out of securitization are averted by empowering citizens 

through speech acts of desecuritization here.       

 There is also a careful first attempt at broadening the debate beyond high-profile, 

state-sponsored malicious attacks that was featured in one of the news articles. 

42) “But there's lots of scenarios that are non-malicious. We genuinely need 

organisations not to just think about the Russians and Chinese or North Korean 

hackers, but also about an all-hazards approach.” (O’Dowd, 2024, para. 18) (A37) 

central cyber threat: state-sponsored hacks // desecuritizing actor: University 

Professor 

The idea of non-malicious (insider) cyber issues is widely recognized in cybersecurity 

education, but deviates from what is usually reported in news media as all of the other quotes 

that have been discussed in this analysis also demonstrate. This shows that this tension is 

starting to show in current news articles as well, where actors try to desecuritize the 
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disproportionate focus on malicious, nation-state sponsored cyberattacks over a range of other 

cyber issues. Pointing to “a need” to think about other types of cyber threats demonstrates that 

a broader cyber agenda needs to be installed in order to deal with the cyber issues of today 

and tomorrow. Combining this with the empowering of citizens in quotes number 37 to 41 

means that not only the types of cyber issues that are put on the agenda are contested, but also 

the measures that ought to be taken to adequately address the issues. The scope is expanded 

beyond state-centered measures that focus on control, to empowering citizens with hands-on 

steps they can take. This results in the sense that cyber issues are not necessary disastrous 

requiring strong, state-led measures, but are manageable through the right, societal efforts. It 

will be relevant to see whether these tendencies of desecuritization will take even stronger 

forms in future news discourse as cyber becomes less novel.  

Discussion 

The analysis demonstrated that cyber threats are securitized in cyber news media 

coverage in the Australian between 2023 and 2024 by a range of discursive methods. It was 

found that securitization is enforced through speech acts that give meaning through discourse 

that legitimizes, reifies and dissimulates. The current scholarly debate on cyber operations’ 

cost and effectiveness is dissimulated in order to legitimize the likelihood of cyber sabotage 

attacks on critical infrastructure. Although the amount of speech acts was not the goal of this 

research, it does explain in part why in previous research it was found that Australia’s 

parliamentarians experience heightened threat perceptions of cyber sabotage attacks on 

critical infrastructure specifically (Brodtmann et al., 2023). When more nuanced, perhaps 

more technically complex, characteristics behind cyber operations are left out of securitizing 

news media speech acts, it is perhaps not surprising that threat perceptions heighten. We fear 

what we do not comprehend, yet it is precisely a more technical and strategic background that 

is required to nuance our understandings of cyber issues and the challenges they present.  

 In previous research, newspapers were shown to mostly amplificated “without the 

[cyber] event” (Boholm, 2021, p. 1) sticking to threats instead of actual attacks that took 

place, going against common news conventions. The findings of this paper indeed 

demonstrated a range of securitized cyber threats that were not necessarily connected to 

actual events. However, in the case of an actual event – the CrowdStrike outage – more 

‘traditional’ securitizing conventions were used that were based on sovereignty and national 

security. This is quite interesting, considering the CrowdStrike incident was caused by a 

human, non-malicious error. Yet, the mere dependency on international technologies that 
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could be subject to these insider mistakes, was enough to securitize the issue reverting to 

advocacy for more sovereignty as national security was discursively employed as the referent 

object. When looking at this securitizing move up close then, its effectiveness can be 

disputed. This is because insider, non-malicious errors can happen anywhere, both on 

domestic and international territory and advocating for more sovereignty by using more 

domestic technologies would not erase this risk. Although measuring effectiveness (through 

audience acceptance) of the securitizing move was outside of the scope of this research, it 

would be interesting for future research to investigate the success of such acts further.  

 The finding that military synonyms and national heritage were used as synonyms to 

legitimize cyber securitization, is quite surprising. This is because previous literature has not 

shed much light on this phenomenon, arguably because the phenomenon is quite new 

compared to other political issues that have been around for longer. It does confirm the 

intuitive idea that cyber is rather intangible and would therefore benefit from reification acts 

that trigger more conventional frames. As the analysis shows, this has indeed been done by 

using kinetic weapons and nuclear weapons specifically, as synonyms. Furthermore, the 

reification of the Sydney Harbor Bridge is potentially quite powerful considering the national 

and cultural significance it beholds. Securitizing cyber sabotage of critical infrastructure by 

these means then becomes more tangible and potentially, more threatening to audiences.

 Perhaps most noteworthy is the finding that there are patterns of desecuritization 

visible which operate in tension with the other, securitizing moves. This is in line with some 

previous empirical findings in securitization cases studies more generally (Austin & Beaulieu-

Brossard, 2017). Nevertheless, this finding is still considerably meaningful as the idea that 

securitization and desecuritization moves can happen alongside one another instead of 

chronologically is not widely recognized in securitization literature yet. For this finding to 

emerge in relation to a (relatively new) securitization topic – of cyber threats – that have not 

been connected before serves as a meaningful contribution to the scholarly body.  

Conclusion 

This thesis has answered the research question ‘How are cyber threats securitized in 

cyber news media coverage in the Australian between 2023 and 2024?’. A Foucauldian 

discourse analysis of cyber feature and opinion articles in the Australian newspaper between 

December 2023 and December 2024 was utilized to study securitization and expand on 

existing research focusing on elite actors and the United States. It was shown that cyber 

threats are securitized through speech acts using legitimization, reification and dissimulation, 
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which mobilize meaning through the use of synonyms and euphemisms, as well as the use of 

referent objects on the individual, middle and system levels. The scholarly debate behind 

cyber operations’ cost and effectiveness is dissimulated to legitimize the likelihood of cyber 

sabotage attacks on critical infrastructure. Furthermore, while traditionally securitization is 

best known for middle level referent objects like ‘the state’ or ‘national security’, a wide 

range of referent objects are utilized to securitize various cyber threats through linguistic 

devices. Military synonyms combined with national heritage were employed to reify the more 

intangible threat of cyber issues. Finally, desecuritization speech acts were demonstrated to be 

present at the same time as securitization speech acts, illustrating a complex interplay in 

making sense of cyber issues and their future trajectory.  

Future research is advised to further investigate the demonstrated tension between 

securitization and desecuritization, as an under-accepted phenomenon. Additionally, future 

studies can contribute much to the cyber securitization body by researching audience 

perceptions and their role in the acceptance and success of securitization, which was 

unfortunately beyond the scope of this thesis research. As a relatively new research domain, 

general studies on the securitization of cyber issues in particular can provide additional new 

insights.            

 This thesis paper adds relevant insights to the scholarly body, by confirming and 

expanding on previous findings from both securitization research and cyber threat 

perceptions’ studies. It has demonstrated that the cyber issues are not only securitized along 

various dimensions in news articles, but also challenged by speech acts aligning with 

desecuritization. Understanding how this securitization comes about has been effectively 

achieved by laying bare the discursive processes that constitute it. This also provides 

considerable impetus for future, valuable research.  
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Notes 

1. While the exact definition of cyberterrorism remains disputed and problematic, 

scholars largely agree that it involves the use of digital means to inflict harm or 

destruction (Jarvis and Macdonald, 2015). 
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