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ABSTRACT
RESEARCH ON IDENTIFYING DATA LEAK EVENTS IN AN INCOMING PAYLOAD STREAM

OF AN IOT PLATFORM

This study aims to identify data leak events from an incoming Internet of Things (l0T) data stream
generated by 10T devices to the Internet Cloud of Things (CoT) platform. 10T plays an increasingly
significant role in everyday life. Most private and commercial consumers interact with different kinds of
smart loT devices, collecting one or multiple data types, like presence sensors, voice-activated
assistance, remote patient monitoring, and glucose level monitoring (Emami-Naeini et al., 2017). The
built-in intelligence in the loT—connected devices enables them to connect, communicate, report, and
execute specific instructions automatically without human intervention. In this ecosystem, it is crucial to
consider user privacy and personal data protection to avoid data breaches and to protect against
malicious activities of cybercriminals. General Data Protection Regulation (GDPR) Article 4 on
personal data defines types of data that need to be protected and what kind of data can identify a natural
person (Vojkovic¢ et al., 2020). GDPR includes another section named Privacy-by-Design (Perera et al.,

2016) that mentions data protection explicitly via technology, which is the focus of this study.

This study has been executed in the context of Deutsche Telekom (DT) and, specifically, their design of
0T and CoT platforms. The main goal of this study is to propose a method for DT to identify data
leaking events in their 10T pipeline so that they can deploy appropriate controls. The study investigates
the feasibility of machine learning (ML)-based and rule-based (RB) detection mechanisms and evaluates

these designs with two key stakeholders at DT.

This study generated the input file in the data preparation phase mimicking the 10T data payload format
using a Python script. The data was trained with a supervised learning method using a tree-based
machine learning classifier and then performed predictions. The result showed that the ML model could
detect personally identifiable information (PI1) (in this case, location data) amongst all other messages
in the JSON files of the randomly generated 10T payload data. The study used the same input files from
the ML method, which contains a mixture of PIl and non-PII data for the RB approach. The RB method
directly filtered out the location data using the regular expressions formula. The study’s outcome found
that machine learning and rule-based methods can identify PIl. This study outcome could enhance
Deutsche Telekom’s ‘Privacy-by-Design’ incorporated in their 10T products and services. Thus, the

company can proactively act on possible data breach incidents by utilising the ‘data leaking alert.’
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Chapter 1. Introduction

1.1 Chapter Introduction

This chapter presents the motivations for the research topic. Generally speaking, the study concerns personal data
leaks in the Internet of Things (IoT) ecosystem. Modern society relies on the internet for various services, such as
mobile computing, web applications, internet banking, and other various applications (Sahmim et al., 2017). In
this scenario, where everything connects everywhere, we face security and privacy challenges that represent the
main discussion topic amongst the researchers, enforcement agencies, and governmental bodies (Le et al., 2018).
0T devices, sensors, and actuators transmit an enormous amount of end-user-related data via the Internet to reach
the Cloud of Things (CoT). These data will be processed and analysed according to the needs and goals of the IoT
system provider. The analysis outcome is accessible to the end users via their specific application in the cloud.
From here, we can see how data flows via Internet-connected devices, including the personal and private data of a
particular data owner (‘Natural Person’) (Cerbo et al., 2018). As private data travels to and from loT devices,
cybercriminals are able to steal this data. Worst-case scenarios include stolen identity, personal data exposure, or
having the information sold on the dark web (Abombhara et al., 2015). A security or privacy breach will hurt the
10T system provider’s reputation since their customers might legitimately assume that their personal information
is compromised, even if this is not always the case (Kamin, 2017). There are two ways in which loT can interact
with personal data, habits, and movements (Vojkovi¢ et al., 2020). First, smart devices empowered by 10T can
collect more data than traditional non-connected devices. For example, in a Smart City environment where 10T
devices continuously collect data related to population activities and multiple agencies have access to these data,
ownership and data retention periods are difficult to establish. This has led to significant privacy and security
concerns (Barnaghi et al., 2013). Second, 10T devices themselves are vulnerable to hacking and abuse by

cybercriminals (Abombhara et al., 2015).

Unfortunately, the increasing usage of loT-network-connected devices in complex information systems has
created opportunities for data security breaches (Vojkovi¢ et al., 2020). 10T providers need to develop solutions
for detecting privacy leaks to mitigate this issue, including leaks from 10T sensors and actuators. Thus, the study
will identify which part of data transmitted from 0T sensors to the CoT belongs to the personally identifiable
information (PII) in the context of article 4 of the General Data Protection Regulation (GDPR)-specified Pll data
protection (Kaneen et al., 2020; McCallister et al., 2010). By knowing which segment of 10T data is PIl in the loT
payload, 10T providers can create an alert system to monitor data leak events to proactively scan the integrity of
personal data and react in case of privacy incidents. Functioning like a honeypot, this alert system can proactively
alert the IT hosting or providers of any hostile activities long before the cybercriminals attack the existing
infrastructure or applications (Sink, 2001). Using artificial intelligence technology, specifically machine learning
(ML) and rule-based (RB) filtering of data, this study will determine which approach better recognises private and
personal data and their advantages and disadvantages. In the next section, we will define the keywords used in

this study. Next, we will clarify the research questions and objectives and summarise the approach, the research



methods used, and the potential challenges. Finally, we will also explain the organisation of the whole thesis and

the desired outcome it intends to achieve throughout this study.

1.2 Terminology

Internet of Things (1oT) is a keyword frequently used in this study. 10T is a set of networked, connected IT
devices or sensors that transmit and exchange messages over the Internet (Cloud of Things) (Sahmim et al.,
2017). Machina Research forecasted about twenty-seven billion 10T connections by 2025, increasing the
compound annual growth rate (CAGR) by 16% from six billion 10T connections in 2015 (Machina Research,
2016; Qu et al., 2017). From a financial perspective, McKinsey Global Institute estimated that the potential
economic impact of 10T will increase to USD11.1 trillion per year in 2025 compared with USD3.9 trillion in 2015
(Manyinka et al., 2015; Vojkovi¢ et al., 2020).

Figure 1 depicts an end consumers’ 10T devices connected to the Internet. All these devices are transmitting and

receiving messages to and from the Internet.
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Figure 1: loT-Connected Devices and Their Relationship with the Cloud of Things (Ashari, 2021)
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A second keyword is the Cloud of Things (CoT) platform. CoT integrates 10T and Cloud Computing (CC)
(Aazam et al., 2014).
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Figure 2: Cloud Computing Architecture (Qu et al., 2017)

While cloud computing offers limitless capabilities to support 10T services and applications by exploiting the data
gathered from 10T devices, CoT gives birth to new types of intelligent services, such as video-surveillance-as-a-
service, sensor-as-a-service, and big-data-analytics-as-a-service (Sahmim et al., 2017). CoT also provides the
required ecosystem on a large scale to deal with multiple Big Data analytics requirements related to mining the
data from 10T devices and sensors (Alhaidari et al., 2020). CoT enables various applications to use intelligent
things’ functions as a service. Multi-tenancy means sharing smart functions by multiple applications (Kim &
Kim, 2015). An loT tenant is a customer who has one or more loT devices registered with a CoT provider. A
dedicated tenant administration platform is allocated to the tenant to monitor and manage their connected devices’
data. While the single tenant in the multi-tenant ecosystem of CoT has their own administration space, this tenant

still shares the same CoT resource as other tenants.
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The third important keyword is Privacy. Privacy is having the privilege to be left alone (Luké&cs, 2017; Warren &
Brandeis, 1890). In addition, the right to privacy should include the right to be left alone, limited access to self,
secrecy, control over personal information, personal protection of identity and dignity, and finally, intimacy

(Solove, 2008).

Related to privacy, another important keyword is Natural Person. The General Data Protection Regulation
(GDPR) Article 4(1) specifies that privacy only applies to natural persons, also known as Data Subject, whose

data is being collected, stored, and used (Cerbo et al., 2018).

Acrticle 4(1) of the GDPR defines Personal Data as “any information relating to an identified or identifiable
natural person (data subject).” An identifiable data subject is a person that is recognisable due to their personal

data information or the linkable information that can single out this person from other people (Cerbo et al., 2018).

Closely related to Personal Data are the keywords Data Processor and Data Controller. GDPR Article 4(8)
defines Data Processor as a person or company that collects personal data on behalf of the Data Controller and
can also be the Data Controller themselves. Data Controller, on the other hand, according to Article 4(7) of the
GDPR, is the person or company that decides why and how to process the personal data (Cerbo et al., 2018).

The following terminology is the key to this study. 10T devices in the connected, networked application can ease
the burden of manual monitoring. For example, the environmental data from loT-managed roads and highways
improved routing and navigation, enabling the implementation of autonomous cars and trucks (Manyinka et al.,
2015). A pacemaker monitors a patient’s health data (Dimitrov, 2016) by giving real-time alerts to their doctors in
case of an emergency. Inventory management loT sensors assist companies in automatically performing analysis

on supermarket stock requirements just-in-time (Manyinka et al., 2015). loT applications could also further

12



reduce the cost of production of goods and services as the producers use 10T systems to improve product design

and operations (Manyinka et al., 2015).

However, using 10T also can expose users to cybercriminals who would like to steal and misuse personal private
data. loT devices monitored via mobile phones can function as hackers’ tracking devices to get user data, daily
routines, or behaviour patterns (Vojkovi¢ et al., 2020). The term Private Data Leakage is also known as
Information Leakage or Data Breach (Pigni et al., 2018). This term refers to the coincidental, unwanted, or
accidental disclosure of sensitive, confidential, or protected private data without the owner’s consent (D'Acquisto
etal., 2015).

The thesis, in general, focuses on the applicability of Al techniques for identifying data leaks, from loT
applications to the CoT provider, with the investigated subdomains being machine learning and rule-based
methods. With this understanding, the following keyword is Machine Learning (ML). Machine learning can
emulate human intelligence by learning from the surrounding environment (El Naga et al., 2015). A classical
approach to ML takes a massive amount of data, computing certain ‘features’ and training a classifier using these
“features’ to become a ‘model.” This study will review ML techniques to identify private data leak events. Apart
from ML, the final important keyword is the Rule-Based method. This method is famously known as the IF-
THEN statement, which specifies the condition to be satisfied (the IF part) to lead to an action (the THEN part)
(Abraham, 2005).

1.3 Research Question

This study investigates how to detect private data in the incoming stream of an 10T payload by analysing ML and
RB technigues. The secondary aim of this study is to analytically compare the observation of detecting personal

data between these two primary techniques.

1.4 Project Aims and Obijectives

This study will first identify the data types in the loT payload stream. The study will review a few types of 1oT

devices and the potential Pll data transmitted to the CoT.

This study gets support from Deutsche Telekom (DT), a German telecommunication company, in which 1oT and
CoT services are one of its various portfolio offerings (Deutsche Telekom, 2021). DT loT offers its customers
various loT applications and products. For example, 10T sensor connects, 10T goods tracking, 10T process
digitalisation, 10T data analysis, 10T hardware, 10T CoT, loT hub, and 10T Solution Optimizer (Deutsche

Telekom, 2021). Our scope for this study will be incoming 10T data streams from loT devices to the DT CoT.

13
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Figure 4: Deutsche Telekom Cloud of Things (Deutsche Telekom, 2021)

DT introduces its CoT as the high-performance, cloud-based 10T application platform for the 1oT. The customer
can use the CoT to connect remotely, control, and monitor their loT—connected devices and machines. The CoT
collects and analyses live loT data from the connected devices and appliances to achieve this automation. This
study will investigate what PII data is included in the 10T CoT setup of DT from this point of view. The objective
is to confirm the identity of the PII, including the unique characteristics and representation in the loT payload
stream. This study will review the IoT CoT technical documentation from DT thoroughly to verify the types of
PII that can leak.

15 Research Methodology

The principal methodology for this study is a qualitative/theoretical approach. The study will also gather
information on private data based on previous literature on personal data characteristics. The main method is to

analyse data based on the 10T payload stream for CoT.

The study will also interview personnel from DT Privacy to discuss the applicability of this research study to the
DT business. Additionally, we will interview the DT Al department personnel to validate the ML methodology

proposed in this study’s analysis and design chapter.
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The study will concentrate only on the privacy part of information security. In principle, we cannot discuss
privacy without security in mind because these two aspects are interrelated. However, the main idea of the
research question is regarding private data leaks in the 10T data stream. This study assumes that the underlying

structure of the 1oT end-to-end data flow is secured.

1.6 Potential Challenges

This study would like to bridge the gap between loT and Privacy. Consequently, it needs to find the overlapping
factors between these two topics and find a way to identify how to extract private information from the 10T data
stream. Identifying personal information in the 10T data stream is not easy since we have too many loT devices
and too much information, including the private data accumulated at the loT data stream. It is essential to
understand the data structure, position of personal data in the data stream, and what kind of PII information is

stored in the backend.

1.7 Structure of the Thesis

The thesis begins with an abstract for the research topic. The first chapter introduces the core motivation for
selecting the research question, frequently used keywords, research methodology, and the potential challenges

and limitations.

The second chapter will reveal the background of the study that is the basis of the research topic. This chapter will
also explain which source of study data will be observed and analysed. The second chapter will also describe in

detail the unique setup within DT. Relevant literature will be reviewed and linked to the research questions.

The third chapter will discuss the analysis of the private data and the method to analyse the data via ML and RB
techniques. This chapter will only focus on the incoming personal data to the DT CoT. The study will compare

the advantages and disadvantages of both ML and RB techniques and their limitations and potentials.

The fourth chapter deals with the results and the evaluations of the analysis and design in chapter 3. In addition,
this study will add findings from an interview with a DT Al expert related to the machine learning methodology.

The DT Privacy expert will give his opinion on the research objective’s relevance to the DT loT business.

The concluding chapter will summarise the entire research analysis, results from interviews data, and the

recommendation to DT on which method is better to identify and process private data in an 10T payload stream.

1.8 Chapter Summary

This chapter has introduced why 10T and Privacy are the two main characteristics that inspire the research topic.
The research aims to provide a method for an organisation to proactively create an alert system for private data

leakage. Here the chosen research methodology and its potential challenges and limitations are also described.
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Chapter 2. Background and Review of Literature

2.1 Chapter Introduction

This chapter presents the research questions and literature reviews related to the topic and explains the setup with
the Deutsche Telekom Cloud of Things.

2.2 Research Background

The study focuses on the 10T data stream payload from the registered 10T devices into the CoT. With this
background, the study will try to identify which part of the 10T data stream belongs to private data with the ML
approach and the RB approach.

The ML approach contrasts with a deterministic RB approach. This case study could identify personal
information in a document (Cerbo et al., 2018) or a string of l0T payload streams. Cerbo (2018) summarised the
advantages of ML as follows:

ML can increase flexibility in detecting personal data using only a single ML model to see multiple
individual data categories without specifying uniquely identified parameters. ML learned which specific
parameters to consider relevant for the personal data categories after numerous iterations of going through

a huge amount of data.

Further, ML can increase the robustness of the recognition system by detecting a class of information

even if misinformation or errors exist, such as typo mistakes or other inconsistencies in the format.

Finally, according to Cerbo 2018, ML can simplify system maintenance because the new category of data
can be adapted to the model by re-learning and re-training the system. On the other hand, the RB approach

requires modifying a complex RB regular expression every time there is a new set of criteria.

Considering the advantages mentioned by Cerbo (2018) above, ML, with a correct ML model, should be able to
identify private data in the l0T data stream, which is something this study will attempt to do.

This study will use the Software AG KNIME platform for an ML approach: an open-sourced data analytics,
reporting, and integration platform.! We chose the Decision Tree and the Naive Bayes classifiers in the ML
approach to train the ML model for simplicity and linear run-time reasons. As its name suggests, Decision Tree is
a tree-like algorithm. The best attribute is chosen at the tree’s root node, and child nodes represent each possible
value of this selected attribute (Jiang & Li, 2011). Naive Bayers is a probabilistic classifier that assumes that

feature variables are considered independent given a class variable (El Naga et al., 2015).

L https://www.knime.com/
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Decision Tree and Naive Bayes are both supervised machine learning methods. Supervised learning feeds the
learning system with the example of input-output pairs, and the goal is for the ML model to learn how to map an
input to the output (Zhou et al., 2017).

For the RB method, this study will use regular expression. Regular expression filters or extracts tasks, results, or
lists from a large dataset via a carefully constructed algorithm or ‘expressions’ (Li et al., 2008). The regular
expressions represent the rule-based conditions as in IF-THEN statements.

In the next section, this study will explain the source of CoT and loT payload stream specifications discussed

further in chapter 3.

2.3 Special Setup with Deutsche Telekom

This study makes use of the unique setup within the Deutsche Telekom loT department in terms of access to

internal and confidential documents of CoT services as follows:

The System Description document explains the DT CoT setup, core architecture design, and how DT manages its

CoT in the multi-tenancy ecosystem (Deutsche Telekom Group, 2020).

The Data Privacy document describes the personal data in the CoT in terms of data types, data categories, and the
governance of these data types involving multi-tenancy according to the GDPR (Deutsche Telekom AG, 2021).

The Authorisation Concept document lists the tenants’ authentication and authorisation procedures and how the

DT administrators can assist in the re-authentication request (Deutsche Telekom Group, 2021).

It is important to note that the DT CoT uses Cumulocity loT Representational State Transfer (REST) and HTTP
Application Programming Interfaces (APIs) (Deutsche Telekom Group, 2020). Cumulocity 10T is an open API
specification by Software AG that provides their complete API functionality as an open source (Cumulocity,
2021). Cumulocity 10T APIs utilise resource-oriented URLS. It accepts form-encoded request bodies,
acknowledges them with JSON-encoded responses, and uses the standard HTTP/HTTPS protocols (Cumulocity,
2021).

Throughout the study, a dedicated internal T-Systems (a subsidiary of DT) supervisor specialised in the Data
Privacy department reviewed and revised the thesis document to align with the objective. The internal supervisor
reinforced the thesis’s quality and gave feedback from a DT data privacy point of view. The thesis findings will

help create an alert event system in case of a data breach in the DT CoT.

The following section will discuss the literature studies on relevant topics that motivated the research questions

selected for this study.
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2.4 Literature Review

10T and privacy are two main ideas that motivate the research question. 10T is ubiquitous, and almost no one can
avoid using at least one 10T device in their home or personal transportation or in public spaces. One of the most
common loT devices people use is fitness trackers (Dimitrov, 2016), which track users’ fitness activities,
exercise, and food intake. In transportation, the Global Position System (GPS) enabled navigation systems to
track the movement and the position of vehicles. Hence, they can estimate arrival time at the destination and give
information regarding traffic throughout the planned journey (Renner, 2021). In public spaces, loT camera
surveillance systems exist everywhere to capture the activity of people (Emami-Naeini et al., 2017). These
examples introduce one concern: that the individual’s data is captured and monitored willingly or unwillingly by
these 10T devices.

With this concern in mind, any loT applications, products, and devices should incorporate the idea of Privacy-by-

Design as part of their default build.
2.4.1 Privacy-by-Design

Ann Cavoukian (2012) first introduced the Privacy-by-Design concept. This idea explains how to include privacy
at the initial stage of information system development. The Privacy-by-Design concept recommended seven
foundation principles to secure personal data. Privacy as the default setting and privacy embedded into the design

are among these principles.

This concept, however, did not specify how to incorporate privacy into an loT application. Hoepman (2014) came
up with eight privacy-by-design approaches with which to align in the early stage of the software lifecycle design.

The eight approaches are minimise, hide, separate, aggregate, inform, control, enforce, and demonstrate.

Perera et al. (2016) agreed with Hoepman’s (2014) approaches and elaborated on the descriptions in their
research. Perera (2016) identified major privacy risks in implementing loT applications: secondary usage and
unauthorised access. Secondary usage refers to using data without the data owner’s consent of the initially agreed
usage, while unauthorised access meant access to data without proper authorisation. Perera (2016) then developed
nine privacy frameworks that can be used as guidelines to evaluate privacy capability and identify the gaps in the
10T providers’ existing offerings, taking into account the privacy risks of secondary usage and unauthorised
access. Perera (2016) divided loT application data flow into three sections: 10T devices, middleware, and 10T

cloud.

This study will concentrate more on the data flow between the 10T devices up to the area where cloud
infrastructure (in our case, CoT) resides. Moreover, the study will deal with privacy risks by detecting private

data information in the incoming loT data flow.

Like Perera (2016), D’ Acquisto et al. (2015) also concurred with Hoepman’s (2014) findings. D’ Acquisto (2015)

looked at privacy-by-design as a process of implementing privacy and data protection principles in various
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technological and organizational components. By incorporating privacy measures and privacy-enhancing
technologies (PETS) directly into the design of information technologies and systems, one can bridge the gap

between the legal framework and the available technologies (D’ Acquisto et al., 2015).

The study will show that detecting a private data leak event in the incoming 10T payload is possible as part of the
privacy-by-design measurement.

In a different view, Barr-Kumarakulasinghe et al. (2021) proposed using an 10T regulatory framework to
safeguard the private data of the 10T users. More and more privacy-by-design applications of 10T technology are
emerging in the market, and this factor increases end users’ confidence in adopting 10T products, applications and
services. The 10T regulatory framework can act as the check-and-balance of this phenomenon (Barr-

Kumarakulasinghe et al., 2021).

The next literature reference related to privacy-by-design is from Hintze et al. (2017). Here, privacy-by-design
was seen from a different angle on the controlled linkable data. Hintze (2017) proposed that the organisation
decouple data elements from re-identifiable linkages to data subjects or owners while maintaining the
applicability of the data to be further analysed for its consented purpose. It enables data controllers or data
processors to meet the precise exclusionary standards of GDPR Avrticles 11(2) and 12(2) on the controller,
demonstrating that they are not in a position to identify the data subject.?

Although removing the linkable identifier to the 10T data represents the next step and is not covered by this study,
it is part of the complete pipeline towards enhancing the privacy-by-design solution for DT 10T in the CoT. The

first step is identifying the private data and labelling it as personally identifiable information (PII).

loT devices, as mentioned earlier, transmit a massive amount of data to the CoT. This data, also known as big
data, has a lot of information to analyse and mine. Hence, the same concern arises: whether one can sufficiently

protect individuals’ private data.

2.4.2 Privacy, Big Data, and loT

The European Union Agency published a similar topic on “Privacy-by-design in big data” for European Union
Agency For Network And Information Security (ENISA) in 2015. This 2015 publication explores the privacy
topic thoroughly, introducing the concept of “big data versus privacy” to “big data with privacy.” The idea of big

data is described in detail and specified in terms of volume, velocity, and variety.

Barnaghi et al. (2013) discussed the key issue in big data collections: quality, validity, and trust when multiple
parties accessed the collected data. In a similar view, ENISA listed seven challenging points of big data
collections: lack of control, transparency, data reusability, data inference, data re-identification, profiling, and
automated decision making (D'Acquisto et al., 2015). In the example of parking prediction, the accuracy of the

available parking prediction will depend on the data analysis from big data collection regarding historical data of

2 https://gdpr-text.com/
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parking, traffic, environmental data, and events of people (Badii et al., 2020). Multiple data sources in this case

could lead to privacy risks due to the data owner’s lack of personal information control.

Dimitrov (2016) expressed his view on big data collection in the medical Internet of Things (mloT) applicability.
According to Dimitrov (2016), communication was one of the major challenges to implementing the mloT mainly
because 10T devices with different manufacturers have different proprietary protocols. Creating standard or
globalised protocols for 0T device communication was critical to transforming the collected healthcare big data
into meaningful information ready to be used by health professionals in their fields.

In this thesis study, the CoT platform is based on open-source Cumulocity 10T API. Several 10T communications
protocols are used and described further in chapter 3 in the CoT architecture subsection. The data source for our
machine learning and rule-based scenario comes from randomly generated JSON files, mimicking the real-life
0T data payload from multiple 10T devices. We eliminate the different communication protocols issue because

only Cumulocity API standards are applied and followed.

As presented earlier, there is a concern about protecting private data from secondary use or unauthorised access
with 10T and big data. GDPR regulates how organisations can collect and process data and, at the same time,
protect personal and private data (Kaneen & Petrakis, 2020). Kaneen & Petrakis (2020) devised a methodology to
check GDPR compliance when managing personal data digitally. A remote patient monitoring system was
selected to prove this methodology. The 10T device in this case was a heart-rate monitoring sensor that was
continuously sending data to an interface in the cloud. Kaneen & Petrakis (2020) tested GDPR compliance for the
relationship among the device interface, web application, and application logic. Moreover, Kaneen & Petrakis
(2020) developed a platform-independent query language for evaluating GDPR compliance. The compliance
decision is based on the thorough observation of the inspected system and the movement of personal data until the

end of the queries chain.

Badii et al. (2020) commented that in terms of GDPR compliance, in the context of 10T, different solutions may
need to cater to additional requirements depending on the 10T application’s purpose. The healthcare 10T
application requires strict protection of personal data, a contrast to the entertainment 10T application such as
virtual reality video games (Badii et al., 2020). Every loT application introduces a potential threat for private data
leaks. Companies need to balance the risk of private data leaks, compliance with GDPR, and their business

objectives.

Considering GDPR compliance, this study should understand which threat models to apply in our loT data leak

scenario. We describe the 10T threat model in chapter 3.
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2.4.3 loT and Artificial Intelligence

This literature review topic can show the relationship between loT and artificial intelligence (Al). 10T, as
mentioned previously, always deals with big data and functions to automate certain procedures via actuators or
reporting events and create alarms via the 10T sensors. On the other hand, Al is a special branch of computing
that deals with predictive analysis and automated decision-making (Galaz et al., 2021). Kishor & Chakraborty
(2021) viewed 10T as a catalyst that amplifies Al applications’ potential. Further, ML and RB are part of Al and
can have their own advantages and disadvantages.

When it comes to ML’s advantages, Makkar et al. (2021) saw ML as a useful tool to forecast and detect
vulnerabilities in loT-based systems. An ML algorithm can be trained to learn the trends and historical
relationships among data (Makkar et al., 2021). Our study will indicate that the ML method can identify private

data using supervised learning.

Cerbo et al. (2018) believed that ML was a suitable tool for identifying semi-structured or unstructured data in
large repositories or databases. In contrast with the RB method, the ML classifier with the correct ML model
could handle the semi-structured or unstructured data. Cerbo et al. (2018) proposed a supervised ML system to
identify personal information in the large dataset. According to Cerbo et al. (2018), a Natural Language
Processing (NLP) method with predictive classifiers such as Naive Bayers or Convolutional Neural Network
(CNN) could be trained to predict text processing in the unstructured dataset. Topaz et al. (2019) aligned with
Cerbo et al.’s (2018) opinion in developing an intuitive approach to extract meaningful information from big data.
Our study will also use the NLP approach using Naive Bayers and Decision Tree classifiers to identify private

data information from the class of labelled documents.

Another advantage of ML is related to privacy concerns. Jeong et al. (2017) believed that ML could reduce
privacy concerns. In 10T applications where all data travels to the cloud analytic platform, there is a general
concern that the servers or clouds platform could easily collect sensitive private information (Jeong et al., 2017).
Waheed et al. (2020) perceived that in case IoT exists in numerous important applications, it is as if everyone’s
data are out on the internet. Therefore, they are more exposed to personal data breaches and identity theft
(Waheed et al., 2020). This study addresses this private data leak concerns via the attempt to identify sensitive

information from the incoming loT data payload.

Jeong et al. (2017) proposed in their study a workflow to execute privacy-preserving transmission using a Neural
Network (NN) ML algorithm. The privacy-preserving feature occurred at the client side (0T devices) and
partially at the server level. In their study, the 10T devices’ system performance depended on which network the
end users used when transmitting the data to the cloud. Similarly, Dimitrov (2016) questioned whether executing
the ML algorithm would impact the real-time requirement of the loT application. Although the findings from
Jeong (2017) are interesting, our study is not about detecting private data leaks at the client level but instead

focuses on the 10T data coming into the CoT platform.
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2.4.4 Privacy Breaches and GDPR Fines

The final aspect of the literature review regards privacy breaches and fines. GDPR penalties are one of the
primary motivating factors for DT to identify data breaches in their 10T CoT platform. GDPR.eu 20213 explained
two tiers of GDPR fines: up to €10 million or up to 2% of the organisation’s global annual revenue. One factor
determining the fine is the violation of specific GDPR articles, for instance, governing controllers and processors
(Article 8, 11, 25-39, 42, and 43). Moreover, there are ten criteria to further assist the evaluator in which penalty

to give and of what amount.

As a data processor, DT is responsible for analysing the private data according to the purpose of the 10T devices
and applications. Further, as the IT provider of CoT, DT provides a platform for its customers to perform data
mining and analytics for their loT-connection applications. With this responsibility, it is imperative to know the
consequences of a data breach as specified by GDPR. The research topic is to identify private data leaking, which
aligns with the strategy to avoid non-compliance by creating private data events for DT organisational proactive

measures.

2.5 Chapter Summary

In this chapter, we discussed the background of the research topic. Then, this chapter explained the relationship
with the Deutsche Telekom CoT team and its unique setup. This study chose privacy-related topics as the
literature review and the motivating factor for selecting the research question. The next chapter will start with the
high-level architecture analysis and design for ML and RB approaches to identify private data in the 10T payload.

3 https://gdpr.eu/fines/
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Chapter 3. Analysis and Design

3.1 Chapter Introduction

This chapter presents the types of PlI data and their descriptions. It also explains what kind of 10T devices can
transmit P11 data and for what purpose. Furthermore, we will present a threat model to describe what kind of
threat this study tries to solve against the misuse of private data in the CoT scenario.

Finally, we will explore the capability of the ML and RB as tools for detecting private data (PIl) from the loT
payload.

3.2 Personally Identifiable Information (PI11)

Any PII for a natural person can disclose their identity, and in the worst-case scenario, it will lead to cyber harm
(van den Berg et al., 2014). PII can be categorised as follows (Emami-Naeini et al., 2017; Malandrino et al., 2013;
McCallister et al., 2010; Sahmim et al., 2017):

No Pl Description

1 Information regarding name This information refers to the data owner’s name, parent’s name,
and maiden name.

2 Personal Identification Number | Social security number/taxpayer identification number like
SSN/BSN, Passport number, driver’s license number, bank
account, credit card number

3 Address information Address, email address, zip code

4 Personal characteristics Photographic image (esp. face or other identifying
characteristics), fingerprints, handwriting, biometrics data (retina
scan, voice signature, facial geometry)

5 Information linked to an Information related to birth, religion, physical description,
individual in one of the PII frequent activities, frequently visited places, employment
factors information, medical information, education information,

financial information, GPS data

6 Family Data owner’s family members information

7 Phone number Data owner’s telephone number, mobile number

8 Password Data owner’s password

9 Sensitive information Sensitive private data: memberships, demography data, Internet
habits

10 Hardware ID MAC address, IP address, uniquely identifying the device used

Table 1: Pll Categories in General (Ashari, 2021)

After knowing the types of PII, we should also know which kind of 10T devices can transmit this P1I information

to the internet.

Type of 10T Device @ Description Potential PlI
Sensors: Presence User location is tracked (D’Acquisto et | Pl linkable information
al., 2015) Address information

User email address (Hon et al., 2011) Hardware 1D
MAC Address (Yun et al., 2016)

IP addresses (Hon et al., 2011)

Actuators Smart actuators to control and regulate | PII linkable information
temperature and devices (D'Acquisto et | Address information

al., 2015) Hardware 1D
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Type of 1oT Device
Machine-to-
Machine
communication
device (M2M)

Description

Examples: intelligent transportation
systems (ITS), logistics and supply
chain management, smart metering, e-
healthcare, video surveillance camera
and security, smart cities, and home
automation (Mehmood et al., 2015)

Potential PII

Personal characteristics
PIl linkable information
Address information
Hardware ID

Sensitive information

Fitness sensors

Collect data on the way we walk,
sleeping patterns, or other streams of
data (D'Acquisto et al., 2015)

Address information
Sensitive information
Pl linkable information

Health-related
Sensors

Monitor patient vital signs (D'Acquisto
et al., 2015)

PIl linkable information

Biometrics sensors

Biometric data (Hon et al., 2011)

Personal characteristics

Table 2: Device Types and Pll in General (Ashari, 2021)

Next, the study will look at the CoT architecture to understand the end-to-end data flow of the loT device

message transmissions from the end-user domain up to the CoT backend.

3.3

CoT Architecture Design

The following figure shows the CoT architecture design.
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Figure 5: DT CoT Platform Architecture (Deutsche Telekom, 2021)

The CoT architecture design shows how the loT traffic flows among the 10T devices up to the Azure Application

Zone (App-Zone Azure).
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For 10T devices with Message Query Telemetry Transport (MQTT) for Sensor Networks (MQTT-SN) protocol,
the traffic will go through the virtual private network (VPN) endpoint to check their access after going through
the same Internet firewall to the demilitarized zone (DMZ). MQTT-SN is an optimized version of the loT
communications protocol*. MQTT is explicitly designed for efficient operation in large low-power 10T sensor
networks (Fathy et al., 2018). The traffic will connect to the external load balancer (LB) Narrow Band (NB) loT
from the DMZ. NB-1oT is a massive Low Power Wide Area (LPWA) technology proposed by the 3rd Generation
Partnership Project (3GPP) for data perception and acquisition intended for intelligent low-data-rate applications,
such as smart metering and smart environment monitoring (Chen et al., 2017). According to their domain model

types, the 10T data finally arrives at the NB-loT section in the application zone.

While the 10T devices potentially transmit various types of PIl, the DT CoT has a specific PII registered in the

10T backend. Table 3 illustrates registered data types in the CoT backend during the user’s l0oT device registration

and their purposes.

Potential PII Used for Privilege

Information

Username User login Username can be changed by the user/tenant, with user
management privilege

Password Initial authentication A user enters a password into the CoT user interface
(Un

Email address Initial authentication A user enters an email address into the CoT user
interface (Ul)

Mobile number Two-Factor authentication The user registered mobile number receives a token
number via SMS

Table 3: Pl Information in the CoT Backend (Deutsche Telekom Group, 2021)

The customers/tenants might have more than one loT device to replace or change. Despite this, all 10T devices are
uniquely identifiable via the MAC address. The object identification procedure specified that each managed
object has its unique generated global identifier (Cumolocity, 2021). The identifier is persistent, regardless of the

re-purpose of the functionality or replacement of 10T devices.

As table 3 specifies, at the CoT backend, each IoT device is registered with the backend with its PIl information
during the device setup. Due to this factor, the collected PII information has sensitive data label classification, and
DT has built access rights management to restrict access to this sensitive information (Deutsche Telekom Group,
2021).

There are four aspects of 10T sensor capabilities as defined by Cumulocity 2021. Cumulocity defines its sensor
library according to the measurement and control capabilities. It pre-packaged the sensor library into four

domains: environment capabilities, energy, location capabilities, and common capabilities (Cumulocity, 2021).

4 https://ambisecure.ambimat.com/mqtt-sn-lowering-the-cost-of-iot-at-scale/
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Domain Models of loT
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Figure 6: 1oT Domain Models (Cumulocity, 2021)

Within these four aspects, the study will examine the linkable information that will recognize a natural person
from the incoming 10T data to the front end of the CoT platform.

Knowing the CoT architecture, one can build the threat model to visualize the focus of this study and how
personal data identification could help secure private data in the 10T data flow.

3.4 Threat Model

loT data transmit P1l and non-P1I data from an untrusted network to the CoT network with the frequency
specified during the device registration step. The PIl data sent by the 10T devices in the form of a comma-
separated-values (CSV) file, also known as 10T data payload, will be analysed by the analytic engine in the
Cumulocity CoT. As described in the previous section and illustrated architecture diagram of CoT, the result of
this analysis will be re-transmitted back to the 10T devices’ owner and give the services or functions they require,

for example, whether to switch on or off the lights or increase or decrease the room temperature.

Figure 7 shows the current data flow among different types of networks, i.e., internet, DMZ, and CoT network,
assuming the network is secured. We have data owners of the 10T devices on the untrusted network and the DT
data processor/controller on the CoT network. The existing private data controls are in place, marked as CO1,
C02, and CO3.

Here we can also see the private data breach threat model that specifies private data threats actors. This study

introduces another private data control in the PII detection tool (C04).
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Figure 7: CoT Threat Model (Ashari, 2021)

There are two types of identified threat actors in this scenario. First, we have a malicious user disguised as the
owner of the 10T devices or the I0T device application from the mobile phone. This user can send bogus data with
10T payload to the CoT network’s analytic section with legitimate authentication. The motivation to do this is to
flood the traffic of the analytic section of CoT with a lot of tampered loT data, including PII. Consequently, this
action would paralyse the analytics engine, the same as the function of a denial of service (DOS) attack by the
cybercriminal on a particular target network. In this case, it is vital to verify the origin and integrity of the loT

data before it is allowed to enter the application zone network.

The internal threat actor in the threat model is an internal employee. Internal employees have access to the user
management tools based on the roles granted to them. Disgruntled employees can harm private data, including
P11, and collaborate with external threat actors (Abomhara et al., 2015). This study aims to protect the PII against

the second threat actor scenario and prevent DT from collecting more data than needed, leading to a possible
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GDPR compliance issue. The PII tool presented in this thesis analysis will tag the PII data, observe their

behaviour, and raise a flag in case unauthorised changes happen.

We know which threat actors this study would like to protect the private data from by analysing the threat model.
The next section describes the data modelling within the CoT. This study will narrow down to only one type of
sensor library as defined by the Cumulocity 10T and apply the method of ML and RB to identify and classify the
PII.

3.5 Data Modelling and Classification

The 0T device registers a template with SmartREST proxy in the Cumulocity 10T and sends their stream of loT
messages. The 10T data stream consists of strings of characters in comma-separated-value (CSV) format.
SmartREST API converts the message into a corresponding REST API call. In Figure 8, we give an example of
the incoming 10T data payload header to SmartREST API.

FOST f= HTTRPA1.6
Suthorization: Basic
x-Id:

Transfer-Encoding: chunked

186,1234455

Figure 8: Example of the Incoming Data Payload to SmartREST (Cumulocity, 2021)

Within this data stream, we can identify the personal data based on the data type of the PIl described in table 1.
Figure 9 shows the observation point of the data stream from the architectural point of view.

Cumulocity loT

REST API
External Load Balancer —~
SMART REST
PROXY

Firewall

Customer domain
10T devices

INTERNET DMZ -AZURE APP-ZONE AZURE

Figure 9: loT Data Stream to SmartREST (Ashari, 2021)
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One of the most linkable PII data of a person is their GPS location. The cybercriminal can detect the potential
target location when the unique device ID that collects GPS data is exposed or tracked. In an loT data payload,
the specific fragment name API format called c8y_Position defines the location with altitude, longitude, and

latitude (Cumolocity, 2021). We can see the example of an extract from a JSON file with this format in Figure 10.

Time Ewvent™

Figure 10: Example loT Location Data (Cumulocity, 2021)

In the following ML analysis, this study analyses only one fragment name, cy8 Postion, as the example of Pll in
the 10T data payload. This analysis aims to identify PIl (cy8_Position) among all other fragment names in the

CSV files that arrive at the smartAPI engine.

This study utilises KNIME,® the open-source data analytics, reporting, and integration platform for the ML
approach. Using the text processing functionality in KNIME, as shown in Figure 11, the study builds an ML
pipeline to identify the location data and classify it as PIl. The pipeline uses supervised learning to train the ML
model.
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Figure 11: KNIME Node Repository (Ashari, R. 2021)

5 https://www.knime.com/
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Figure 12 shows the process of building a pipeline in KNIME. An ML pipeline is a mechanism to organise data
workflow input and output from an ML model (or set of multiple models). It includes feeding the raw data input,
preprocessing, transforming and manipulating data output, training and creating a learning model, and finally,

giving the prediction output (Zhou et al., 2017).

Pipeline building m KNIME

Preparation

Verify completeness

Start to build pipeline

Figure 12: Flowchart of KNIME Pipeline Activities (Ashari, 2021)

In the data preparation stage, using a text file as an input, the data is fed into the file reader in KNIME. All
fragment names examples in the Cumulocity sensor library are put together in the text file on the preparation side.

The file reader node reads the input text file with JSON file sensor capabilities samples.

The steps to build the pipeline are as follows:

Using a Python script, we generate two folders of JSON files containing strings of fragment names and their
corresponding content. The content of the files represents the 10T payload after the conversion to REST API

formatting exactly in the same way the content fragment names are used in the Cumulocity document to describe

the real data stream.

One folder contains JSON files with all fragment names except cy8_Position; in this case, it is a negative

scenario. Another folder contains JSON files with all fragment names, including cy8_Position, and it is a positive

scenario.
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Figure 13: Randomly Generated JSON Files (Ashari, 2021)

The flat file document parser nodes fed the pipeline’s workflow using a supervised learning approach, with JSON
positive and negative scenarios files. Both the positive and negative file scenarios are combined as an output of

the input-output (10) phase through the concatenate node.

Flat File
Document Parser

= >

Mode 129

Concatenate

Flat File i

Document Parser
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Figure 14: Input to the Pipeline (Ashari, 2021)
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File Edit Hilite Mavigation ‘iew

Table "default” - Rows: 1000 Spec - Column: 1 Properties Flow Variables

Row 1D & Document
Rawi “{"cBy_MationMeasurement”: {"motionDetected”: {"value™ 1.0, "unit™: ™, "type" "BOOLEAN"}, "speed": {"value™ -63.2, "unit"s "km/h" "
Rowl "{"c&y_accelerationMeasurement”; {"acceleration”: {"value": 8,36, "unit"; "mysz"}}, "cdy_MotionMeasurement”; {"motionDetected"; {"value"; 1.0, "unit"; type"; "BOOLEAN'}, "speed"; {"value"; -63.2, "unit" S, "By _val,..
Rowz "{"c&y_SinglePhaseEnergyMeasurement”: {"a+" {"walue™ 123, "unit": "kwh"}, "a-" {"walue™: 2, "unit": "kWh"E, "P+" {"value™s S&, "unit™ "W, P {Mvalue™ 0, "unit™s "Wt "8y HumidityMeasurement”: {"h" {"value": 13.37, ...
Row3 "{"cBy_Relayarray" ["OPEN", "CLOSED", "CLOSED", "OPEM"], "c8y DistanceMeasurement”; {"distance™: {"value™ 13,37, "uni 'mm"}, "cly_Relay": {relayState; "OPEM"}, "cBy_MotionMeasurement”; {"motionDetecte
Rowd "{"c@v_DistanceMeasurement A+ {"value": 435, "unit": "kwh'r, A"
Rows "“{"cBy_DistanceMeasurement + mmn’}, "cBy, Slng\aPhasaEnergyMeasuremant". {"a+"
Rowe "{"c&y_voltageMeasurement”; {"voltage"; -("value" 13 37, "unit" ”V '+ "cBy_LightMeasurement”: {"e": {"value"; §.36, "unit
RowT "{"c&y_DistanceMeasurement "mmn"}}, "cy_LightMeasurement”: §
Rows "{"c&y_HumidityMeasurement
Rowd "{"c@v_ThreePhaseEnergyMeasurement”: {"a+": {"value 1435, "uni : ! 'unit
Rowl0 "{"cBy_singlePhaseEnergyMeasurement™ {"a+"1 {"walue": 123, "unit": "kWwh"}, {"waluet 2, unlt“ k" H "cBy_DlstanceMeasurament {"distance" {"valu N
Rowll "{"c&y_Relayarray" ["OPEN", "CLOSED", "CLOSED", "OPEN"], "cBy_MotionMeasurement”; {"'motionDetected”; {"+alue™; 1.0, "unit’ -63.2, "unit"; "kmfh"}}, "cBy_AccelerationMeasuremen.. .
Rowl2 "{"c@v_SinglePhaseEnergyMeasurement”™: {"a+" {"walue": 123, "unit": "kwh"}, "a-": {"walue": 2, "unit": "kKwh" +, "cBy_ThreePhaseEnergyMeasurement™: {"a+": {"val...
Rowi3 "{"cBiy_Relayhrray’; ["OPEN", "CLOSED", "CLOSED", "OPEN"], "céy_VoltageMeasurement”: {"voltage": {"value": 1 8,56, "unit"s "It} "cBy_HumidityMeasurement”; {'h". .
Rowld "{"c@v_DistanceMeasurement": {"distance”: {"value": 13.37, "umit": "mm"}H"
Rowi5 “{"cBy_¥olkageMeasurement™: {"volkage”: {"walue™: 13.37, "unit": "W"}}, "cBy_CurrentMeasurement” 'CLOSED", "CLOSED", "OPEN"], "cBy_DistanceMeasureme. ..
Rowlé "{"c&y_Relay": {"relaystate”; "OPEM"}, "cBy_LightMeasurement”; " value: 8,36, "unit"; "lux"H, " +, "cBy_WolkageMeasurement”; {"voltage": {"value"; 13,3
Rowl? "{"c@v_SinglePhaseEnergyMeasurement™: {"a+" {"value": 123, "unit"; "kwh"}, " {"walue": Z i "W}, "chy_DistanceMeasurement”: {"distance": {"walue
Rowid "{"cBiy_Wolageteasurement”; " [relayState”s
Rowl9 "{"c@v_LightMeasurement”
Rawz0
Rowzl
Rowz2 "{"cav_Relay": {"relayState”: "OPEN"}, "cBy_DistanceMeasurement”: {'distance”: {"value": 13.37, "unit": "mm"FH"
Rowz3 "{"cBiy_LightMeasurement”; {"e"; {"value": &.36, "unit": "I} }, "céy_VoltageMeasurement”; {"voltage™: {"valus": 13.37, "unit": "¥"}}, "cBy_ThreePhassEnergyMeasurement™: {'4+"; {"valus"; 435, "unit": "KWh'}, "A-": {"value™ 2...
Rowz4 "{"c@v_ThreePhaseEnergyMeasurement”: {"a+" {"walue" 435, "unit": "kwh"}, "a-" {"walue": 23, "uni AL {Mwalue™ 123, "unit"; "kwh"F, "A-r1" vl
Rowz5 “{"cBy_accelerationMeasurement”: {"acceleration”: {"walue™: §.36, "unit": "mis2"} 1"
Rowzé "{"cEy_Relay": {"relaystate”; "OPEM"}, "cBy_DistanceMeasurement”; {'distance”; {"value": 13,37, "unit"; "mm"}}, "cdy_VoltageMeasurement”; {* f 113 "1+, "c@y_MotionMeasurement”; {"motionDetecte..,
Rowz? "{"c@v_HumidityMeasurement”: {"h": {"value": 13,57, "unit"; "%RH"}}, "c8y_MationMeasurement”: {"motionDetected”: {"value": 1.0, "unit’ ! 1 -63.2, "unit"; "ken/h"FHE"
Rowz8 "{"cBiy_ThreePhaseEnergyMeasurement”: {"A+"; {"value"; 435, "unit"s "kWWh'}, "A-"; {"valu"; 23, "unit”s "KWh"F, "P+" {"value": 657, "Unit" {value’s 0, "onit": A1 {Mvalue"s 123, "unit”s "kWh'}, A" val, .,
Rowz9 "{"cav_Relay": {"relayState”: "OPEN"} "
Rows30 "{"cBy_ThreePhaseEnergyMeasurement™: 4 a+": {"walue": 435, "unit": "kWwh"}, "a-" {"alue"t 23, "unit": "kWh"}, "P+" {"valug" 657, "unit"s "W"}, "P-": {"value": 0, "unit": "W}, "A+:1" {"value" 123, "unit": "kwh"}, "a-11" {"val...

Figure 15: Output from Concatenate Node (Ashari, 2021)

The next stage is to preprocess the data. The punctuation erasure node removes all the punctuation characters of
terms in the input documents (KNIME, 2021). The number filter node removes the numbers in the input

document.

Punctuation Erasure Humber Filter

> E2 > E2

Mode 131 Mode 130

Figure 16: Preprocessing Input Data (Ashari, 2021)
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File Edit Hilite Mavigation Wiew

Table "default” - Rows: 1000 Spec - Columns: 2 Properties  Flaw varizbles

Row ID

Ey Document

[y Preprocessed Document

Rawd

"{"c8y_MationMeasurement”; {"maotionDetected”: {"walue™ 1.0, "unit": ", "type": "BOOLEAN". .,

"cByMotionMeasurementmationDetectedvalusunittype BOOLEAN speedvalusunitkmb”

Rawl

"{"c8y _AccelerationMeasurement”: {"acceleration”: {"value™ 5.38, "unit": "mfs2"}}, "cly_Mati.

"c8yAccelerationMeasurementaccelerationwalueunitms 2c8yMotionMeasurementmotionDetectedvalueunittype ..

RowZ

"{"c8y_SinglePhaseEnergyMeasurement”: {"A+": {"value"; 123, "unit": "kWh"}, "A-" {"walue":. .

"c8ySinglePhaseEnergyMeasurement A valusunitkWha- walusunitkWhP valueunit! P- valueunitwcgyHumidity, ...

Raw3

"8y _Relayarray": ["OPEN", "CLOSED", "CLOSED", "OPEM"], "c8y_DistanceMeasurement™: {...

"cByRelayarray OPEM CLOSED CLOSED OPEN cByDistanceMeasurementdistancevalueunitrmmegyRelay relayst. ..

Rowid

"§"cBy DistanceMeasurement”: {'distance”: {"value"; 13.37, "nit"; "mm"}}, "By _ThresPhass. ..

8y DistanceMeasurementdistancevalueunitmmesy ThreePhaseEner gyMaasurement valusunitkihé- valusuni...

Raws

"{"c8y_DistanceMeasurement” mm"}, "By _SinglePhase.

"cByDistanceMeasurementdistancevalueunitmmegySinglePhaseEner gyMeasurement s valueunitkiha- valueuni

Rawé

"{"c8y_YoltageMeasurement”: {"voltagy W "cBy_LightMeasurem...

"c8y¥oltageMeasurementvaltagevalueunitycByLightMeasuremente valueunitiuxcdySinglePhaseEnergyMeasure. .

Row?

"I"c8y_DistanceMeasurement”: {"

"cyDistanceMeasurementdist ancevalueunitmmedyLightMeasuremente walueunitluxcdyRelay relayState OPEN"

Rawg

"I"cgy_HumidityMeasurement: {

"cgvHurnidityMeasurementh valueunitRHeSyLightMezasuremente valueunitluxcSyvoltageMeasurementvolkagey. ..

Rowd

"{"c8y_ThreePhaseEnergyMeasurement”: {"A+": {"value"; 435, "unit": "kWh"}, "A-" {"walue":. .

"c8yThreePhaseEnergyMeasurement s valusunitkiwha- walueunitkehP valueunit' P- valusunit Avalueunitk, .,

Rawl0

"{"c8y_SinglePhaseEnergyMeasurement”: {"a+": {"value"; 123, "unit": "kiwh"}, "a-": {"walue"

"cBysinglePhaseEnergyMeasurement valueunitkiwha- walusunitkihP valusunity P- valueunitw'cByDistance. ..

Rawll

"8y _Relayarray™ ["OPEN", "CLOSED", "CLOSED", "OPEM"], “c8y_MotionMeasurement™: {"..,

"c8yRelayarray OPEM CLOSED CLOSED OPEN c8yMotionMeasurementmotionDetectedwalueunittype BOOLEAM. ..

Rawlz

"{"c8y_SinglePhaseEnergyMeasurement”: {"a+": {"value"; 123, "unit": "kWh"}, "a-" {"value"

"cBySinglePhassEnergyMeasurement s valusunitkiwha- valusunitkhP valugunity! P- valusunitw'cBy ThresPha, .

Rawl3

"{"c8y_Relayarray": ["OPEN", "CLOSED", "CLOSED", "OPEM"], "c8y _VoltageMeasurement™: {"...

"c8yRelayarray OPEMN CLOSED CLOSED OPEN c8yVoltageMeasurementvoltagevalueunityedyLightMeasuremen. ..

Rovil4

"{"cdy _DistanceMeasurement” {"value" 13,37, "unit"; "mm"} "

"cyDistanceMeasurementdistancevalueunitmm®

Rawls

"I"c8y_VoltageMeasurement: {"voltag Mywalue": 13,37, "unit": "'}, "cBy_CurrentMeasur...

"cByVoltageMeasurementvoltagevalueunitvcBy CurrentiMeasurementcurrent valueunitAcBvR elayarray OPEN CL...

Row1é

" "OPEN'}, "cly_LightMeasurement”:

"cByRelay relayState GPEH cByLightMeasuremente valueunitluxcBy CurrentMeasurementeurrentvalusuniticdy. .

Rawl7?

""cBy_Relay": {"relayState”:
"{"c8y_SinglePhaseEnergyMeasurement™: {"a+": {"value": 123, "unit"

"cBySinglePhaseEnergyMeasurementd valueunitkiwha- walusunitkhP valusunity? P- valueunitw'cByDistance. ..

Rawld

)
"{"c8y_YoltageMeasurement”: {"voltage™ {"value™ 13.37, "unit": "'+, "cdy_Relay™: {

. "cBy¥oltageMeasurementvaltagevalueunitycByRelay relayState OPEN c&yDistanceMeasurementdistancevalue. ..

Rowl9

"I"c8y_LightMeasuremer 8,36, "unit"; "lux"}r, "c8y_MotionMeasurement

"cyLightMeasuremente valueunitluxcdyMotionMeasurementmotionDetectedyvalusunittype BOOLEAN speedval...

Rawz0

"'cay_Relay": {"relaystate” "OPEN"}, "cSy_MotionMeasurement”: {‘motionDetected": {"valu...

"cgvRelay relayState OPEM c8yMationMeasurementmotionDetectedyalueunittype BOOLEAN speedvalusunitkn. ..

Rowzl

"'y _Relay": {"relaystat 'OPEN"}, "cy_MotionMeasurement”: {"motionDetected": {"valu, .,

"cdyRelay relayState OPEM cByMotionMeasurementmotionDetectedy alueunittype BOOLEAN speedvalusunitkm, .,

Rawz2

"I"cBy_Relay": {"relaystate”: "OPEN"}, "cBy_DistanceMeasurement”: {"distance”; {"walu

. |"cByRelay relayState OPEM cByDistanceMeasurementdistancevalusunitrmm”

Rawz3

"{"c8y_LightMeasurement™: {"e": {"value"™: 8,36, "unit": "lux"}}, "cBy_WoltageMeasurement

{...['cByLightMeasuremente valueunitiuxcdyYoltageMeasurementvoltagevalueunitYe8y ThreePhaseEnergyMeasure. ..

Raw24

"{"c8y_ThreePhaseEnergyMeasurement”: {"a+": {"value"; 435, "unit": "kWwh"r, "a-" {"walue". .

"c8y ThreePhassEnergyMeasurementa valusunitkiwha- walusunitkhP valugunity P- valusunit Avalueunitk, .,

Rawz5

"{"c8y_ccelerationMeasurement”: {"acceleration”: {"value": 5.38, "unit" "mys2"} 1"

"c8vAccelerationMeasurementaccelerationvalugunitms 2"

Row2é

"'y _Relay": {"relaystat 'OPEN"}, "c&y_DistanceMeasurement”; {"distance™; {"value": 1...

"cdyRelay relayState OPEM cByDistanceMeasurementdistancevalueunitmmcdy VoltageMeasurementvoltageval ..

Rawz7

"I"c8y_HumidityMeasurement™: {"h": {"value": 13.37, "unit"; "%RH"}}, "cBy_MotionMeasurem,

"c8yHurnidityMeasurementh valueunitRHcGyMationMeasurementrmaotionDetectedvalueunittype BOOLEAN spee. ..

Row2E

" {*cBy _ThrecPhaseEnergyMeasurement”: {"+" {"valus": 435, "unit"; "kh"}, "a-": ["value"

"8y ThreePhaseEnergyMeasurement valueunitkitha- valueunitkihP valugunit! P- valueunit Avalueunitk. ..

Rawz29

"{"cBy_Relay": {"relayState”: "OPEN"H"

"cByRelay relayState OPEM"

Raw30

"{"c8y_ThreePhaseEnergyMeasurement™ {"a+" {"value": 435, "unit": "kwh"}, "a-": {"walue™. ..

"c8yThreePhaseEnergyMeasurement A valueunitkiwha- valueunitkWhP valusunity! P- valueunit' Avalueuniti. ..

Row3l

"I"c8y _WoltageMeasurement”: {"voltag "value"; 13,37, "unit"s "'t "cdy_CurrentMeasur,.,

"cyVoltageMeasurementvoltageyalueunitVcdy CurrentMeasurementcurrent valueunitAcgyRelay relayState OP, .,

Raw3Zz

"I"c8y_CurrentMeasurement”: {"current”; {"value"

"cgwCurrentMeasurementcurrentyalueunitAciyHumidityMeasurementh walueunitRHeSyRelay relayState OPEM ...

Row33

13,37, "unit": "A"}}, "c8y_HumidityMeasu. ..
"I"c8y_AccelerationMeasurement”; {"acceleration'; {"valus"

"cyAccelerationMeasurementaccelerationvalusunitms2cGyLightMeasuremente valueunitluxcgyMotionMeasure. .,

Raw34

.36, "unit"; "mis2"}, "cBy_Ligh...
"{"c8y_SinglePhaseEnergyMeasurement”: {"a+": {"value": 123, "unit": "ki

"cBySinglePhaseEnergyMeasurementd valueunitkihi- walusunitkhP valusunity P- valusunitiw'cByRelay rel

Raw35

W AT (Pl
"{"c8y_HumidityMeasurement™: {"h": {"value": 13.37, "unit

. ["cByHumidityMeasurementh valueunitRHeEyAccelerationMeasurementaccelerationvalueunitms2eayRelayarray. ..

Raw36

R H"H ey _AccelerationMea,
"I"cBy_Relayarray"; ["OPEN", "CLOSED", "CLOSED", "OPEM"], "c8y_ThreePhaseEnergyMeasu..

"cByRelayarray OPEM CLOSED CLOSED OPEN cBy ThresPhaseEnergyMeasurementa valusunitkivha- walusunit. .,

Raw37

"{"c8y_AccelerationMeasurement”: {"acceleration”: {"value": §.38, "unit": "mys2"} "

ey AccelerationMeasurementaccelerationvalusunitms 2"

Figure 17: Number Filter

Output (Ashari, 2021)

Using the Bag-of-Words (BoW) creator node, the next phase of the ML pipeline is to build a term column

consisting of each word in the document rows.

Mocle

Bag Of Words
Creator

52

133

Figure 18: Bags-of-Words Creator Node (Ashari, 2021)
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Eile Edit Hilite MNawvigation Miew
Table "default” - Rows: 30442 Spec - Columns: 2 Properties  Flow Yariables
Row 1D Ey Preprocessed Docurient T Term

Row14031 "cavRelay relaystate OPEM c3vLightMeasuremente valueunitluxcaysinglePhaseEn., .. wieh[]
Rowl4032 "cByRelay relayState OPEM cByLightMeasuremente valueunitluxcdySinglePhaseEn. .. |4-[]
Rowl4033 "cBvRelay relaystate OPEM cByLightMeasuremente valueunithuxcdySinglePhaseEn. .. P[]
Rowl 4034 "cEvRelay relayState OPEM cdvLightMeasuremente valueunitloxcdyinglePhaseEn. .. wil]
Rowl4035 "cEvRelay relaystate OPEM cdvLightMeasuremente valueunitluxcdysinglePhaseEn. .. |P-[]
Rowl14036 "cavRelay relaystate OPEM c3vLightMeasuremente valueunitluxcdysinglePhaseEn. .. [c8vPosition[]
Rowl4037 "cBvRelay relayState OPEM cByLightMeasuremente valueunitluxcdySinglePhaseEn. .. |alt[]
Rowl4038 "cvRelay relaystate OPEN cayvlightMeasuremente valueunithuccgySinglePhaseEn. .. Ing[]
Rowl4039 "cEvRelay relaystate OPEN cdvLightMeasuremente valueunitluxcdysinglePhaseEn. .. (lat[]
Rowl14040 "cavRelay relaystate OPEN c3vLightMeasuremente valueunitluxcaysinglePhaseEn.. . |trackingProtocol[]
Row 14041 "cBvRelay relaystate OPEN cByLightMeasuremente valueunithoxcgySinglePhaseEn... |TELICT]
Rowl4042 "cBvRelay relayState OPEM cByLightMeasuremente valueunitluxcdySinglePhaseEn. .. |reportReason]]
Rowl4043 "cEvRelay relayState OPEM cdvLightMeasuremente valueunithoxcgySinglePhaseEn... |Time[]
Rowl 4044 "cEvRelay relaystate OPEN cdvLightMeasuremente valueunithoxcgysinglePhaseEn... |[Event[]
Rowl14045 "cavRelay relaystate OPEM c3vLightMeasuremente valueunitluxcdysinglePhaseEn. .. c8vDistanceMeasurement]]
Rowl4046 "cByRelay relayState OPEM cByLightMeasuremente valueunitluxcdySinglePhaseEn. .. |distance[]
Rowl4047 "cBvRelay relayState OPEN cByLightMeasuremente valueunithuxcdySinglePhaseEn. .. [mm[]
Rowl 4045 "cvPositionalting lat trackingProtocol TELIC reportReasonTime EventcdyDistance,.. |c&wPosition[]
Rowl4049 "c&vPositionaltng lat trackingProtocol TELIC reportReasonTime EventcdyDistance,.. |alt]
Row14050 "c&vPositionaltng lat trackingProkocol TELIC reportReasonTime EventcdyDistance, .. [Ing[]
Row14051 "cByPositionalting lat trackingProtocol TELIC reportReasonTime EventcSyDiskance... [lat[]
Rowl4052 "cByPositionalting lat trackingProtocol TELIC reportReasonTime Eventcgylistance, .. |trackingProtocaol[]
Rowl4053 "c&vPositionaltng lat trackingProtocol TELIC reportReasonTime EventcdyDistance, ., |TELICT]
Rowl4054 "c&vPositionaltng lat trackingProtocol TELIC reportReasonTime EventcdyDistance. .. |reportReason]]
Row14055 "c8yPositionaltng lat trackingProtocol TELIC reportReasonTime EventcSyDistance. .. |Time[]

Figure 19: Bags-of-Words (BoW) Creator Output (Ashari,

2021)

Next, the Term Frequency (TF) node computes the term frequency of each term according to each document and

summarises the result in the new column called TF abs (KNIME, 2021).

TF

L

Mode 128

Figure 20: Term Frequency TF (Ashari, 2021)

File Edit Hilite Mavigation Wiew
Table "defaul’ - Rows: 30442 Spec - Columns: 3 Properties Flow Vatiables

Row ID [&y Preprocessed Document T Term [1]7F abs
Row0 "cayMationMeasurementmotionDetectedvalueunittype BOOLEAN speedvalueunitkmh' cByMotionMeasureme. .. [2
Fowl "céyMotionMeasLrementmotionDetectedvalueunittype BOOLEAN speedvalueunithmh” motiorDetected(] 2
Rowz "céiyMotionMeasLrementmationDete chedvalusunttype BOOLEAN speedvalusunitkmh” walue[] 7
Row3 "cayMationMeasurementmotionDetectedvalueunittype BOOLEAN speedvalusunitkmb’” urit]] 4
Rowd "cayMationMeasurementmotionDetectedvalueunittype BOOLEAN speedvalueunitkmh' type[] 2
Rows "céyMotionMeasLrementmotionDetectedvalueunittype BOOLEAN speedvalueunithmh” BOOLEAN[] 2
Rows "céiyMotionMeasLrementmationDete chedvalusunttype BOOLEAN speedvalusunitkmh” speed]] 2
Row? "cayMationMeasurementmotionDetectedvalueunittype BOOLEAN speedvalusunitkmb’” kenh[1 2
Rowg "cayAccelerationMeasurementaccelerationvalueunitms2c8y MationMeasurementmotionDetectedvalueunittype BOOLEAN speedvalueunitkmhc8yVoltageMeasurementvoltagevalueunitVcayRelay relaystate OPEN" cByaccelerationMeasu. .. [2
Rowd céyAccelerationMeasLrementaccelerationvalueunitms2cyMotionMeasurementmotionDetectedvalueunittype EOOLEAN speedvalusLnitkmhc8yValtageMeasurementvakagevalueunitasyRelay relayState OPEN" acceleration[] 2
Rowld "céiyAccelerationMeasLn ationvalueunitms2cay M ntmotionDetectedvalueunittype BOOLEAN speedvalusunithmh urementvakagevalusunitVadyRelay relayState OPEN" walue[] 8
Rowll "cayAcceler ationMeasursmentaccelerationyalueunitms2c8y MationlMeasurementmotionDet ectadv slusunittype BOOLEAN speedyalusunitkmhesyvoltageMeasuremantvolt agevalusunityeayR elay relaystate OPEN" urit]] 8
Row12 "cayAccelerationMeasurementaccelerationvalueunitms2c8y MationMeasurementmotionDetectedvalueunittype BOOLEAN speedvalueunitkmhc8yVoltageMeasurementvoltagevalueunitVcayRelay relaystate OPEN" ms2[] 2
Rowl3 céyAccelerationMeasLrementaccelerationvalueunitms2cyMotionMeasurementmotionDetectedvalueunittype EOOLEAN speedvalusLnitkmhc8yValtageMeasurementvakagevalueunitasyRelay relayState OPEN" cByMotionMeasureme. .. |2
Rowld "céiyAccelerationMeasLn ationvalueunitms2cay M ntmotionDetectedvalueunittype BOOLEAN speedvalusunithmh urementvakagevalusunitVadyRelay relayState OPEN" motiorDetected[] 2
Rowis "cayAcceler ationMeasursmentaccelerationyalueunitms2c8y MationlMeasurementmotionDet ectadv slusunittype BOOLEAN speedyalusunitkmhesyvoltageMeasuremantvolt agevalusunityeayR elay relaystate OPEN" type[] 2
Rowlé "cayAccelerationMeasurementaccelerationvalueunitms2c8y MationMeasurementmotionDetectedvalueunittype BOOLEAN speedvalueunitkmhc8yVoltageMeasurementvoltagevalueunitVcayRelay relaystate OPEN" BOOLEAN[] 2
Rowl7 céyAccelerationMeasLrementaccelerationvalueunitms2cyMotionMeasurementmotionDetectedvalueunittype EOOLEAN speedvalusLnitkmhc8yValtageMeasurementvakagevalueunitasyRelay relayState OPEN" speed]] 2
Rowld "céiyAccelerationMeasurementaccelerationvalusunitms2c8yMotionMeasursmentmotionDetectedvalusUnittype BOOLEAN spesdvalusLnitkmhcByValtageMeasurementvokagevalusuniticByRelay relayState OPEN" k(] 2
Rowig "cayAcceler ationMeasursmentaccelerationyalueunitms2c8y MationlMeasurementmotionDet ectadv slusunittype BOOLEAN speedyalusunitkmhesyvoltageMeasuremantvolt agevalusunityeayR elay relaystate OPEN" cayWolageMeasurame. .. [2
Rowz0 "cayAccelerationMeasurementaccelerationvalueunitms2c8y MationMeasurementmotionDetectedvalueunittype BOOLEAN speedvalueunitkmhc8yVoltageMeasurementvoltagevalueunitVcayRelay relaystate OPEN" wolkage[] 2
Rowzl céyAccelerationMeasLrementaccelerationvalueunitms2cyMotionMeasurementmotionDetectedvalueunittype EOOLEAN speedvalusLnitkmhc8yValtageMeasurementvakagevalueunitasyRelay relayState OPEN" [} 2
Rowz2 "céiyAccelerationMeasurementaccelerationvalusunitms2c8yMotionMeasursmentmotionDetectedvalusUnittype BOOLEAN spesdvalusLnitkmhcByValtageMeasurementvokagevalusuniticByRelay relayState OPEN" cByRelay[] 2
Rowz3 "cayAcceler stionMeasurementaccelerationvalueunitms2c8y MationMeasurementmotionDet ectedv slusunittype BOOLEAN speedvalueunitkmhcByVoltageMeasurementvoltagevalusunitVcayRelay relayState OPEN" relayState[] 2
Rowz4 "cayAccelerationMeasurementaccelerationvalueunitms2c8y MationMeasurementmotionDetectedvalueunittype BOOLEAN speedvalueunitkmhc8yVoltageMeasurementvoltagevalueunitVcayRelay relaystate OPEN" OPEN[] 2

Figure 21: TF Output (Ashari, 2021)
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The document vector node registers each word’s simple presence, summarising the full message as a vector.

Dacurnents output table - 3:124 - Document Yector — [m] X
File Edit Hilite Mawvigation Wiew
Table "default” - Rows: 1000 Spec - Columns: 68 Properties  Flow Yariables
R 10 By Document [D] cayaccelerationMeasurement || D] acceleration | [D] value |[D]unit |[D]ms2 |[D] e@ycurrentieasurement | [D] current |[D] & |[D] c8yDistanceMeasurement | [D] di:
Rawd "cByAccelerationMeasurementaccelerationvalueunitn. .. {1 1 1 1 1 o o i) o i)
Rowl "c8yAccelerationMeasurementaccelerationvalueunitm. .. |1 1 1 1 1 ] ] (i) ] (i)
Rawz "cByAccelerationMeasurementaccelerationvalueunitn. .. {1 1 1 1 1 o o o o o
Row3 "y AccelerationMeasurementaccelerationvalueunitm, . |1 1 1 1 1 1 1 1 o (i)
Rowd "c8yAccelerationMeasurementaccelerationvalueunitmm. .. |1 1 1 1 1 1 1 1 1 1
Raws "cByAccelerationMeasurementaccelerationvalueunitn. .. {1 1 1 1 1 1 1 1 o o
Rowé "y AccelerationMeasurementaccelerationvalueunitm, . |1 1 1 1 1 1 1 1 1 1
Row? "c8yAccelerationMeasurementaccelerationvalueunitmm. .. |1 1 1 1 1 1 1 1 ] 0
Raowg "cByAccelerationMeasurementaccelerationvalueunitn. .. {1 1 1 1 1 1 1 1 o o
Row? "y AccelerationMeasurementaccelerationvalueunitm, . |1 1 1 1 1 1 1 1 o (i)
Raowl0 "cEyAccelerationMeasurementaccelerationvalueunitn. . {1 1 1 1 1 1 1 1 o (i)
Rowll "y AccelerationMeasurementaccelerationvalueunitm, . |1 1 1 1 1 o o (i) 1 1
RowlZ "c8yAccelerationMeasurementaccelerationvalueunitmm. .. |1 1 1 1 1 ] ] 1 1 1
Raowl3 "cByAccelerationMeasurementaccelerationvalueunitn. .. {1 1 1 1 1 o o o 1 1
Rowld "y AccelerationMeasurementaccelerationvalueunitm, . |1 1 1 1 1 1 1 1 1 1
Rowls "c8yAccelerationMeasurementaccelerationvalueunitmm. .. |1 1 1 1 1 ] ] 1 1 1
Raowle "cByAccelerationMeasurementaccelerationvalueunitn. .. {1 1 1 1 1 o o 1 1 1
Rowl? "y AccelerationMeasurementaccelerationvalueunitm, . |1 1 1 1 1 1 1 1 1 1
Rowls "c8yAccelerationMeasurementaccelerationvalueunitmm. .. |1 1 1 1 1 ] ] 0 ] 0
Rowld "cyAccelerationMeasurementaccelerationvalueunitm, . 1 1 1 1 1 1 1 1 1 1
Rowz0 "c8yAccelerationMeasurementaccelerationvalueunitmm. .. |1 1 1 1 1 ] ] 0 ] 0
Raw21 "cByAccelerationMeasurementaccelerationvalueunitn. .. {1 1 1 1 1 o o o o o
Rowz2z "y AccelerationMeasurementaccelerationvalueunitm, . |1 1 1 1 1 1 1 1 o (i)
Rowz3 "c8yAccelerationMeasurementaccelerationvalueunitmm. .. |1 1 1 1 1 1 1 1 1 1
Raowz4 "cByAccelerationMeasurementaccelerationvalueunitn. .. {1 1 1 1 1 o o 1 1 1
RowZs "y AccelerationMeasurementaccelerationvalueunitm, . |1 1 1 1 1 1 1 1 o (i)
Rowzé "c8yAccelerationMeasurementaccelerationvalueunitmm. .. |1 1 1 1 1 1 1 1 ] 0

Figure 22: Document Vector Output (Ashari, 2021)

The category-to-class node mapped the rows into the document class based on the earlier label assigned to the

input files (negative or positive). Basically, in the document that has cy8_Position information, this node adds a

positive label, and if there is no cy8_Position information in it, this node adds a negative label. With this result,

we are ready to train our ML model.

Docurments output table - 31126 - Categary To Class m]
File Edit Hilite Mavigation Wiew
Table "default” - Rows: 1000 Spec - Columins: 69 Praperties  Flow Variables
cByMokio .

Row ID [D]lat @Dtt’sg':‘”gpr [D] TeLIC @ar:;::rtRe [D]Tme  |[D]Event @:ﬁZEEIGY [D] cLosen @:‘gitasure @Em[fég”%t [D]tvpe  |[D]BCOLEAN |[D]speed  |[D] kmh (8] Bocument
Rowd 0 o 0 0 o 0 o 0 o 0 0 o 0 o Negative
Rowl 0 o 0 0 o 0 o 0 o 0 0 o 0 o Negative
Rowz 0 o 0 0 o 0 o 0 o 0 0 o 0 o Negative
Row3 0 o 0 0 o 0 o 0 o 0 0 o 0 o Negative
Rowd 0 o 0 0 o 0 o 0 o 0 0 o 0 o Negative
Rowd 1 1 1 1 1 1 1 1 o 0 0 o 0 o Positive
Rowé 0 o 0 0 o 0 1 1 1 1 1 1 1 1 Megative
Row? 0 o 0 0 o 0 1 1 1 1 1 1 1 1 Megative
Rowd 0 o 0 0 o 0 o 0 o 0 0 o 0 o Megative
Rowd 0 o 0 0 o 0 o 0 o 0 0 o 0 o Megative
Rowl0 0 o 0 0 o 0 o 0 1 1 1 1 1 1 Megative
Rowll 0 o 0 0 o 0 o 0 o 0 0 o 0 o Megative
Rowlz 1 1 1 1 1 1 o 0 o 0 0 o 0 o Positive
Rowl3 1 1 1 1 1 1 1 1 o 0 0 o 0 o Positive
Rowld 1 1 1 1 1 1 1 1 o 0 0 o 0 o Positive
RowlS 1 1 1 1 1 1 o 0 1 1 1 1 1 1 Positive
Rowlg 0 o 0 0 o 0 o 0 o 0 0 o 0 o Negative
Rowl? 0 ] (i) ) ] 0 1 1 o (i) o ] 0 o Megative
Rowls 0 ] (i) ) ] 0 ] (i) o (i) o ] 0 o Megative
Rowl9 1 1 1 1 1 1 1 1 o (i) o ] 0 o Positive
Rowz0 1 1 1 1 1 1 ] (i) 1 1 1 1 1 1 Positive
Rowz1 0 ] (i) ) ] 0 1 1 o (i) o ] 0 o Megative
Rowzz 0 ] (i) ) ] 0 1 1 o (i) o ] 0 o Megative

Figure 23: Category-to-Class output (Ashari, 2021)

The next step is to train the model using supervised learning, a binary classifier, in this case, the Decision Tree

Learner. The study used the partitioner node to partition the training and test dataset data in a 70:30 ratio. Once

the model learns this classifier, the Decision Tree Predictor can be fed with JSON messages to determine their

label (Document Class = Positive if it contains PIl, or Document Class = Negative if PIl does not exist).
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File Hilite Tree
Megative (350/700)
w Table:
Category Yo n
Megative 50.0 350
Positive 50.0 350
Total 100.0 700
6
Event <=0.5 Event > 0.5
Megative (350/350) Positive (350/350)
w Table:  Table:
Category %Yo n Category Y n
MNegative 100.0 350 Megative 0.0 0
Paositive 0.0 [¥] Paositive 100.0 350
Total 50,0 350 Total 0.0 350
Figure 24: Decision Tree Predictor (Ashari, 2021)
File Hilite
Document ... MNegative Positive
Megative 161 0
Positive (] 139

Correct classified: 300 Wrong classified; 0

Aoouracy: 100 %% Error: O %%

Cohen's kappa (k) 1

Figure 25: Scorer Output (Ashari, 2021)

Figure 24 shows the Decision Tree Predictor node’s negative and positive document predictions. From figure 25,

the scorer node shows a 100% accuracy confusion matrix.

The Decision Tree classifier is our baseline for this ML model. The second classifier, which is Naive Bayes, is

used to check whether the outcome from the Decision Tree classifier is consistent. Figure 26 shows the output

from the Naive Bayes predictor.
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The classified data - 3:152 - Naive Bayes Predictar — O X
File Edit Hilite Mawigation ‘iew
Table "default” - Rows: 300 Spec - Columns: 70 Properties  Flow Yariables
Row ID [D]trackin... |[D] TELIC [D]repartr...|[D] Time [D] Event [D] cByRel... |[D]cLoseD |[D] cByMati...|[D] motion... |[D]tyne [D]BoctEan |[D] speed [D]kmh [S]pacum... |[S]Prediti...

Rawd 0 ] 0 0 o 0 o o o o 0 o 0 Negative Megative
Row3 o o il o il o o a o il o ] ) Negative Megative
Rowd 0 ] 0 0 o 0 o o o o 0 o 0 Negative Negative
Rowl2 1 1 1 1 1 0 a a a 0 ) o a Positive Paositive
Rowld o o 0 o 0 o o a o 0 0 o ) MNegative MNegative
Rowz3 o o il o il 1 1 1 1 1 1 1 1 Negative Megative

[ Rowe4 1 1 1 1 1 1 1 o o o i o o Positive Positive
RowZ5 1 1 1 1 1 ) ] a ] (i) ) o ) Positive Positive
Rowz7 o o 0 o 0 o o a o 0 0 o ) MNegative MNegative
Row33 0 o 0 0 0 0 o o o o a o a Meqgative Megative
Row33 1 1 1 1 1 il a a a o a ] 0 Positive Positive
Row4z 1 1 1 1 1 0 o o o o a o a Posiive: Positive
Rowdé o o il o il 1 1 a o il o ] ) Negative Megative
Row49 0 o 0 0 0 1 1 o o o a o a Meqgative Megative
Rows0 1 1 1 1 1 1 1 a a 0 ) o a Positive Paositive
RowsS 1 1 1 1 1 1 1 a o o ) o i Positive Positive
Rowé1 1 1 1 1 1 1 1 a a 0 ) o a Positive Paositive
Rowea2 o o 0 o 0 1 1 1 1 1 1 1 1 MNegative MNegative
Rowdd ) ] (i) ) (i) ) ] a ] (i) ) o ) Megative Megative
Rowab o o 0 o 0 o o 1 1 1 1 1 1 MNegative MNegative
Rowdd 0 o 0 0 0 1 1 1 1 1 1 1 1 Meqgative Megative
Row?0 o o 0 o 0 o o a o 0 0 o ) MNegative MNegative
Row?7? 1 1 1 1 1 0 o 1 1 1 1 1 1 Posiive: Positive
Row?s 1 1 1 1 1 0 a a a 0 0 o 0 Positive Positive

Figure 26:

Naive Bayes Predictor Output (Ashari, 2021)

Confusion hlatrix

- 3153 - Scarer

|

e

File Hilite

Document ... MNegative Positive
Meqative 161 0
Paositive (] 139

Correct classified: 300

Accuracy: 100 %

Cohen's kappa (K] 1

Wirong classified: 0

Errar: 0 %

Figure 27: Scorer Output for Naive Bayes Predictor (Ashari, 2021)

The result from the Naive Bayes classifier confirms the result of the Decision Tree classifier.
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Figure 28: End-to-End ML Pipeline (Ashari, 2021)

RB Modelling and Classification

This section analysed the 10T payload data format from the RB modelling and classification from the data dump

side. Based on the Cumolocity documentation, the data dump will be in a stream of rows in a comma-separated-

values (CSV) format.

SmartREST

REST

SmartREST

proxy .

Cumulocity

fooc.

POST /s HTTP/.0
Authorization: ...
X-Id: Device_1.0

1,200,20.5

POST /measurement/measureaments HTTP/1.1
HOST: ...
Authorization: ...

{
“time": "2014-08-01T712:03:27.8452",

3,200,4,7.4215
“type”: "BoardTemperature”,
“source”: { Tid™: "2007 },
“cBy_TemperatureMeasurement”: {
“T7:{ "value™: 20.5, "unit™: "C7 }

1

POST fevent/events HTTR/1.1

Figure 29: Example of Temperature Sensor Data Dump (Cumulocity, 2021)

Since we do not have access to the raw data dump sample from an loT device for this study, we will use instead
already formatted data similar to the one that originated from a SmartREST proxy. This rule-based condition will
classify Pl data if fragment name cy8_Position exists in the 10T data payload. In figure 30, a program executing a
rule-based process will detect in the incoming JSON formatted data P1I keys that are matched against a list of

keys, in our case, the cy8_Position.
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Qhserve incoming
1aT data payload

List
Pl key 1 Search input
_j—) data for Pl keys
Pl key 2 in the input ile Proceed with other
Pl key 3 Seps

Does 1T data payload
include cy8_Position
fragment name?

Does cy8_Position
contain alt, Ing, lat?

Label as Pl

Do nothing

Figure 30: IoT Data Stream to SmartREST API (Ashari, 2021)

Next, this study utilised a regular expression tool to label the desired location data from the JSON generated input
files containing many rows of fragment names. Figure 31 demonstrated that we could capture a group having the
rule-based condition of the location data referred by PII. The regular expression, also known as regex, can capture
any cy8 Postion PII, regardless of specific values contained in the altitude, longitude, and latitude. The example
below shows a manual regex process. To automate the process, in the incoming loT payload, the regex script can

process data before SmartREST API takes place to capture and tag the incoming targeted PII data.
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Exprassion <> JavaScripty ¥ Flagsy

(7<PII>"cB8y_Position": {"alt": 67, "lng": 6.15173, "lat™: 51.211977, “trackingProtocol™: "TELIC", “reportReason": "Time Event™}) A
Text | Tests 9 matches (1.0ms)
1TvEaLwUE L 1T3.50, urrre mm’p iy Loy _1TNTeerNdseenel BYyMedsur emene - AT 1§ value . 435, urrre KWI f oy AL {TvaLueT L Lo, urnies KWI§
"R+t {"value”: 657, "unTtfio MWE, "P-":io{"value": 8, "unit": MW"}, "A+:1": {"value": 123, "unit": "kWh"}, "A-:1": {"value": 2, "unit”: "kWh"},
P+l {"value": 56, "un €™ "W'L, UP-il1"io {"value": @, "undt": o "W'R, "A+i2M5 {"value": 231, "unit"i "kWh"}, "A-;2": {"value": 23, "unit";
"kwh"}, "P+i2": {"wvalue": 516, "unit"i o "WME,OMP-i2Mi {M"value": 2, MunTt": "WME, "A+:3M"io[M"value': 1423, "unit":i "kWh"}, "A-:3": {"value": 422,
TuRTtt s kWhTh, P37 {"value”: 16, "undt”: o "W'F, "P-:3": . {"value: 9, "unit": "W}, "RT+": {"value": 231, "unit": "kYArh"}, "Ri-": {"value":
23, "unit": "kVArh"}, "Rc+": {"value”: 342, "unit": "kVArh"}, "Rc-": {"value”: 43, "unit": "kYArh"}, "Qi+": {"value": 234, "unit": "kVAr"},

"Q =" {"value": 645, "unit": "KYAr"}, "Qo+": {"value": 76, "unit"i "kVAr"}, "Qc-": {"value": 34, "unit": "KVAr"}pi"

"{"c8y Position": {"alt": &7, "lng": 6.15173, "lat": 51.211977, "trackingProtocol": "TELIC", "reportReason": "Time Event"}}"
"{"ca8y_AccelerationMeasurement": {"acceleration'": {"value": 8.36, "unit": "m/s2"}}, "c8y_HumidityMeasurement": {"h": {"value": 13.37, "unit"
"%RH"}}, "cBy Position': {"alt": &7, "lng": 6.15173, "lat'": 51.211977, "trackingProtocol'": "TELIC", "reportReason'": "Time Event"}

"cay_MotionMeasurement': {"motionDetected”: {"value": 1.8, "unit "type": "BOOLEAN"},
"{"c8y Relay": {"relayState'": "OPEN"}, "c8y LightMeasurement": {"e {"value": 8,36, "unit":i "
{"value";: 123, "unit": "kWh"}, "A-": {"value": 2, "unit":i "kWh"},

"iof"value": -63.2, "unft": "km/h"}}R"
, "c8y_SinglePhaseEnergyMeasurement': {"A+":
"o {"value": 56, "unft": "W"}, "P-"i {"value": @, "unit": "W'}},

"c8y_Position": {"alt": &7, "lng": 6.15173, "lat": 51.211377, "trackingProtocol”: "TELIC", "reportReason”: "Time Event"}
"cay_DistanceMeasurement": {"distance": {"value": 13.37, "unit": "mm"}}}"
Tools Replace  List = Defails = Explain 3

Click a match above to display match & group details. Mouse over a Group row to highlight it in the Expression.

Match 8 368654-368773 "c8y_Positien™: {"alt": €7, "lng": €.15173, "lat": 51.211977, "trackingProtocol™: "TELIC", "reportReason": "Time
Event"}

TPII" n/a "c8y_Position™: {"alt": €7, "lng": €.15173, "lat": 51.211977, "trackingProteocol": "TELIC", "reportReason": "Time
Event"}

Figure 31: Rule-Based Output from Regular Expression (Ashari, 2021)

3.7 Observation on ML and RB Approaches

This sub-section summarises the limitations of each of the two methods in detecting private data from the 10T
data payload.

The location in the data flow between 10T devices messages and the Cumulocity engine to fulfil their purpose is a
key property of the RB and ML approaches.

The RB method of private data detection could take place before the I0T data payload reaches the SmartREST
API as well as after it leaves the SmartREST API. The example in figure 31 above occurred after SmartREST
API converted the data into the JSON file format. Knowing the exact format of the Pl data structure, the RB
method could detect which data belongs to PIl and tag it accordingly, even in the loT payload CSV format. By
contrast, the ML method requires labelled data at the beginning of processing; this can happen only after
SmartREST translates the message of the data payload into a JSON file format. However, after that, fully-trained
ML processing no longer requires labelled input data.
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Figure 32: RB vs ML Method in the Incoming Data Flow to CoT (Ashari, 2021)

The advantage of the RB method lies in the fact that it could take place in the early stage. The earlier private data

detection occurs, the better.

The second point is that the RB method requires an exact Pll data format. The RB conditions need an accurate
formula for correct data filtering. When changes happen, such as advancing new IoT technology or a new format
in the 10T data payload, the RB algorithm needs to be updated, making it more difficult to maintain. Any small
adjustments in the input file that is not matched with an updated RB filter may result in false-negative for the RB
method. The ML approach lets the machine re-learn the model that suits the new PlI-related data and improves
their learning results. The ML method does not need an explicit definition of the PlIs but only the correct

labelling to train the model.

The advantage of learning via ML is that the algorithm can improve by training the model with lots of data. The
ML method is more robust due to the file preprocessing and bags-of-words nodes in the preprocessing and
transformation phase. According to Azure IoT hub documentation, about 256-KB sensor data batches are sent by
loT devices every five minutes.® The first challenge is to create the right model for ML and continue to train the
model with more data so that the algorithm will improve. As for the RB method, the IF-THEN conditions need to

be up to date as the new data with the new PII format comes into the data stream.

Another observation point from this study’s analysis is the amount of data required for each method to function as
expected. The RB method does not require a large amount of data to validate the conditions specified in the rules.
On the contrary, the ML method must follow iterations of learning and training to get the algorithm adjusted to

the chosen ML model and improve the outcomes.

Finally, it is important to note system performance during ML or RB detecting the P1l data. The RB method gave

an almost instant output for the specified regex conditions. On the other hand, the ML approach is more resource

5 https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-devguide-d2c-guidance
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intensive because files needed to be converted into vectors to feed the classifiers. Note that we only sampled the

study of the PII detection using one PII characteristic, which is the location data.

3.8 Chapter Summary

This chapter presented the analysis and the design of the two methods for the identified problems and described

the ML and RB approaches and observations.
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Chapter 4. Results and Evaluation

4.1 Chapter Introduction

This chapter aims to evaluate the outcome of ML and RB proposed workflows to detect P1l data. We designed the
assessment of this research’s analysis and design outcome by interviewing the experts from DT personnel. Since
this research topic addresses an existing gap in the 10T privacy offering, it makes sense to invite the company
personnel to give their opinions and feedback on the achieved results. The interview took place in a
teleconferencing session, and we received written interview feedback. There were altogether eight interview
guestions. The first question relates to the research question of whether it fits in the DT environment. The second
and third questions explained the ML and the RB approaches and requested feedback regarding opportunities for
and obstacles to implementing this method in DT. The subsequent questions looked into whether the research
would be interesting and relevant for private data security, the privacy events, and if the solution could assist in

the private data breaches. For reference, the interview questions are available in the appendix section.

For validation on the ML and RB approaches, we interviewed a senior Artificial Intelligence (Al) Manager with
over twenty years of experience in enterprise architecture and product development. In this session, we

demonstrated the ML pipeline in detail and the RB method outcome to the Al manager.

The second interview focused on the privacy aspect of this research. We have interviewed a senior Privacy and
Security Manager with over five years of working experience in the Privacy department. In this session, we went
through the entire thesis document, concentrating on the research questions, the motivations, how we designed the

ML and RB approach, and the outcomes from these studies.

4.2 Evaluation of the ML Test Results

This study used two classifiers with different ML algorithms to train the model and predict the input data.
Decision Tree is a fast tree-based model with automatic feature selections (Verwer, 2021). The Naive Bayes
classifier is a linear classifier with an easy-to-compute probabilistic model known to be highly accurate when
applied to big data. Implementing these two ML algorithms to the loT payload SmartREST training data produces

similar results.

Both classifier scorers gave a result with 100% accuracy, showing that the training data was overfitting.
Overfitting is when the training data fit the desired outcome too precisely, leading to poor prediction for new data
(Verwer, 2021). To overcome this overfitting scenario, we should train the model with the actual or close to the
real 10T data payload from the CoT. The result can lead to one of two conclusions: the ML approach does not

apply to the chosen scenario, or it shows that we need to train the model with real data.

In an interview regarding ML pipeline and research questions, the DT Al expert agreed that both the ML

classifier’s design and outcome are valid with the available training data generated by Python scripts. DT can
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view the result as their first baseline. The algorithm can be further enhanced with different ML models and

implemented in a more enterprise-like environment with ML automation and operations teams.

It is useful to add the computational cost calculation to compare two classifiers in the ML pipeline. However,
since we did not use the real test data, measuring execution time from randomly generated data is irrelevant. It is

important to compute the processing time when the ML algorithm runs in an enterprise-like environment.

The DT Al expert also commented on the possible obstacle to implementing the ML approach to detect private
data leaks in DT CoT. According to him, implementing the ML approach to protect Pl in one organization (such
as CoT) without considering the horizontal and vertical relationships between organizations in the company will

result in confusion and inefficiencies, i.e., the silo effect.

We also interviewed the DT Privacy expert. He believed that ML can detect anomalies in the 10T payload. He
sees the training and the ML model maintenance as the biggest challenges in using ML. Training the systems is
complicated because extensive knowledge and computing power are needed, but DT does have the resources in
their large organization to overcome these challenges.

According to the DT Privacy expert, the main opportunities to implement ML in the DT loT are identifying
private data patterns in the payload l1oT. This research area has never been looked at in the current setup of the DT
10T and will be a useful discovery to the company to enhance their privacy-by-design in their 1oT and CoT

offerings.

4.3 Evaluation of the RB Test Results

The implementation of RB with the same training data shows a straightforward selection of the targeted PlI
condition: the location data. Since it is a precise calculation or filtering, obtaining a result seems immediate
compared to the ML approach. However, the RB conditions did not include all PlI related fragment names. The
logic in the RB conditions needs to be updated and maintained if the DT CoT implements the RB approach.
Moreover, the RB approach should be used with the real 10T payload data, either at the SmartREST API stage or
the REST API stage.

The DT Al expert also agreed to the RB approach to detect PIl data in the incoming 10T payload, which requires
further validation from the real data dump. In his opinion, the main driving factor for implementing the RB
method in DT organizations is the awareness of the risk of private data leaks. The higher the risk viewed by the
organization, the higher the chances to implement the measure of Pl detection. This opinion is also valid for
adopting the ML method for detecting Pl data.

The DT Privacy expert thought the RB method would be good for potential PIl data which have an exact format
or structure described in a rule. These rules are easy to understand for the personnel in charge, who evaluate the
RB method’s results and classify the breaches. However, he also thought that the main obstacle is that this

method does not identify new PII on its own.
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4.4 Recommendation to DT

Both the ML and RB approach have their advantages and disadvantages, as discussed in the evaluation sections of
this chapter. Regarding a recommendation for the adoption in DT, it is much easier to approach data leak events
from an RB point of view for short-to-medium-term solutions. The algorithm for RB is straightforward, provided

that we can identify in advance the exact format of PII that we are going to detect.

ML approach might pay off in the long run. Maintaining RB rules are time-consuming and prone to mistakes,
especially if the new types of private data emerge as the technology advances. Maintenance of the ML approach
will also be demanding; however, we can always increase the complexity of what the ML model should learn. For
example, the ML model can be adapted to learn unstructured data, which the RB method cannot handle, as it
caters only for the structured data and the exact conditions. Another example that took a similar approach is the
Security Information and Event Management (SIEM) system; the traditional SIEM system is ruled based and full
of complexity that has to be maintained by network security professionals. Recent research proposed to replace
the traditional SIEM system with the ML SIEM system, using a deep learning approach (Azmi Bin Mustafa
Sulaiman et al., 2021).

DT has its own Al organization and enterprise-level Al capabilities and tools to test and train the ML model.
Although it may take time to collaborate between different organizations within DT, the company will benefit
from streamlining the processes. In addition, the ML model can be adapted to the new type of PII data just by re-
training and re-learning the model with different classifiers.

The DT Privacy expert considered the research topic relevant to the company. Detecting the private data leaks

would give the data controller an early indication to implement appropriate privacy measures.

I0T data is also considered big data when looking at the data characteristics that are high in volume (volume),
high in speed (velocity), and highly heterogeneous (variety) (Plaza, 2020). There are additional characteristics
added to big data, which are veracity and value. Veracity refers to the quality of data produced by the 10T devices,
while value refers to the extracted benefits from the big 10T data. Considering these characteristics of big data, the
guestion remains—which approach is better for detecting the PII the 10T data payload: RB r ML? Without using
real data with RB or ML method, this study cannot state confidently whether the labelling of the private data

impacts the performance of 10T devices and the analytic engine of Cumulocity.

4.5 Chapter Summary

In this chapter, the results of the ML and RB implementations were discussed and explained. This chapter also
discussed the opinion of both DT Al and DT Privacy experts in implementing the ML or RB approach for
detecting PIl data. The next chapter summarises the ML and RB discovery throughout this study.
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Chapter 5. Conclusions

5.1 Chapter Summary

This chapter aims to discuss the conclusions taken from the theoretical observation of ML and RB approaches as
per the research questions.

5.2 What Has the Study Achieved So Far?

This study is tailored to a Deutsche Telekom (DT)-specific environment and their 10T and CoT
platform designs. This study started with the need to bridge the DT loT and CoT gap to identify private data in
the incoming 10T data stream into the CoT. The incoming loT payload format was analysed based on DT CoT
documentations and the detailed Cumulocity documentation. One example of PlI data was selected to be the
reference for the study. The next step is to use either the ML or the RB approach to label this identified Pl data
from the incoming payload. Based on the outcome, this study will recommend the most effective PIl detection

mechanism, which the company can validate further with their comprehensive enterprise Al and RB tools.

The study indicated that it could detect PIl data via the ML approach using the KNIME data analytics platform.
Furthermore, the study demonstrated that the RB approach led to a similar outcome. For both methods, we need
to continue studying and examining the results with real data from the IoT data payload to further confirm the

results’ accuracy.

Ideally, the next step would be to apply the solution presented in this study to the enterprise environment and

compare the outcomes.

5.3 Differences between This Research and Other Similar Studies

This research utilised a different approach compared with similar studies. The ML algorithm made use of the
KNIME analytics platform for implementation. The RB approach explained data flow and the regular expression
tool to detect PII.

In contrast, similar research on private data chose a specific 10T use case and a specific objective. Kaneen et al.
(2020) offered a methodology to check GDPR compliance with the implementation of remote patient monitoring.
However, the present study aimed not to check whether DT CoT complied with GDPR but to detect private data

leaks in the incoming data payload.

5.4 Contribution to the Academic World

The research topic of this thesis is of high interest in the specialised scientific domain of cybersecurity. The study
utilised an existing algorithm to achieve the desired result of detecting P1l data. Knowing which PII data is in the

incoming data payload is important. Pl detection is the first step towards a larger plan to protect personal data.
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The next step is to label PII data to trigger a higher security protection level. Subsequently, we can create private

data monitoring events that give the monitoring systems and responsible personnel real-time information.

5.5 Business Application for Deutsche Telekom

Regarding the business applicability of this study, as the DT Al expert mentioned, the first step towards
implementing the results of this research is to take the PIl detection algorithm to the organization, using their
specific tools.

Different departments in the company should collaborate with the Al department to invest time and resources for
a common objective: to protect private data. The advantage of this approach is to utilise the current tooling and
workforce capacity that the Al department uses. Integration with Security Operations Centre (SOC), Security
Information and Event Management (SIEM), and Deutsche Telekom Honeypot should also be part of the holistic

approach maximise the benefit for the company.

In another approach, there is already an ML text-processing solution from DT called SemaSuite, offered by a
subsidiary of DT, Telekom Multimedia Solution (Telekom MMS). With the collaboration between DT Al and

Telekom MMS, implementing the detection of Pl events in the 10T data stream could lead to much faster results.

The next step after detecting private data is to raise security attention to it. For example, the labelled data should
be pseudonymised to strip off the link to their global identifier and personal data information while still
maintaining the applicability for the data analytics tools to perform their analysis.

Apart from pseudonymisation, the company can move to the next stage, building an event system to monitor
private data leakage in case of unauthorised disclosure of private data. This measure will strengthen the
‘confidentiality’ part of the Confidentiality-Integrity-Availability (C-1-A) triad (Rizvi et al., 2020) in the products

and services offered by DT.

5.6 Recommendations for Further Research

Further work in this area in a similar research program would serve to fine-tune the algorithm for ML. The next
research program can choose deep neural learning for ML natural language processing, for instance, Bidirectional
Encoder Representations from Transformers (BERT) classifier to enhance the ML outcome. In addition, the next
study should, as much as possible, get real 10T data from the 10T payload and compute all possible Pll data in the
input file of the ML pipeline. Using the real 10T data, one could compute the processing time and compare the

results between different models and classifiers.
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APPENDIX 1: Interview Questions — Privacy Expert

Interview Questions

Interview Details

Company Name: Date: Tirme:

Expert Name:

Expert Title:
Working
Experience
Privacy
experience:

Questions to Ask the Expert

Question #1: This thesis aims to detect private information from the incoming loT data payload to
the Cumulecity loT engine in the Cloud of Things (CoT). Please give your opinion on
the research topic. Is this research relevant for private data security in the loT
wiorld?

Motes:

Question #2: The study evaluates the machine learning (ML) method to detect private data in the
incoming loT payload. Using a phyton script, we generated the input file mimicking
the loT data payload format. For this study, we only select one type of Pl data,
which is the location data. The files without location data information were grouped
in the negative document class, while the positive document class contained
location data. Before the data mining phase, these files went through text
processing analysis, data transformation, and data manipulation. We trained the
data using a tree-based machine learning classifier and then performed predictions
on it. The result showed that the ML model could detect personally identifiable
information (PI) {in this case, location data) amongst all other messages in the 150N
files randomly generated loT payload data. We repeated the ML training with a
different ML classifier and achieved a similar result.

Do you think the ML algorithm approach is fit for the purpose? s it feasible to
deploy it in the Deutsche Telekom environment?

Notes:
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Question #3a:

Notes:

What do you think are the main opportunities in implementing an ML-based
approach to detect Pll leaks in Deutsche Telekom?

Question #3b:

What do you think are the main obstacles in implementing an ML-based approach to
detect Pll leaks in Deutsche Telekom?

Notes:

Question #4: The study also explores the Rule-Based method to select private data in the
incoming loT payload. This study used the same input files from the ML method,
which contains a mixture of Pll and non-Pll data. The Rule-Based method just
filtered out the location data directly using the regular expressions formula.

Do you think that this RB workflow is fit for the purpose? s this RB method feasible
to be deployed in the Deutsche Telekom environment?

Notes:

Question #5a:

Motes:

What do you think are the main obstacles to implementing an RB-based approach to
detect personally identifiable information (PI) leaks in the Deutsche Telekom setup?

Question #5b:

Notes:

What do you think are the main opportunities to implementing an RB-based
approach to detect personally identifiable information (PI1l) leaks in the Deutsche
Telekom setup?
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Question #6: Given the ML and RB analysis results, which approach would you prefer to
implement in DT?

Motes:

Question #7:  In your opinion, if we can detect private data at the Cumulocity loT engine of the
CoT platform, can the company set up a private data events alert as the next stage
to trigger some relevant actions such as informing the CoT data owner or creating
pseudonymisation options for the Pll data?

MNotes:

Question #8: In your opinion, will private data alerts enhance Deutsche Telekom's 'Privacy-by-
Design' incorporated in their loT products and services? Can this solution assist the
company in acting proactively in possible data breaches?

Motes:

Question #9: Do you have any other comments or suggestions about this research and its
applicability in the context of DT?

Notes:

Additional Notes

Enter Additional Notes.
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APPENDIX 2: Interview Questions — Al Expert

Interview Questions

Interview Details

Company Name: Date: Time:

Expert Mame:

Expert Title:

Warking
Experience

Al experience:

Questions to Ask the Expert

Question #1: The study evaluates the machine learning [ML) method to detect private data in the
incoming loT data payload. We have designed a conceptual ML pipeline. Is this
pipeline fit for the purposze? Is it feasible to deploy it in the Deutsche Telekom

environment? Is this pipeline correctly designed? Do you see a way to improve the
pipeline?

Notes:

Question #2:  What do you think are the main opportunities/obstacles to implementing an ML-

based approach to detect personally identifiable information (PIl) leaks in Deutsche
Telekom?

MNotes:

Question #3:  The study also explores the Rule-Based method to detect private data in the
incoming loT data payload. Do you think that this RE workflow is fit for the purpose?
Is this RE method feasible to be deployed in the Deutsche Telekom environment?

MNotes:
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Question #4:  What do you think are the main obstades/opportunities to implementing an RB-
based approach to detect personally identifiable information (PIl) leaks in the
Deutsche Telekom setup?

Motes:

Question #5:  This thesis aims to detect private information from the incoming laT data payload to
the Cumulocity 1oT engine in the Cloud of Things (CaT). Please give your opinion on
the research topic. Do you think it is an interesting research?

Motes:

Question #6:  In your opinion, if we can detect private data leakage at the Cumulocity loT engine,
can the company set up a private data event alert as the next stage?

Motes:

Question #7:  In your opinion, will private data alerts assist the company in acting proactively in
data breaches?

Motes:

Question #8: Do you have any other comments or suggestions about this research and its
applicability in the context of OT?

Motes:

Additional Notes

Enter Additional Notes.
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