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summary

This thesis explores the integration of two prominent cybersecurity frameworks, the NIST Cybersecurity
Framework and MITRE ATT&CK with the aim to align cybersecurity control frameworks with adversarial
behavior of attackers. As the former should defended against the tools, techniques and procedures
described by the latter, it seems logical that there is a link between these frameworks.

MITRE ATT&CK and the NIST Cybersecurity Framework both serve different purposes, one is to de-
scribe adversarial threats in the real world and the other is to support organizations in managing cy-
bersecurity risks. Both of these frameworks are not linked together; however, they do share links with
another set of controls: NIST SP 800-53. As both MITRE ATT&CK and the NIST Cybersecurity Frame-
work have mappings to NIST SP 800-53 an end-to-end mapping can be created. This mapping results
in a direct linkage between adversarial behavior and a NIST Cybersecurity Framework subcategory,
although with limitations in scope, as only technical preventative measures are scoped in the mapping
between MITRE ATT&CK and NIST SP 800-53. By counting the number of occurrences of behav-
iors, NIST SP 800-53 controls and NIST Cybersecurity Framework subcategories, NIST Cybersecurity
Framework subcategories can be prioritized based on their number of occurrences.

As adversarial behavior from ransomware actors is well documented, the tools, techniques and pro-
cedures from these groups can be used to apply the model towards real-world attacks, resulting in a
list of prioritized NIST Cybersecurity Framework subcategories. An interesting result of this exercise
is the priority given to the detection-related subcategories of the NIST Cybersecurity Framework. This
is interesting as the mapping between MITRE ATT&CK and NIST SP 800-53 has put the detection
measures specifically out of scope.

Comparing the prioritized list of subcategories from the model with expert advice on ransomware miti-
gations, shows the expert advice takes a more holistic approach by applying more functions from the
NIST Cybersecurity Framework. This is expected considering the limitations in scope of the mapping
between MITRE ATT&CK and NIST SP 800-53. However, expert recommendations do not directly link
adversarial behavior with NIST Cybersecurity Framework subcategories, and a combination of both of
these approaches could add value in prioritizing NIST Cybersecurity Framework subcategories when
defending against attackers.
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Introduction

Cybersecurity control frameworks such as the NIST Cyber Security Framework [20], when adopted
by organizations, are intended to help organizations achieve a level of assurance in cybersecurity.
Although these frameworks often encompass more than just protecting against malicious outside at-
tackers, that protection should often (depending on the risk of an organization) be the bare minimum
result of adopting such a framework (or at least identify that protection is insufficient).

In addition to a framework like the NIST Cybersecurity Framework, MITRE ATT&CK [32] is a widely
adopted framework to document the behavior of attackers, with a detailed level of tools, techniques
and procedures used by these attackers. Currently there is no relation between these two types of
frameworks, whilst it would be logical when an organization aims for assurance from a compliance
framework it could relate the measures from that compliance framework to the actions of attackers.

1.1. Problem description

Cybersecurity frameworks such as the NIST Cybersecurity Framework play an important role in guid-
ing organizations on how to effectively manage cybersecurity risks and implement structured security
practices. The NIST Cybersecurity Framework provides a framework for organizations to assess their
cybersecurity posture, identify potential vulnerabilities, and establish a set of controls and processes to
protect (critical) assets. On the other hand, the MITRE ATT&CK framework is a database of adversary
behavior, observed from real-world attacks, offering a detailed understanding of how threats manifest.

Although the MITRE ATT&CK framework provides a lot of information, it is not intended to be a gov-
ernance framework to manage cybersecurity in organizations. Its primary value lies in offering insight
into the behavior of attackers. These attackers and their behavior create cybersecurity risks for organi-
zations. Depending on the risk posture of these organizations, the NIST Cybersecurity Framework is
intended to manage this risk, and the NIST Cybersecurity Framework would ideally provide protection
against many of the attacks in the MITRE ATT&CK framework. This would imply that there is a rela-
tionship between these two frameworks: the controls within the NIST Cybersecurity Framework should
help mitigate the risks posed by the threats documented in MITRE ATT&CK.
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A challenge within the cybersecurity industry is the lack of direct alignment between the NIST Cyber-
security Framework and the MITRE ATT&CK framework. For organizations, it is not clear how the
NIST Cybersecurity Framework controls relate to MITRE ATT&CK tools, techniques and procedures
[11]. This leaves organizations uncertain about which controls in the NIST Cybersecurity Framework
to implement or prioritize when defending against specific threats documented in the MITRE ATT&CK
framework. Addressing this gap would help organizations better tailor their cybersecurity strategies to
counter real-world attacks.

Where the NIST Cybersecurity Framework is a high level control framework, the National Institute of
Standards and Technologies has many in-depth special publications on specific aspects of cybersecu-
rity. One of these special publications: SP 800-53 documents cybersecurity and privacy controls to
mitigate various threats [23]. The MITRE organization has released a mapping between the MITRE
ATT&CK techniques and SP 800-53 controls [18]. The National Institute of Standards and Technologies
themselves have published a mapping between the NIST Cybersecurity Framework and SP 800-53 [23].
A mapping putting it all together currently does not exist.

When this integration can be created, it is relevant to examine if this integration can be validated using
real-world attacks. With the current wave of ransomware attacks, these attacks, their tools, techniques
and procedures and recommendations on mitigating these attacks are well documented, making it
an interesting candidate to validate the integration and would also add value to a challenge many
organizations currently face.

1.2. Research objective

The objective of this exploratory research is to identify if a mapping between MITRE ATT&CK and
the NIST Cybersecurity Framework makes sense and results in prioritizing the NIST Cybersecurity
Framework controls when defending against specific type of attacks.

In order to achieve this, the following research question will be used:

“Can cybersecurity control frameworks, such as the NIST Cybersecurity Framework, be effectively
aligned with MITRE ATT&CK to prioritize controls that mitigate adversarial threats in the real world?”

To support the research question, the following subquestions will be answered:

1. What does the MITRE ATT&CK framework entail and what is its purpose?

2. What does the NIST Cybersecurity Framework entail and what is its purpose?
3. Through which means can these frameworks be connected?
4

. Plotting the tools, techniques and procedures of ransomware actors on this mapping, does it give
a prioritized list of NIST Cybersecurity Framework controls?

5. Can the list of prioritized NIST Cybersecurity Framework controls be validated using ransomware
tools, techniques and procedures and mitigations and recommendations?

1.3. Research design
To answer the research questions, the following research approach is chosen:

1. Study the literature and documentation on MITRE ATT&CK, NIST SP 800-53 and the NIST Cy-
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bersecurity Framework to understand their background and purpose, answering subquestions 1
and 2.

2. Extend the existing mapping between MITRE ATT&CK and NIST SP 800-53 to the NIST Cyber-
security Framework answering subquestion 3.

3. Literature review and desk research to collect tools, techniques and procedures from Ransomware
groups and feed them into the mapping to answer subquestion 4.

4. Literature review and desk research on ransomware mitigations, mapping these to the NIST Cy-
bersecurity Framework and comparing the results of both exercises to answer subquestion 5.

1.4. Scope

For exploratory research, the scope is limited to well-known and widely used frameworks such as
MITRE ATT&CK and the NIST Cybersecurity Framework. MITRE ATT&CK is a framework that is
widely accepted. Frameworks like ISO 27001 could have also been chosen, but lack existing mappings
to perform this research.

As for tools, techniques and procedures, ransomware groups are chosen to get tools, techniques and
procedures from as the tools, techniques and procedures of these groups are well documented.



MITRE ATT&CK Analysis

2.1. Introduction

The MITRE ATT&CK framework is a framework that is used in the cybersecurity industry and by re-
searchers to model cyber security attacks. This chapter describes the background of the MITRE
ATT&CK frameworks, its purpose, and how it works.

2.2. MITRE and MITRE ATT&CK origins

The MITRE organization was founded in 1958 as a non-profit research organization to support govern-
ment agencies, both military and civilian, as objective advisors [41]. MITRE has several focus areas,
one of which is cybersecurity. Within that cybersecurity focus area, MITRE ATT&CK was developed as
a method for red and blue teams to have a common understanding of the behaviors used by red teams
and threat actors [55]. The MITRE ATT&CK framework was started in 2013 as an internal project and
released to the public in 2015 [50].

2.3. MITRE ATT&CK framework

According to their website, MITRE ATT&CK is a globally accessible knowledge base of adversary tactics
and techniques based on real-world observations [32]. The ATT&CK knowledge base is used as a
basis for the development of specific threat models and methodologies in the private sector, in the
government, and in the cybersecurity product and service community [32]. In addition to modeling
attacks, the MITRE ATT&CK framework also has a database of procedures, detections, and mitigations
available for most of the techniques.

The MITRE ATT&CK framework has three matrices, one for Industrial Control Systems [27], one for
Mobile [28] and one for Enterprise [26]. The matrices follow the same classifications using tactics and
techniques, but applied to different technology platforms. The Enterprise matrix is targeted at systems
used in enterprise environments, like Windows, macOS, Linux, Office Suite etc. Mobile is targeted at
the mobile operating systems Android and iOS and ICS is targeted at industrial control systems used to
monitor and control industrial processes, machinery, and equipment in e.g. manufacturing and energy.
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The context of this thesis is focused on organizations, and therefore the main framework to choose is
Enterprise.

Figures 2.1 and 2.2 show an overview of 14 tactics and underlying techniques of the Enterprise matrix.

Reconnaissance Resource Initial Access Execution Persistence Privilege Defense Evasion
Development Escalation
10 techniques 8 techniques 10 techniques 14 techniques 20 techniques 14 techniques 44 techniques
Active Scanning (3 Acquire Access Content Injection Cloud Account Abuse Elevation Abuse Elevation Control
Administration Manipulation (7 Control Mechanism (g
Gather Victim Host Acquire Drive-by Command Mechanism (g
Information 4 Infrastructure (g, Compromise BITS Jobs Access Token
Command and Access Token Manipulation (g
Gather Victim Identity Compromise Exploit Public- Scripting Boot or Logon Manipulation (5
Information (3, Accounts (3 Facing Interpreter Autostart BITS Jobs
Application Execution (14 Account
Gather Victim Network Compromise Container Manipulation (7 Build Image on Host
Information (g Infrastructure (g, External Remote Administration Boot or Logon
Services Command Initialization Boot or Logon Debugger Evasion
Gather Victim Org Develop Seripts (5) Autostart
Information ¢4 Capabilities (4) Hardware Deploy Container Execution (14 Deobfuscate/Decode
Additions Browser Files or Information
Phishing for Establish Exploitation for Extensions Boot or Logon
Information 4 Accounts (3 Phishing (4 II Client Execution Initialization Deploy Container
Compromise Scripts ()
Search Closed Obtain Replication Inter-Process Host Software Direct Volume Access
Sources (3 Capabilities 7 Through Communication (3 Binary Create or Modify
Removable System Domain or Tenant Policy
Search Open Technical Stage Media Native API Create Process (5 Modification gy
Databases 5 Capabilities (g) Account (3
Supply Chain Scheduled Domain or Tenant Execution Guardrails (3
Search Open Compromise (3 Task/Job (5) Create or Modify Policy
Websites/Domains (3 System Modification 5 Exploitation for Defense
Trusted Serverless Execution Process 5 Evasion
Search Victim-Owned Relationship Escape to Host
‘Websites Shared Modules Event Triggered File and Directory
Execution (17 Event Triggered Permissions
Software Execution (17 Madification
Deployment Tools External Remote
Services Exploitation for Hide Artifacts (12
Hijack Execution Escalation Hijack Execution

Figure 2.1: MITRE ATT&CK Enterprise Matrix part 1 [26]
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Application Window
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Forge Web Discovery Replication Data from Cloud Over Other Service (4)
Credentials (3 Through Storage Encrypted Network
Container and Resource Removable Channel (3 Medium () Financial Theft
Input Capture (4 Discovery Media Data from
Configuration Fallback Channels Exfiltration Firmware
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Authentication Deployment Hide Medium
Process (g Device Driver Discovery Tools Data from Infrastructure Inhibit System
Information Exfiltration Recovery
Multi-Factor Domain Trust Discovery Taint Shared Repositories (5 Ingress Tool Over Web
Authentication Content Transfer Service (4 Network Denial of
Interception File and Directory Data from Local Service (3
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Figure 2.2: MITRE ATT&CK Enterprise Matrix part 2 [26]
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2.3.1. Tactics

The MITRE ATT&CK framework is structured to have Tactics and Techniques. Tactics in the MITRE
ATT&CK framework represent the goal of a technique which an adversary tries to achieve. The enter-
prise framework consists of 14 tactics, starting from tactics that describe the beginning of an attack path
to one that describes the impact that an adversary tries to achieve. Every tactic has an unique identi-
fying number and a description on what the tactic entails and a list of techniques and subtechniques
linked tot that tactic [52].

Tactics can thus be viewed as a high-level logical grouping of techniques that could be seen as an
attack path through which an attacker moves from the first step in reconnaissance to the end goals of
exfiltration and impact.

2.3.2. Techniques

Techniques are categorized into tactics and describe how an adversary achieves his tactical goal by per-
forming an action. MITRE ATT&CK has 202 techniques and 435 subtechniques [54]. Every technique
has a unique number, and subtechniques get a .001-style addition to the number, uniquely identifying
a subtechnique. A (sub)technique has a description and when available a paragraph with procedures,
mitigations, and detections [4].

Where tactics are high-level logical groupings, techniques are what an attacker does to perform a
specific action. Where subtechniques are listed, these techniques are more specific techniques with a
more limited scope which an attacker performs [42].

Next to the description of the technique, a technique has sections for Procedures, Mitigations and
Detections.

Procedures

Documentation of the specific use of a technique is provided as part of the technique documentation.
These procedures represent the particular instance of the application of the technique by a specific
group and are meant to give a better understanding of how the technique is used exactly in a specific
scenario. Those specific scenarios can be used to improve detection [50].

Mitigations

Every technique has a section mitigations that describes security controls, concepts, and best practices
to help protect and prevent against the execution of the related technique [32]. MITRE ATT&CK has
44 mitigations that are a high-level security control, concept, or best practice [31]. Mitigations are clas-
sified into a high-level category and sometimes have specific mitigation recommendations for different
techniques [3].

Detection

Every technique is accompanied by a section detection that outlines potential data sources and indi-
cators to identify the execution of a technique. Data sources provide guidance on what data sources
in a network can be used to gain visibility into the given technique. Those data sources are often col-
lected in central log repositories where rules can be created that trigger alerts on certain occurrences
of technique execution [57].
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2.4. MITRE ATT&CK usage

MITRE ATT&CK was started as a way to categorize common adversary behavior for adversary emula-
tion and intrusion detection research [51][49]. This categorization and description of what techniques
attackers use and how to detect and mitigate against these techniques has proved quite popular in the
past decade.

MITRE has identified serveral use cases for their framework [49, P 3] and researchers have recently
conducted an extensive review of the literature in which the MITRE ATT&CK framework has been
used [47]. For this research, they reviewed 72 published articles and categorised the articles into four
categories, only leaving out the SOC maturity proposed by Mitre. These four categories describe the
way the MITRE ATT&CK framework is used in science.

The behavioral analytic category was considered by the researchers for all articles that addressed ad-
versary behavior. According to the researchers MITRE ATT&CK is used as a source of information
where MITRE ATT&CK is a database of techniques and where the techniques are correlated to model
the adversary behind an attack. Another usage of the framework is as a support tool for various pur-
poses, such as mapping behavior to data, abstracting technical detail to a higher level, and generalizing
results [47].

Red teaming (a.k.a. pentesting) is a method to test the security of organizations and systems and to
find vulnerabilities. The MITRE ATT&CK framework is used to support red-teaming activities. Research
papers can be subcategorized in the modeling of real or simulated attacks and for the purpose of threat
modeling. The latter involves the creation of a common language or framework to model and analyze
attacks. In addition to research papers, the security industry and governments use the MITRE ATT&CK
framework to model adversarial behavior, e.g. in incident reports describing a ransomware incident [10]
or APT activity in the SolarWinds hack [5].

Cyber threat intelligence enrichment is combining information of APTs and their attack paths creates
cyber threat intelligence that organizations can use and share knowledge amongst each other. The
MITRE ATT&CK Framework helps to create a common language and enrich and combine available
data from different sources [47]. Parties in the security industry use MITRE ATT&CK to describe the
behavior of certain actors such as ALPHV Blackcat [1] or to describe generic and industry-specific
threats [12, P 52].

Organizations that want to mitigate cyber attacks can use the MITRE ATT&CK Framework to asses
gaps in their defensive measures in their IT infrastructure. Although articles on this topic are some-
what limited [47], the security industry has adopted the MITRE ATT&CK framework as a tool to show
the detection coverage of cyber security monitoring products [56][7] or to map and assess detection
coverage [40].

Another more commercial use case for the MITRE ATT&CK Framework is to perform product evalua-
tions of cyber security vendors. MITRE uses the data they have collected on APTs to test the detection
coverage of cyber security products against known attacks in a systematic way [45].



Control frameworks

As cybersecurity management becomes increasingly important within organizations due to increasing
risks and the expansion of cybersecurity laws like NIS2, organizations need to mature their cybersecu-
rity management. Cybersecurity frameworks have different goals, but share that they intend to secure
information and IT assets against cybersecurity attacks and other hazards that threaten the confiden-
tiality, integrity, or availability of information. These frameworks provide best practices and international
standards to achieve organizational goals in cybersecurity [6].

3.1. Origins of control frameworks

Cybersecurity frameworks have been developed since the Trusted Computer System Evaluation Cri-
teria (also known as The Orange Book) was published in 1983 by the Department of Defense of the
United States. The Orange Book was intended to create a supply of secure high assurance systems
that were formally evaluated against a set of criteria [24]. Although this framework focused on product
security, information security management frameworks were introduced years later, with an important
introduction of the NIST Cybersecurity Framework in 2014 [35].

3.2. The NIST Cybersecurity Framework

The NIST Cybersecurity Framework provides guidance to industry, government agencies, and other
organizations on how to manage cyber security risks [36].

According to the National Institute of Standards and Technologies, the Cybersecurity Framework must
support identifying "a prioritized, flexible, repeatable, performance-based, and cost-effective approach,
including information security measures and controls that may be voluntarily adopted by owners and
operators of critical infrastructure to help them identify, assess, and manage cyber risks” [9, P 1] .

The NIST Cybersecurity Framework consists of three parts: the framework core (figure 3.1), the im-
plementation tiers, and the framework profiles. The core is organized in six core functions: Govern,
Identify, Protect, Detect, Respond, and Recover. Each function is organized in categories and subcate-
gories. The Cybersecurity Framework is not intended as a checklist of minimal requirements and needs
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to be tailored to the specific needs of organizations [36]. The recent update of the core introduced Gov-
ern as a separate function, whereas this was part of the other functions in the previous version of the
Cybersecurity Framework [9].

Cybersecurity Framework Core
]

Functions Categories Subcategories

Govern
| |

Identify

Protect
I

| |
| |
| |
\ Detect \
| |
| |

Respond

|
Recover

Figure 3.1: NIST Cybersecurity Framework core structure [36]

Tiers provide context on how an organization views cybersecurity risk. A higher tier reflects more
rigor and sophistication in cybersecurity risk management practices. An organization could use this
to select a tier to define their ambitions and meet their organizational goals. The NIST Cybersecurity
Framework has four tiers, ranging from basic Tier 1 Partial, where cybersecurity risk management is not
formalized, going to Tier 4 where cybersecurity risk management is integrated into the business process
and is constantly adapted based on lessons learned. Framework profiles can be used to describe the
current and/or the desired state of specific cybersecurity activities based on the current tier level and
the desired tier level. These profiles can be used to identify gaps and address these gaps to achieve
the desired profile state [9].

Whilst many cybersecurity control frameworks exist, e.g. 1ISO27001, COBIT, PCI-DSS, the NIST Cyber-
security Framework is a widely adopted framework. The NIST Cybersecurity Framework is considered
best practice by 70% of the respondents in a survey [44]. And more recently even the Dutch "Algemene
rekenkamer” used the NIST Cybersecurity Framework as their control framework, and the Dutch de-
partment of defense also uses the NIST Cybersecurity Framework [43].

3.3. NIST SP 800-53

Whilst the NIST Cybersecurity Framework is an overarching cybersecurity framework, the National
Institute of Standards and Technologies has published many Special Publications (SP) in its 800-series
that present information that may be of interest to the cybersecurity community. The NIST Cybersecurity
Framework is part of this series of publications. These publications are meant to address and support
the privacy and security needs of the US Federal Government and have been created since the 1990s.
Although some US governments need to adhere to some of these publications, they can be voluntarily
adopted by organizations, and documents are not subject to copyright [39][53]. The National Institute
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of Standards and Technologies has published 212 publications in the SP-800 series [17].

Many special publications focus on a specific topics such as SP 800-30 on how to conduct risk assess-
ments in cybersecurity [21] or various publications with recommendations on using the right encryption
algorithms [48] and cipher suites [8].

The National Institute of Standards and Technologies has published SP 800-53 in 2005: Security and
Privacy Controls for Information Systems and Organizations, which is a catalog of security and privacy
controls [46]. These controls may be used to protect information systems and organizations against
a diverse set of threats and risks. These controls and underlying measures are meant to safeguard
(information) assets in an organization by making them resilient and reducing the impact when attacks
occur [23]. The current version of SP 800-53 is revision number 5, which was published in 2020 [23].

NIST SP 800-53 is organized into 20 control families related to security and privacy (figure 3.2). Each
family is identified with a two-character acronym. There are a total of 322 controls and another 867
control enhancements [23].

FAMILY FAMILY

Access Control Physical and Environmental Protection

Awareness and Training
Audit and Accountability
Assessment, Authorization, and Monitoring

Planning

Program Management
Personnel Security
Pll Processing and Transparency

Configuration Management
Contingency Planning
Identification and Authentication

Risk Assessment
Systemn and Services Acguisition
Systemn and Communications Protection

Incident Response

Maintenance
Media Protection

System and Information Integrity

EEEERIBIRERE| S
BB EERREBER S

Supply Chain Risk Management

Figure 3.2: NIST SP 800-53 Control Families [23, P8]

All controls in NIST SP 800-53 have the following parts to describe the control, with the base control,
discussions on that base control, related controls and control enhancements with discussion on those
enhancements [23, P 9]. As an example the SI-4 System monitoring control has 25 control enhance-
ments next to the base control to address specific aspects of system monitoring [23, P 336-343].



Comparison and analysis

In chapter one and two MITRE ATT&CK, the NIST Cybersecurity Framework and NIST SP 800-53
have been discussed. These frameworks in itself cover different goals. MITRE ATT&CK is for modeling
attacker behavior, the NIST Cybersecurity Framework provides a high-level set of controls to manage
cybersecurity in organizations, and NIST SP 800-53 is a detailed list of controls and measures to protect
organizations from a diverse set of threats. Although all these frameworks have value on their own,
it is interesting to see if these frameworks can be aligned in such a way that attacker behavior can
be aligned with controls from the NIST Cybersecurity Framework that mitigate this attacker behavior.
Integrating these frameworks makes it possible to link the NIST Cybersecurity Framework controls to
attacker behavior. With that integration organizations are able to choose and prioritize controls when
defending against specific attacker behavior they see as a risk.

This chapter maps these frameworks on each other, using the existing mapping between MITRE
ATT&CK and NIST SP 800-53 and the mapping between the NIST Cybersecurity Framework and NIST
SP 800-53. For this research, these two mappings are combined to create an end-to-end integration
from MITRE ATT&CK to the NIST Cybersecurity Framework that currently does not exist.

4.1. Threat Modeling with ATT&CK

The mapping of MITRE ATT&CK and NIST SP 800-53 has been done by MITRE Engenuity. MITRE
Engenuity is a R&D organization part of the MITRE Corporation founded in 2019. The organization
is focused on research and development in a non-competitive manner for the greater good [2]. The
Center for Threat-Informed Defense is part of MITRE Engenuity and their goal is to advance the state
of the art and the state of the practice in threat-informed defense globally [13].

The Center for Threat-Informed Defense developed the Mappings Explorer for cyber defenders to un-
derstand how security controls and capabilities protect against adversary techniques in the MITRE
ATT&CK framework [25] and was announced in 2024. The goal of these mappings is to provide secu-
rity teams with the knowledge to make threat informed decisions and increase the effectiveness of their
defenses against threats that are most relevant to the organization and to make informed decisions

11
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about risk.

Part of the work is the creation of the mapping explorer. A tool in which multiple security control frame-
works are mapped to adversary techniques in the MITRE ATT&CK framework. Currently, the mapping
explorer has the following security frameworks:

» AWS for the Amazon Web Services cloud platform
 Azure for the Microsoft Azure cloud platform

» CVE for the Common Vulnerability and Exposure Program
* GCP for the Google Cloud platform

* M365 for the Microsoft 365 Cloud

NIST SP 800-53 for the NIST SP 800-53 control framework

VERIS for the Vocabulary for Event Recording and Incident Sharing common languague

Of this list, only NIST SP 800-53 is a platform agnostic framework that has a holistic cybersecurity
control framework. Furthermore, NIST SP 800-53 is a list of controls that has a mapping to the NIST
Cybersecurity Framework [18].

4.2. Mapping Methodology of MITRE Engenuity

MITRE Engenuity created a methodology to map security control frameworks to the MITRE ATT&CK
framework. A mapping between a security control and an ATT&CK (sub)technique means that the
security control may mitigate or prevent the successful execution of that (sub)technique. However, a
mapping does not determine the extent of efficacy of security control.

The core of the mapping framework are ATT&CK mitigations. As discussed in chapter 2, mitigations
represent security concepts and classes of technologies that can be used to prevent a (sub)technique
from being successfully executed. In ATT&CK every mitigation is mapped to multiple (sub)techniques
with a more detailed description of how that mitigation may be applied as a preventive measure against
that (sub)technique (figure 4.1).

Technigue A
Sub-technigue B-1

Mitigation - Technigue B
Sub-technigue B-2

Technique C

Figure 4.1: Mitigation to (sub)technique

Furthermore, every ATT&CK (sub)technique is reviewed to understand the adversaries goal (tactic)
and how they achieve that goal (technique) as a basis for the relevant context with the mitigation to
study relevant security controls (figure 4.2).
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Mitre Attéck
SPB00-53
Controls
Control A
Control B
(sub)-technique
Control G

Figure 4.2: MITRE ATT&CK context to SP 800-53 controls

Next, each security control is reviewed in the context of those (sub)techniques and mitigation, and it

is determined if the control is aligned with the mitigation and is relevant to the (sub)techniques (figure
4.3).

Mitre Att&ck

SPB00-53
Controls

mitigation

Control A

{sub)-technigue

Figure 4.3: SP 800-53 controls to MITRE ATT&CK

When the previous steps have been executed and a control candidate is found, the mapping is created.
This result is a (sub)technique that is mapped to one or more controls in the SP 800-53 control list [38].

Figure 4.4 represents the steps MITRE Engenuity took for the security control mapping methodology:
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ATT&CK Mitigation
Review

* Select an ATT&CK
mitigation and study it.

* What is the mitigation
preventing?

* What techniques has it
been applied to?

ATT&CK
Technique Review
* Examine each referenced

technique in the context

of the selected
mitigation.

* What is the adversary's
goal (tactic) and how are
they achleving that goal
(technigque)?

* How does the mitigation

Security Control
Review

* Examine each security
controlin the context of
the mitigation.

# |sthe control in scope?

* Does the control align
with the intent of the
ATTE&CK mitigation?

« Isthe control relevant to

Createa
Mapping
» |fthe controlis deemed
relevant, create a
mapping.

* Documentthe new
mapping for the single
technique in the context
of the mitigation that is
under review.

the specific technique

prevent that behavior? under review?

Figure 4.4: Security control mapping methodology [38]

4.3. Mapping NIST CSF to NIST SP 800-53

The mapping between the NIST Cybersecurity Framework and NIST SP 800-53 is provided by the
National Institute of Standards and Technologies themselves. The mapping is on the level of subcat-
egories in the NIST Cybersecurity Framework and the NIST SP 800-53 that support the achievement
of the subcategories. There should be no assumption that there is a one-to-one mapping between
controls and subcategories, meaning that controls do not necessarily cover all that needs to be done
for a subcategory or may do more than is needed for that subcategory [25].

4.4. Mapping model

After covering the existing mappings, | have created a new integration between these existing mappings.
This new integration is relevant because it creates an end-to-end integration between the attackers be-
havior and the NIST Cybersecurity Framework subcategories, which is not available at this point in time.
The NIST SP 800-53 controls are the key part in this, as both the MITRE ATT&CK framework maps to
NIST SP 800-53 and the NIST Cybersecurity Framework maps to NIST SP 800-53. Using this as the
centralized control framework enables end-to-end integration. To do so, the existing methodologies for
both the National Institute of Standards and Technologies for the NIST Cybersecurity Framework to
NIST SP 800-53 mapping [23] and the MITRE Engenuity mapping for the MITRE ATT&CK to SP 800-
53 are used [18]. Both are done by industry experts and are well documented and MITRE Engenuity
has also documented their approach in creating this mapping (paragraph: 4.2).

Figure 4.5 shows this end-to-end integration, where the left part (red) is the existing mapping of MITRE
ATT&CK to NIST SP 800-53 and the right part (blue) is the mapping of the NIST Cybersecurity Frame-
work to NIST SP 800-53.

NIST SP800-53 NIST CSF
Control Subcategory

" NIST CSF
Category

NIST CSF
Function

Attack Group MITRE Technique

h 4
LY

Figure 4.5: High level mapping model

Bringing everything together in a more detailed level gives the following model, visualized in figure 4.6.
The starting point of the model are groups of attackers (Attacker column). The techniques these at-
tackers use are mapped to the MITRE ATT&CK techniques (Technique column). For example, multiple
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groups might use technique B, some might use technique A and only one uses technique D.

Using the existing mapping from MITRE Engenuity these techniques are mapped to NIST SP 800-53
controls. And the existing mapping of the National Institute of Standards and Technologies is used to
map the NIST Cybersecurity Framework subcategories to the NIST SP 800-53 controls. This gives
an end-to-end mapping from the techniques being used by attack groups and a NIST Cybersecurity
Framework subcategory.

Only mapping these to each other results in list op subcategories applicable to defending against these
groups. It does not give any priority on which subcategory is more relevant for defending against attacks,
and there is a risk, given enough techniques used, that in the end, many, if not all, subcategories in
scope will be listed. A solution to this challenge could be to count the number of occurrences for
every technique, control, and subcategory. The working assumption is that the more often a technique,
control, or subcategory occurs, the more priority it should receive.

When all attack groups use a specific technique (technigue B), defending against this technique should
receive more priority over a technique that only one group uses (technique D). Continuing this logic,
when NIST SP 800-53 control C defends against most commonly used techniques B and C, it should
be given more priority than NIST SP 800-53 control F, which only defends against technique D which
is only used by one attack group. And finally, when NIST Cybersecurity Framework subcategory B is
mapped to the most prioritized NIST SP 800-53 controls, this subcategory should be most prioritized.

Control

MIST SPE00-53 A
(1)

Technique Subcategory
Attacker
MITRE Technigue A MIST SP800-53 B MIST CSF A
(1} () (1)
Group A
MIST SP800-53 C MIST CSFB
(6) (16)
Group B
MIST SP800-53 D NIST CSF C
(6) (15)
Group C

MITRE Technique D NIST CSF D
(1} (10)

NIST SPB00-53 F

(1)

Figure 4.6: Mapping model
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Applying this logic by counting the occurrences results in the following:

» Group A uses techniques A and B, Group B uses techniques B and C, and Group C uses tech-
niques B, C, and D. Counting reveals that technique B is used three times, making it the most
frequently used technique. Technique C is used twice, and Techniques A and B are used only
once.

» NIST SP 800-53 control A only defends against technique A and technique A is only used once.
Therefore, the count of NIST SP 800-53 control A is one. NIST SP 800-53 control C defends
against technique A, B and C. Adding the counts of technique A, B and C results in a count of 6
for NIST SP 800-53 control C.

» This method of counting continues for the NIST Cybersecurity Framework controls. NIST Cyber-
security Framework control D applies to NIST SP 800-53 control D, E and F. Adding these counts
together, NIST CSF control D gets a total count of 10.

Applying this logic of counting to every technique, control, and subcategory gives a total count for each
of them. Performing the count for figure 4.6 results in the following priorities:

» Techniques:

1. Technique B: count of 3
2. Technique C: count of 2
3. Technique A &D: count of 1

« Controls:

1. Control C &D: count of 6
2. Control B: count of 4
3. Control E: count of 3
4. Control A &F: count of 1

» Subcategories:

1. Subcategory B: count of 16
2. Subcategory C: count of 15
3. Subcategory A: count of 11
4. Subcategory D: count of 10

Following the model in figure 4.6, the model gives the NIST Cybersecurity Framework subcategory B
the highest priority when defending against these attack groups.



Pratical application

By combining two existing mappings, MITRE ATT&CK to NIST SP 800-53 and NIST SP 800-53 and
the NIST Cybersecurity Framework, an novel end-to-end mapping has been developed. This mapping
establishes a connection between adversarial behaviors, as categorized by MITRE ATT&CK, and the
subcategories within the NIST Cybersecurity Framework. The resulting model (figure 4.6) shows the
potential to prioritize NIST Cybersecurity Framework subcategories based on adversarial behavior.

To validate this model and assess its practical ability, it is valuable to test it against real-world scenarios.
Therefore, the behavior of real world attackers needs to be mapped against the MITRE ATT&CK frame-
work to get a prioritized list of NIST Cybersecurity Framework subcategories. A group of attackers with
well-documented adversarial behavior is that of ransomware attacks.

5.1. Ransomware

Before we can test this model against real-world attacks, we need to understand ransomware attacks
and the techniques these groups use to carry out their attacks. Ransomware is one of the most im-
pactful cybersecurity threats. This category became infamous with the Wannacry attack, crippling thou-
sands of computers and organizations in more than 150 countries by encrypting data on every system
it ran on [15]. The ransomware threat evolved from the Wannacry self-propagating malware attack
to an endemic of ransomware groups that encrypt and exfiltrate organizations’ data. The rise in ran-
somware attacks has caused a great deal of interest from academia [30] and from the security industry
and governments.

That interest resulted in many publications detailing the modus operandi of these attackers. Ran-
somware groups either develop, buy, or make use of a service to attain encryption software. The next
step for ransomware attackers is to gain access to their victim’s network by using phishing techniques
or exploiting vulnerabilities. Attackers then move throughout their victims’ network, tacking various
steps to create persistence and elevate their privileges. They try to delete backups, exfiltrate data, and
encrypt as much data as possible, making it impossible for their victim to access their data. And even
when they can still access the data, ransomware groups extort their victims by threatening to publicly

17
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release the exfiltrated data [29].

As incidents are often forensically investigated, the security industry gathers much data on the tech-
nigues ransomware actors use as part of their attacks. This data is shared with the community and with
governments [14]. The American Cyber Defense Agency has created many advisories on ransomware
groups, detailing the modus operandi of these attackers and using the MITRE ATT&CK framework to
categorize these techniques [19].

5.2. Scoping limitations

Before the mapping is put in practice, it is relevant to note that there some scoping limitations in the
existing mappings. For the mapping, MITRE Engenuity took some scoping decisions that define how
the mapping is performed. The limitations in the scoping are the focus on technical and operational
elements of NIST SP 800-53 and not on management elements. Another scoping decision was that
mitigations were chosen from the MITRE ATT&CK framework and controls that only monitor adversary
behavior were discarded. And finally, pre-compromise mitigations were also put out of scope [38].

These scoping limitations will likely result in some categories from the NIST Cybersecurity Framework
being ignored as they are part of functions that are not related to preventing attacks, but are focused
on the management, detection, response, and recovery aspects.

5.3. Applying the model in practice

To demonstrate the practical application of this newly developed model, the eight most recent ran-
somware advisories from the United States National Coordinator for Critical Infrastructure Security and
Resilience (CISA) [19] were analyzed. These advisories, containing the latest information, were se-
lected as they approximately encompass a full year of CISA’'s guidance, providing a representative
sample of common adversarial behaviors employed by ransomware attack groups. The techniques de-
scribed in these advisories were systematically extracted and integrated into the novel mapping model,
as depicted in Figure 4.6. The United States National Coordinator for Critical Infrastructure Security
and Resilience were chosen as they are a non-commercial organization aimed at protecting the infras-
tructure of the United States.

The results of this application are presented in figure 5.1, offering a high-level overview that is further
detailed in the accompanying tables within the figure. This approach not only validates the model’s
ability to connect current ransomware techniques to actionable cybersecurity framework elements, but
also underscores its potential to enhance the understanding and prioritization of defensive measures
against ransomware threats.
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Ransomware groups
GrouplD GroupName

C0001  Play (CISA)

C0002  Blacksuit (CISA)
C0003 Lockbit (CISA)

C0004  Black Basta (CISA)
C0005 RansomHub (CISA)
C0006  Akira (CISA)

C0007  Phobos (CISA}

C0008  ALPHV Blackcat (CISA)

MITRE ATT&CK Technique Count

NIST CSF Subcategory COUNT

AttacklD  name TechniqueCount CSFID Description ControlCount
- -
T1486 Data Encrypted for Impact 7 PR.DS-5  Protections against data leaks are implemented 450
T1190 Exploit Public-Facing Application 6 PRAC-4 Access permissions and authorizations are managed, incorporating 387
T1562.001 Impair Defenses: Disable or Modify Tools 6 the principles of least privilege and separation of duties
T1078 Valid Accounts 5 DE.CM-1 The network is monitored to detect potential cybersecurity events 366
T1133 External Remote Services 5 PRIP-1 A baseline configuration of information technology/industrial control 356
T1490 Inhibit System Recovery 5 systems is created and maintained incorporating security principles
T1003 QS Credential Dumping 4 DEDP3 (Deg( c;)ncept offleast fun‘(tu:njllty) 36
T1219 Remote Access Software 4 B 71 Ae etc \oln pro;e‘ises are .des if' dand d - o
T1560.001 Archive Collected Data: Archive via Utility 4 DE‘AE’1 ASZE v‘u ner? ! \t\es 'a<re| ent.\ e a”d O(UT:—:I 1 | o
T1003.001 OS Credential Dumping: LSASS Memory 3 - aseline of network operations and expected data flows for users
and systems is established and managed

T1021.001 Efon:gzglserwces‘ Remote Desktop 3 RS.CO-3 Information is shared consistent with response plans 275
T1048 Exfiltration Over Alternative Protocol 3 BE[D)E: Evetmtdetectwon mformat\ontl.s comTumcated d izl
T1070.001 Indicator Removal: Clear Windows Event 3 — etection Précesses are continuously improve

Logs PR.PT-4 Communications and control networks are protected 247
Total 17 Total 7483
NIST SP800-53 Control Count NIST CSF Function Count

NIST CSF Category Count

CapabilitylD Control Name CapabilityCount Function ControlCount | Function Category ControlCount
- - -
SI-04 System Monitoring 132 Detect 3317 | Detect  Security Continious Monitoring 1388
CM-06 Configuration Settings 114 Protect 2830 | Detect  Detection Processes 1164
SI-03 Malicious Code Protection 102 Respond 728  Protect  Information Protection Processes 902
CM-02 Baseline Configuration 101 Identify 552 and Procedures
AC-03 Access Enforcement 99 Recover 56  Protect  Identity Management and Access 801
AC-06 Least Privilege % Total 7483 Control
CA-07 Continuous Monitoring 85 Detect ~ Anomolies and Events 765
CM-07 Least Functionality 85 Protect  Data Security 689
SC-07 Boundary Protection 76 Protect  Protective Technology 431
AC-02 Account Management 73 Identify  Risk Assessment 322
AC-04 Information Flow Enforcement 73 Respond - Communications 305
SI-07 Software, Firmware, and Information 71 Respond  Analysis 245
Integrity Identify  Asset Management 202
Total 2066 Total 7483

Figure 5.1: Overview of the model in practice

Figure 5.2 shows the eight ransomware groups selected from the CISA advisories [19].

Ransomware groups

GrouplD GroupName

C0001
C0002
C0003
C0004
C0005
C0006
Cooo7
C0008

Play (CISA)

Blacksuit (CISA)
Lockbit (CISA)

Black Basta (CISA)
RansomHub (CISA)
Akira (CISA)

Phobos (CISA)

ALPHV Blackcat (CISA)

Figure 5.2: Ransomware groups

Figure 5.3 shows the techniques these ransomware groups use and counts how many times these
techniques are used by the ransomware groups. The model has all techniques, but figure 5.3 shows
the top 13 techniques by count. On top of the list, we see T1486 - Data Encrypted for Impact with
a count of seven, meaning that seven out of eight ransomware groups use this technique as part of
their modus operandi. T1190 - Exploit Public-Facing Application is used by six of the eight ransomware

groups.

7 7 -
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MITRE ATT&CK Technique Count

AttacklD  name 1echmqueCcunt
T1486 Data Encrypted for Impact 7
T1190 Exploit Public-Facing Application 6
T1562.001 Impair Defenses: Disable or Modify Tools 6
T1078 Valid Accounts 5
T1133 External Remote Services 5
T1490 Inhibit System Recovery 5
T1003 OS Credential Dumping 4
T1219 Remote Access Software 4
T1560.001 Archive Collected Data: Archive via Utility 4
T1003.001 OS Credential Dumping: LSASS Memory 3
T1021.001 Remote Services: Remote Desktop 3
Protocol
T1048 Exfiltration Over Alternative Protocol B
T1070.001 Indicator Removal: Clear Windows Event 3
Logs
Total 1m

Figure 5.3: MITRE ATT&CK Technique Count

Figure 5.4 shows the number of times a NIST SP 800-53 control is mapped to a MITRE ATT&CK
technique. Technique T1486 - Data Encrypted for Impact is (among other mappings) mapped to SI-04
System Monitoring. As this technique is used seven times, the SI-04 System Monitoring has a count
of seven from this technique. As Technique T1190 - Exploit Public-Facing Application is also mapped
to control SI-04 System Monitoring, another count of six is added to the total count of this control. This
continues for every technique making a total count for SI-04 System Monitoring of 132.

NIST SP800-53 Control Count

CapabilitylD Control Name Eapab\\ity(ount
SI-04 System Monitoring 132
CM-06 Configuration Settings 114
SI-03 Malicious Code Protection 102
CM-02 Baseline Configuration 101
AC-03 Access Enforcement 99
AC-06 Least Privilege 96
CA-07 Continuous Monitoring 85
CM-07 Least Functionality 85
SC-07 Boundary Protection 76
AC-02 Account Management 73
AC-04 Information Flow Enforcement 73
SI-07 Software, Firmware, and Information 71
Integrity
Total 2066

Figure 5.4: NIST SP 800-53 Control Count

Continuing this logic brings us to the figure 5.5 showing the number of counts per NIST Cybersecurity
Framework subcategory. The subcategory PR.DS-5 Protections against data leaks is implemented,
is (among other mappings) mapped to NIST SP 800-53 control SI-04 System Monitoring, making the
count for this subcategory 132. As the control AC-06 Least Privilege is also mapped to subcategory
PR.DS-5 another count of 96 is added to this subcategory. This is done for all controls making the total
count for PR.DS-5 Protections against data leaks are implemented 450. And this is repeated for all
mapping of the NIST Cybersecurity Framework to NIST SP 800-53 controls.
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NIST CSF Subcategory COUNT

CSFID Description gontro\Count

PR.DS-5 Protections against data leaks are implemented 450

PR.AC-4 Access permissions and authorizations are managed, incorporating 387
the principles of least privilege and separation of duties

DE.CM-1 The network is monitored to detect potential cybersecurity events 366

PRIP-1 A baseline configuration of information technology/industrial control 356

systems is created and maintained incorporating security principles
(e.g. concept of least functionality)

DE.DP-3 Detection processes are tested 326
ID.RA-1  Asset vulnerabilities are identified and documented 318
DE.AE-1 A baseline of network operations and expected data flows for users 317
and systems is established and managed
RS.CO-3 Information is shared consistent with response plans 275
DE.DP-4  Event detection information is communicated 261
DE.DP-5 Detection processes are continuously improved 261
PRPT-4 Communications and control networks are protected 247
Total 7483

Figure 5.5: NIST Cybersecurity Framework Subcategory Count

Mapping the adversarial behavior of these eight ransomware groups to the NIST Cybersecurity Frame-
work subcategory and counting the number of occurrences results in a prioritized list of NIST Cyber-
security Framework subcategories. Figure 5.5 shows the eleven main subcategories according to the
number of occurrences and ordered from the most to the least. Based on this mapping of the num-
ber of occurrences these are the top subcategories one should prioritize when defending against the
adversarial behavior of these eight ransomware groups.

The NIST Cybersecurity Framework subcategories are part of a NIST Cybersecurity Framework cat-
egory. Figure 5.6 shows the sum of all subcategory counts at the category level. The category level
shows what category of the NIST Cybersecurity Framework should be given priority to defend against
the behavior of these eight ransomware groups.

NIST CSF Category Count

Function Category gontroICount
Detect  Security Continious Monitoring 1388
Detect  Detection Processes 1164
Protect  Information Protection Processes 902
and Procedures
Protect Identity Management and Access 801
Control
Detect  Anomolies and Events 765
Protect  Data Security 689
Protect  Protective Technology 431
Identify  Risk Assessment 322
Respond Communications 305
Respond Analysis 245
Identify  Asset Management 202
Total 7483

Figure 5.6: NIST Cybersecurity Framework Category Count

The NIST Cybersecurity Framework Functions are the highest level of the NIST Cybersecurity Frame-



5.4. Findings from applying the model in practice 22

work Framework. Figure 5.7) shows the count per function and this is a sum of all the counts of cate-
gories in that function.

NIST CSF Function Count

Function Eontrchount
Detect 3317
Protect 2830
Respond 728
Identify 552
Recaver 56
Total 7483

Figure 5.7: NIST Cybersecurity Framework Function Count

5.4. Findings from applying the model in practice

By applying this model in practice, we see a prioritized list of (sub)categories and functions based on
the count. Evaluating the model at the function level (figure 5.7), clearly shows that the functions Detect
(44%) and Protect (38%) are the most prominent functions totaling 82% of the total count at the function
level. At the category level (figure 5.6) we observe some categories with a high count number. The top
five represents 67% of the total count and the top 10 represents 93% of the total count, while the NIST
Cybersecurity Framework has a total of 23 subcategories. At the subcategory level, the top ten account
for 44% of the total count and the top 20 account for 74% of the total count of the 108 subcategories.

The scope limitations in paragraph 5.2 showed that the mapping of MITRE ATT&CK to NIST SP 800-
53 was limited to only protective measures and the detective measures are specifically not part of the
mapping. However, evaluating the model shows that the detection category is the category with the
highest priority. At the category level, out of the top five categories, three are from the detect category
and two are from the protect category. And finally, at the subcategory level, six are from the detect
category and only two are from the protect category.

This manner of prioritizing combined with the limitations in scope clearly shows that detection is a
NIST Cybersecurity Framework function that should be prioritized when defending against adversarial
behavior of ransomware attackers.



Expert recommendations

Chapter 5 showed the NIST Cybersecurity Framework priorities from applying the model (figure 4.6) in
practice using adversarial behavior of ransomware groups. It is interesting to explore whether these
priorities align with the recommendations of experts on mitigating ransomware. The Center for Internet
Security (CIS) has published this recommendation based on the NIST Cybersecurity Framework [22].
This comparison will give insight into the alignment and difference between the model and recommen-
dations by experts.

6.1. Center for Internet Security

The Center for Internet Security is a non-profit organization that "makes the connected world a safer
place for people, businesses, and governments through our core competencies of collaboration and
innovation” [2]. Center for Internet Security is responsible for the CIS Controls, which "are a prescriptive,
prioritized, and simplified set of best practices that you can use to strengthen your cybersecurity posture”
[16] and for the CIS benchmarks which "are prescriptive configuration recommendations for more than
25+ vendor product families” [16]. Both are community-driven projects with support from experts around
the globe.

The Center for Internet Security is also the home of the Multi-State Information Sharing and Analysis
Center (MS-ISAC) with a mission to improve cyber security for US government organizations, among
other things, by sharing information, incident response and remediation support [34].

6.2. The Center for Internet Security Combatting Ransomware

This Center for Internet Security has published a document ‘Combatting Ransomware’ [22] based on
recommendations from the MS-ISAC Metrics Working Group [33] which advises the Nationwide Cyber-
security Review. The latter is a self-assessment of cyber security for government organizations in the
United States that provides benchmarking among peers and guidance on maturing cyber security in
organizations, using, among others, NIST SP800-53 controls [37].

The 'Combatting Ransomware’ document is structured in two main categories and eight subcategories.

23



6.3. Comparing recommendations to findings 24

The main categories are: Preventing Ransomware Attacks and Preparing for a Potential Ransomware
Attack [22]. The first has six subcategories and the latter has two. For every subcategory the NIST
Cybersecurity Framework subcategories are listed to mitigate part of the ransomware threat. Figure
6.1 shows an overview of all categories, subcategories and linked the NIST Cybersecurity Framework
subcategories. A total of 19 unique NIST Cybersecurity Framework subcategories are recommended
as effective controls to combat the ransomware threat. Some NIST Cybersecurity Framework sub-
categories are mentioned twice: DE.CM-4, PR.AT-1 and PR.AT-2 under different categories of the
’Combatting Ransomware’ document.

gategory Sub-category CSFID Description

Preventing Ransomware Attacks Access Control PRAC-1 Identities and credentials are issued, managed, verified, revoked, and
audited for authorized devices, users and processes

Preventing Ransomware Attacks Access Control PR.AAC-4 Access permissions and authorizations are managed, incorporating the
principles of least privilege and separation of duties

Preventing Ransomware Attacks Access Control PRAT-1  All users are informed and trained

Preventing Ransomware Attacks Access Control PRAT-2  Privileged users understand their roles and responsibilities

Preventing Ransomware Attacks Email Security DE.CM-4 Malicious code is detected

Preventing Ransomware Attacks Email Security ID.RA-3  Threats, both internal and external, are identified and documented

Preventing Ransomware Attacks Employee training PRAT-1  All users are informed and trained

Preventing Ransomware Attacks Employee training PRAT-2  Privileged users understand their roles and responsibilities

Preventing Ransomware Attacks Endpoint Protection DE.CM-4 Malicious code is detected

Preventing Ransomware Attacks Endpoint Protection PR.DS-6 Integrity checking mechanisms are used to verify software, firmware, and
information integrity

Preventing Ransomware Attacks Network Security DE.CM-7 Monitoring for unauthorized personnel, connections, devices, and
software is performed

Preventing Ransomware Attacks Network Security PR.AC-3 Remote access is managed

Preventing Ransomware Attacks Network Security PR.MA-2 Remote maintenance of organizational assets is approved, logged, and
performed in a manner that prevents unauthorized access

Preventing Ransomware Attacks Vulnerability Management  DE.CM-8 Vulnerability scans are performed

Preventing Ransomware Attacks Vulnerability Management  ID.RA-1  Asset vulnerabilities are identified and documented

Preventing Ransomware Attacks Vulnerability Management  ID.RA-5  Threats, vulnerabilities, likelihoods, and impacts are used to determine risk

Preventing Ransomware Attacks Vulnerability Management  PR.IP-12 A vulnerability management plan is developed and implemented

Preventing Ransomware Attacks Vulnerability Management  RS.MI-3  Newly identified vulnerabilities are mitigated or documented as accepted
risks

Preparing for a Potential Ransomware Attack Backup and Recovery PRIP-4  Backups of information are conducted, maintained, and tested

Preparing for a Potential Ransomware Attack Backup and Recovery PR.IP-9  Response plans (Incident Response and Business Continuity) and recovery

plans (Incident Recovery and Disaster Recovery) are in place and managed
Preparing for a Potential Ransomware Attack Incident Response Planning RS.CO-1  Personnel know their roles and order of operations when a response is
needed
Preparing for a Potential Ransomware Attack Incident Response Planning RS.RP-1  Response plan is executed during or after an incident

Figure 6.1: Combatting Ransomware recommendations overview [22]

6.3. Comparing recommendations to findings
Comparing the recommendations from the ‘Combatting Ransomware’ document to the prioritized list
in Chapter 5 results in the shared NIST Cybersecurity Framework subcategories in figure 6.2.
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Category Sub-category CSFID Description EIST CSF Control Count
Preventing Ransomware Attacks  Access Control PRAC-4  Access permissions and authorizations are managed, 387
incorporating the principles of least privilege and separation of
duties
Preventing Ransomware Attacks  Vulnerability IDRA-1  Asset vulnerabilities are identified and documented 318
Management
Preventing Ransomware Attacks  Network Security DE.CM-7  Menitering for unauthorized personnel, connections, devices, 243
and software is performed
Preventing Ransomware Attacks  Access Control PRAC-1 Identities and credentials are issued, managed, verified, revoked, 227
and audited for authorized devices, users and processes
Preventing Ransomware Attacks  Vulnerability RS.MI-3  Newly identified vulnerabilities are mitigated or documented as 122
Management accepted risks
Preventing Ransomware Attacks  Email Security DE.CM-4 Malicious code is detected 113
Preventing Ransomware Attacks  Endpoint Protection DE.CM-4 Malicious code is detected 113
Preventing Ransomware Attacks  Vulnerability PRIP-12 A wvulnerability management plan is developed and implemented 73
Management
Preventing Ransomware Attacks  Endpoint Protection PR.DS-6  Integrity checking mechanisms are used to verify software, 71
firmware, and information integrity
Preventing Ransomware Attacks  Network Security PRAC-3 Remote access is managed 38
Preventing Ransomware Attacks  Vulnerability DE.CM-8 Vulnerability scans are performed 37
Management
Preparing for a Potential Backup and Recovery ~ PRIP-4  Backups of information are conducted, maintained, and tested 35
Ransomware Attack
Preparing for a Potential Backup and Recavery ~ PRIP-9  Response plans (Incident Response and Business Continuity) and 33
Ransomware Attack recovery plans (Incident Recavery and Disaster Recovery) are in
place and managed
Preparing for a Potential Incident Response RS.RP-1  Response plan is executed during or after an incident 28
Ransomware Attack Planning
Preparing for a Potential Incident Response RS.CO-1  Personnel know their roles and order of operations when a 14
Ransomware Attack Planning response is needed
Preventing Ransomware Attacks  Email Security ID.RA-3  Threats, both internal and external, are identified and 2
documented
Total 1854

Figure 6.2: Shared recommendations

Out of the 19 unique NIST Cybersecurity Framework subcategory recommendations from ’Combatting
Ransomware’ 15 unique recommendations are shared with the model. The ones that are not shared

are:

1. ID.RA-5 Threats, vulnerabilities, likelihoods, and impacts are used to determine risk

W N

PR.AT-1 All users are informed and trained

PR.AT-2 Privileged users understand their roles and responsibilities

manner that prevents unauthorized access

PR.MA-2 Remote maintenance of organizational assets is approved, logged, and performed in a

Considering the scope of the mapping (paragraph 5.2) it seems logical that the first three of the four
above items are not part of the shared recommendations. ID.RA-5 relates to cyber security manage-
ment and PR.AT-1 and PR.AT-2 relates to training of employees and privileged users. For PR.MA-2 it
is less clear why this is not a shared recommendation, as the intention of this subcategory seems to
be to limit remote access to organizational assets.

Comparing the control count of the findings to these recommendations, it can also be noted that only
six recommendations have a control count of more than 100 and only two have a control count of more
than 250, whilst the top ten list in the findings have a control count higher than 250. Although recom-
mendations are shared, they are usually not prioritized in the model. Some of these differences can be
explained by the fact that the recommendations from 'Combatting Ransomware’ are part of the category
'Preparing for a Potential Ransomware Attack’. As the focus of the exising mapping (paragraph 5.2)
lies on preventative measures, controls from the NIST Cybersecurity Framework functions Response
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and Recovery are probably not much prioritized.

6.4. Comparing findings to recommendations

When comparing the prioritized list from chapter 5 only two of the top ten items are shared recommen-
dations. Eight items from the top ten are not in the recommendations of the '‘Combatting Ransomware’
document:

+ PR.DS-5 Protections against data leaks are implemented
+ DE.CM-1 The network is monitored to detect potential cybersecurity events

* PR.IP-1 A baseline configuration of information technology/industrial control systems is created
and maintained incorporating security principles (e.g. concept of least functionality)

+ DE.DP-3 Detection processes are tested

» DE.AE-1 A baseline of network operations and expected data flows for users and systems is
established and managed

* RS.CO-3 Information is shared consistent with response plans
+ DE.DP-4 Event detection information is communicated

» DE.DP-5 Detection processes are continuously improved

Of these eight items, five come from the NIST Cybersecurity Framework Detection function, which
makes the Detection function a notable difference between the recommendation and the prioritized
subcategories of the model. Therefore, it seems that there is a difference in the way experts view the
importance of detection subcategories of the NIST Cybersecurity Framework compared to when there
is a direct link between adversarial behavior and the NIST Cybersecurity Framework subcategories.

6.5. Mapping model considerations

Comparing the mapping model with the expert recommendations, there is some overlap, but there are
also some notable differences. The main advantage of the mapping model is that it is based on an
integration where controls in the NIST Cybersecurity Framework are directly linked to adversarial be-
havior, whereas the experts recommendations are based on expertise and no such direct link. Another
difference is the priority given to controls in the mapping model. By simply counting the number of
occurrences of behavior, controls, and subcategories, priorities are given to the most important con-
trols. And although the experts give priority by selecting a limited number of controls there, are still 19
subcategories remaining that have no priority among themselves.

A downside of the mapping model is that it is limited to mainly technical aspects as part of the scope
(paragraph 5.2). Therefore, the mapping model prioritizes technological categories over others.



Conclusion

National Institute of Standards and Technologies provides organizations through the NIST Cyberse-
curity Framework and NIST-SP 800-53 with controls to protect organizations against cyber security
threats, and MITRE ATT&CK provides insights into real-world adversarial tools, techniques and proce-
dures. It only seems logical that there is a direct link between a control of NIST Cybersecurity Frame-
work and MITRE ATT&CK since the first should defend against the adversarial threat of the latter.

These mappings have limitations, as the scope of the existing mapping is limited to mitigations of the
MITRE ATT&CK framework and detections in MITRE ATT&CK are not part of the mapping. Extending
the mapping with real-world adversarial behavior of ransomware groups and counting the occurrences
of techniques and controls gives a prioritized list of NIST Cybersecurity Framework subcategories.
Although MITRE ATT&CK detections are outside the scope of the mapping, the NIST Cybersecurity
Framework Detection function is the most prioritized function and has many prioritized items in the
subcategories. According to this mapping, detection should be prioritized in combating ransomware.

Although the mapping has limitations in its scope, it adds value by directly linking adversarial behavior
with NIST Cybersecurity Framework. Taking into account these limitations, the prioritized NIST Cyber-
security Framework subcategories neglect that there are other important aspects of cybersecurity. For
example, the priorities from these mappings lie in prevention and detection; however, when something
goes wrong, Response and Recover are important functions. Detecting a cybersecurity event is one
thing, for mitigation, one needs to respond to that event and take action, and depending on the impact
of the event, recovery is essential to minimize the impact of said cybersecurity event. This limitation
gives a one-sided view of cybersecurity that focuses on only prevention and detection. And Identify as a
function is important to at least identify the threats an organization wants to defend against. Integration
of these functions and their (sub)categories could give the mapping a more holistic view of cybersecu-
rity. The mapping model would be more relevant if these subcategories could also be mapped. The
mapping between the NIST Cybersecurity Framework and NIST SP 800-53 exists. The challenge lies
in mapping these non-technical aspects from MITRE ATT&CK to NIST SP 800-53.

Comparing real-world advice from experts on the ransomware threat with the prioritized subcategories

27



28

shows that there are overlapping subcategories in both. However, evaluating the top ten prioritized
subcategories shows that eight are not in the recommendations of experts, and half of that top ten that
is not aligned is regarding the Detection function of the NIST Cybersecurity Framework. Part of this
difference is the emphasis on technical prevention in the model, while experts take a more balanced
approach to all NIST Cybersecurity Framework functions. The value in the mapping model lies in the
prioritization and direct link between adversarial behavior, something the experts did not provide.

Where the model, with its limitations in scope, lacks a holistic approach, it does directly link adversarial
behavior with NIST Cybersecurity Framework. And where the expert takes that holistic approach, it
seems to lack such a direct connection between adversarial behavior and the NIST Cybersecurity
Framework. Combining both would likely give a more balanced approach on what NIST Cybersecurity
Framework subcategories to prioritize and address defending against a ransomware threat.

Further research

Further research can be conducted on mapping the detection category of MITRE ATT&CK to NIST SP
800-53. As this will likely result in more prioritization of the detection function of the NIST Cyberse-
curity Framework, research on the mapping of the NIST Cybersecurity Framework to SP 800-53 may
be relevant, especially research on the efficacy of a control with regard to protecting against adver-
sarial behavior. This would give the possibility to add weight to the counting of controls, making the
prioritization more relevant and balanced.

Further research can also be conducted on the integration of the other functions of the NIST Cyber-
security Framework to the model. For example, although the response does not prevent or mitigate
adversarial behavior, it does intend to minimize the impact of said behavior, which is quite relevant for
organizations. Integration on this level would further optimize the model.
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